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Abstract

The security of fingerprint authentication is increasingly at
risk from various attacks. Two-factor authentication (2FA) is
a widely adopted approach to mitigate unauthorized access
caused by compromised credentials. However, existing 2FA
methods are not well-suited for direct use with fingerprint
authentication devices, as they often require distinct and addi-
tional user interactions that disrupt established user habits, or
they depend on specialized I/O interfaces that are not avail-
able on these devices. In this paper, we propose a novel 2FA
scheme termed OneTouch, which maintains the simplicity
of conventional fingerprint authentication - merely touch-
ing the scanner with a finger - while integrating a secondary
challenge-response OTP (One-Time Password) authentication
scheme using a wearable OTP token. This is accomplished by
transforming the fingerprint scanner from a device designed
for imaging fingerprints to an I/O device capable of captur-
ing temporal voltage variations of the contact object. Con-
sequently, OneTouch is capable of establishing touch-based
communication channels between the scanner and the wear-
able token for OTP protocol exchange. By directly wiring the
OTP token to the authentication device through human body,
OneTouch minimizes the risk of interception by adversaries,
thereby reducing the attack surface. We provide an extensive
discussion of the security risks and evaluate the effectiveness
of the touch-based channel for OTP credential exchange.

1 Introduction

Fingerprints have long been used for authentication due to
their inherent uniqueness and permanence. However, recent
technological advances have introduced new security chal-
lenges for fingerprint authentication systems. For instance,
the fingerprint acquisition modules used in mobile devices,
with their small form factors, limit the completeness of finger-
print collection, resulting in weak fingerprint templates and
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allowing a synthetic fingerprint sample to bypass multiple
users’ authentication systems [43]. Furthermore, advanced
3D printing technology has made it easier than ever to fab-
ricate high-fidelity fingerprint replicas from weak or leaked
fingerprint data [17]. Forged fingerprint artifacts could then
be exploited to spoof the authentication system and gain ac-
cess to a user’s digital and physical assets, including sensi-
tive information such as accounts and passwords stored on
mobile devices (e.g., laptops) and private spaces secured by
fingerprint-locked doors, posing significant security risks.

For password-based authentication, two-factor authentica-
tion (2FA) is commonly used to mitigate the risk of unautho-
rized access caused by weak or leaked passwords [19]. For
instance, after entering a username and password, the 2FA
process is complemented by the entry of an OTP (One-Time
Password) received via SMS (Short Message Service). This
additional step allows the authentication system to confirm
that the person being authenticated also possesses the autho-
rized phone number, serving as the secondary factor. Such
a scheme is extensively utilized across a variety of web and
mobile applications.

2FA can also be used to secure fingerprint authentication
systems. However, if the 2FA method introduces additional in-
teraction overhead, e.g., manually entering an OTP, it could un-
dermine the convenience of fingerprint authentication. There-
fore, one widely discussed solution is to use accessory devices,
such as wearables, to automatically complete 2FA via wireless
channels, e.g., Bluetooth [16],while authenticating fingerprint.
However, vulnerabilities associated with wireless channels
are frequently reported [52], and this approach is not compat-
ible with authentication devices that lack wireless interfaces.
For example, among the 50 best-selling fingerprint door locks
on Amazon, 20 (40%) do not have Bluetooth support, and 7
(14%) do not have any wireless capabilities.

To this end, we propose OneTouch, an effortless 2FA
scheme to secure fingerprint authentication using a wearable
OTP token. As shown in Figure 1, OneTouch is built upon
existing fingerprint authentication devices. It not only identi-
fies the fingerprint but also seamlessly verifies the wearable



token. OneTouch has two key features. First, throughout the
entire authentication process, the user simply needs to press
their finger onto the scanner once, with no further interac-
tions required, preserving the user experience consistent with
original fingerprint authentication. Second, OneTouch only
requires the authentication device’s built-in capacitive finger-
print scanner', without the need for additional I/O (Input/Out-
put) interfaces. This means OneTouch can be integrated into
existing fingerprint devices via a firmware update.

The grand challenge in realizing OneTouch lies in estab-
lishing a non-intrusive communication channel between the
fingerprint scanner and the wearable token for exchanging
OTP credentials. Our key innovation is recognizing that, in
addition to imaging fingerprints, a fingerprint scanner can
function as a general I/O device capable of generating and
capturing temporal voltage variations on the contact object.

This approach stems from our understanding of the working
mechanisms of fingerprint scanners. First, during operation,
fingerprint scanners apply a drive voltage to the sensor surface,
a mechanism that prior work has shown can transmit signals
from the fingerprint scanner to the contact finger, which can
then be detected by a wearable device [23]. We refer to this
as a touch-based scanner-to-wearable channel. Second, in
this paper, we further identify another important feature of
capacitive fingerprint scanners: they record voltage variations
on the contact surface line-by-line to generate the fingerprint
image. We realize that this feature can be leveraged for high-
speed temporal signal acquisition, such as sensing voltage
changes applied by a wearable device to the body. We refer
to this capability as the touch-based wearable-to-scanner
channel.

These two touch-based channels form the foundation for
OneTouch to establish bidirectional communication between
the fingerprint scanner and the wearable token. By utilizing
them, it enables seamless and secure OTP authentication. The
main contributions of this paper include:

* We systematically study and explain the imaging mecha-
nism of capacitive fingerprint sensors, revealing that they
record capacitive voltage in a line-by-line scanning manner
into image pixels.

* We present a novel method for using fingerprint sensors to
capture temporal voltage signal, opening up new opportuni-
ties for using fingerprint scanners as an input interface for
temporal signal acquisition.

* We design and implement OneTouch, a system that lever-
ages the user’s body as a medium to establish a bidirectional
touch-based messaging mechanism between existing finger-
print scanners and compatible wearable devices, serving as
a seamless 2FA method to secure fingerprint authentication.

* We conduct an evaluation and security analysis of the full
authentication process of OneTouch in a test group of 30
participants. The experiments demonstrate the feasibility

I'The 50 best-selling fingerprint door locks on Amazon all adopt capaci-
tive fingerprint scanner.
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Figure 1: Overview of OneTouch. The user wears a wear-
able token and places their finger on the fingerprint scanner
to initiate the authentication process. OneTouch enhances the
standard fingerprint authentication system by not only verify-
ing the user’s fingerprint but also automatically confirming
the presence of the token via the touch-based channels.

of touch-based channels under different settings, as well as
the OneTouch’s usability, e.g., efficiency, effectiveness and
user satisfaction.

2 Overview of OneTouch

2.1 Design Goals

Given the increasing threats to fingerprint authentication,
rather than focusing solely on improving the fingerprint sys-
tem itself, e.g., developing new anti-spoofing fingerprint scan-
ners [42], incorporating additional authentication factors is a
reasonable and viable option [11, 15]. The advantage of 2FA
lies in its proven effectiveness and ease of deployment. In the
case of fingerprint authentication, the introduced secondary
factor should meet the following criteria.

* Seamless Interaction Flow. Fingerprint authentication is
commonly used in high-frequency scenarios, such as un-
locking phones and door locks. Any extra steps, such as
entering a PIN, can disrupt the smoothness of the authenti-
cation process. Therefore, a 2FA solution should prioritize
preserving the ease of use that fingerprint authentication
originally offers.

¢ Minimal Hardware Requirements. Fingerprint-enabled
devices are already widely deployed. Introducing additional
hardware would increase costs and reduce adoption will-
ingness. We envision that a viable 2FA solution should be
smoothly deployable without requiring hardware changes
or device replacements.

¢ Enhanced Security Features. The additional factor itself
should provide extra security features that fingerprint au-
thentication alone cannot offer, such as resistance to replay
attacks. It should have a reduced attack surface, rather than



introducing new security risks. For example, methods rely-
ing on wireless channels that are vulnerable to eavesdrop-
ping or injection [7, 8, 52] should be avoided.

2.2 Threat Model

This work focuses on computing devices that use fingerprint
identification/verification as an authentication method, re-
ferred to as the authentication device. The adversary aims to
gain access to the device user’s (victim’s) assets by bypassing
the device’s authentication mechanisms.

Given the awareness of potential threats to fingerprint au-
thentication, we assume that the user is willing to adopt ad-
ditional measures or accessories, e.g., a wearable token, to
enhance the security of the authentication device. We also
assume that the manufacturer of the authentication device
has an incentive to continually improve and enhance the se-
curity of their product, for example through new releases or
firmware upgrades.

We assume the adversary is not a network attacker. They
have physical access to the authentication device, but can-
not disassemble it [13], as this typically requires time and
specific conditions. Additionally, we assume the adversary
may possess sophisticated capabilities to spoof fingerprint
authentication. They can fabricate physical fingerprint arti-
facts [2] based on legitimate fingerprint impressions obtained
through various means, e.g., social media exposure [1], leaked
databases [3], social engineering [4], efc. We assume the ad-
versary possesses advanced capabilities to eavesdrop on and
generate arbitrary wireless signals in the surrounding area.
However, to maintain stealth, the adversary avoids direct phys-
ical contact with the user, e.g., touching the user’s skin.

2.3 Idea of OneTouch

We propose a 2FA solution, OneTouch, that seamlessly in-
tegrates with existing fingerprint authentication systems to
meet the requirements outlined above. The working flow of
OneTouch is illustrated in Figure 1. Compared to standard
fingerprint authentication, the interaction remains largely the
same: the user simply places their finger on the device’s fin-
gerprint scanner for authentication. However, OneTouch in-
troduces two key differences on the device side. First, the user
must wear a wearable token that supports OneTouch. Second,
the authentication device’s software or firmware must also be
compatible with OneTouch. These new components enable
the authentication device to collect and verify two factors dur-
ing the user’s touch: 1) the user’s inherent fingerprint, and 2)
the presence of the specific wearable token. The former factor
has already been supported by standard fingerprint scanners,
while the latter relies on a touch-based communication chan-
nel established between the wearable token and the scanner.

On-Body Communication. The touch-based channel uti-
lized by OneTouch is a form of on-body communication lever-
aging capacitive sensing technology [20,23], where the human
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Figure 2: System Architecture.

body acts as a conductor. When a device in contact with the
body (e.g., via an electrode) alters its voltage, another device
in contact with the same body can detect the voltage change.
This enables communication between devices in direct con-
tact with the human body, e.g., wearables and implants [28].

Fingerprint Scanner as an On-body Communication
Interface. To facilitate the transmission and reception of on-
body signals, electrodes and other components can be added
to the wearable token. However, fingerprint scanners, by de-
sign, do not typically support this functionality. Capacitive
fingerprint scanners (Figure 3) consist of an array of sensors
that are highly sensitive to voltage changes on the contact
surface. These sensors measure changes line-by-line, making
them capable of detecting subtle variations in voltage. As a
result, when the wearable token induces a voltage change on
the user’s body, the fingerprint scanner records not only the
spatial distribution of the fingerprint ridges but also the volt-
age changes occurring at specific moments. This mechanism
can be leveraged for establishing communication from the
wearable token to the scanner.

2.4 System Overview

OneTouch leverages the existing hardware capabilities of ca-
pacitive fingerprint scanners to implement the touch-based
communication channel. When the user touches the scanner,
the authentication device performs fingerprint verification
while simultaneously verifying the possession of the wear-
able token. This approach enables a seamless and efficient
authentication process. The system diagram of OneTouch is
shown in Figure 2. In Section 3, we will provide a detailed ex-
planation of the fingerprint scanner’s working mechanisms. In
Section 4.1 and Section 4.2, we will discuss the design of the
downlink and uplink touch-based communication channels.
Finally, in Section 5, we will describe the challenge-response
OTP protocol between the scanner and the wearable token.

3 Capacitive Fingerprint Scanner

As shown in Figure 3(a), a typical capacitive fingerprint scan-
ner consists of two main components: the sensor and the con-
trol circuit (controller). The sensor is composed of an array
of small capacitive sensing elements. The controller manages
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Figure 3: Capacitive Fingerprint Scanner.

(a) Hardware Components

the operation of sensing elements, performs analog-to-digital
conversion (ADC) of the output signals, buffers the data, and
transmits it to the next-stage processing unit. In this section,
we will first explain the imaging mechanism of the scanner in
Section 3.1, followed by an investigation into how on-body
voltage influences the imaging results in Section 3.2.

3.1 Imaging Mechanism

The surface of the sensing array forms the sensing area of
the fingerprint scanner. Each sensing element in the array is
a capacitor, consisting of an electrode and a default capaci-
tance value. As shown in Figure 3(b), when a user places their
finger on the surface, the skin’s ridges and valleys affect the
capacitance of the elements to varying degrees. For instance,
the ridges, being closer to the sensor electrode, increase the
capacitance of the corresponding sensing elements. As a re-
sult, the capacitance values of the elements can be used to
reflect the texture of the contacting skin.

The array consists of thousands of sensing elements, and
measuring and recording the capacitance of all elements si-
multaneously would significantly increase circuit complexity
and cost. As a result, industrial practice typically involves
scanning the elements sequentially [6]. The controller uses
a switching circuit to select elements row by row, while an
ADC digitizes the capacitance values one by one. Although
the elements scanned earlier capture capacitance data before
those scanned later, the total scan time for the entire array is
typically on the order of dozens of milliseconds. During this
brief period, the finger typically remains still, allowing the
capacitance values captured at different times to be assembled
into a 2D image that reflects the spatial distribution of the
ridges and valleys. The pixel intensity in this image corre-
sponds to the capacitance values of the sensing elements at
the corresponding positions in the sensing array (Figure 3(c)).

3.2 Imaging with On-body Voltage Signals

Capacitance measurement is a key aspect of the above imag-
ing process. However, capacitance, which represents the abil-
ity to store electrical charge, is a physical property that cannot
be easily measured directly. Given the relationship between
capacitance and voltage, most measurement techniques make
use of voltage. For example, the scanner can apply a known
drive voltage to the electrodes, and as the capacitance changes,

(c) 800 kHz
Figure 4: Impact of On-body Voltage Vs;, on Fingerprint
Images. Vs;, is a square wave and set to different frequencies.
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Figure 6: Explanation of Imaging Results with Low-
Frequency Vg;,. Pixel values are determined by both Vg,
and the scanner’s sampling time.

the voltage across the electrodes will also vary. By measur-
ing this voltage change, the scanner can indirectly infer the
variation in capacitance. This raises an intriguing question:
if the contacting object itself carries a biased voltage, will it
affect the scanner’s output? This issue is closely related to our
goal of on-body communication, so we conducted a series of
empirical studies to explore this effect.

We applied an on-body voltage Vs;, to the wrist of a partic-
ipant using a signal generator and collected the output images
from various fingerprint scanners. We observed that:

1. A constant voltage signal has minimal to no effect on the
output image.

2. A varying voltage signal causes interference in certain
regions of the output image, and the extent of this interfer-
ence depends on the frequency of Vg;e.

The first observation can be explained by the scanner’s
discharge mechanism. As shown in Figure 3(a), the border
surrounding the sensor array is referred to as the bezel. When
the user touches the sensor, they also make contact with the
bezel. One design purpose of the bezel is to protect the sensor
from electrostatic discharge. For example, when the human
body is carrying static charge, the bezel channels the discharge
current to the voltage adjustment circuit, which consumes the
discharge energy. Therefore, when a fixed voltage is applied
to the finger, its effect will be neutralized by this module, so
it does not affect the imaging results.



The second observation is more intriguing. We used a
square wave as the Vg;, signal and Figure 4 shows the imag-
ing results from one of the tested scanners (FPC1020AM by
Fingerprint Cards AB). The results reveal that the impact of
Vsig does not exhibit the expected continuity and alternation
trend of a square wave. Instead, the degree of interference is
proportional to the frequency of Vg;q.

To better understand this phenomenon, we measured the
voltage Vp.,; at the bezel, which reflects the scanner’s dis-
charge response. Figure 5 shows the synchronized waveform
of Vsig and Vpe,. The curve of Vp,.; shows the discharge of
the scanner follows a typical exponential decay. When the
frequency of Vg;, is high enough (e.g., 800 kHz), the discharge
speed can no longer keep up. At this point, the voltage mea-
sured by the electrodes will be biased by the voltage from the
finger, and the output image will be primarily driven by Vg;,.

Further, Figure 4(a)(b) show that at lower frequencies of
Vsig, the image may still occasionally contain interference
caused by Vs;,. As shown in Figure 6, this happens because,
at the moment of sampling, the scanner may encounter situa-
tions where Vs;, has not fully discharged. Moreover, since the
scanner’s sampling pace does not synchronize with the period
of Vg, the interference appears with a certain periodicity.

4 Touch-Based Channels

Based on the previous section, this section first introduces
a touch-based channel that allows the scanner to receive in-
formation through on-body signals, without the need for any
hardware updates or modifications (Section 4.1). Next, build-
ing on existing work, we enable the scanner to transmit signals
to the body, which is essential for supporting protocols that re-
quire bidirectional communication (Section 4.2). Then, when
the user touches the scanner with a compatible wearable token,
a valid data connection is established between the devices.

4.1 Wearable-to-Scanner Channel

According to Section 3.2, since the scanner can capture high-
frequency on-body voltage signals, as shown in Figure 2,
we use electrodes in the wearable token to apply modulated
voltage signals to the body, transmitting information to the
scanner (modulation). The scanner then extracts this informa-
tion from the captured images (demodulation).

4.1.1 Modulation and Demodulation

As shown in Figure 7(a), we use on-off modulation to convey
bits. The wearable token applies a high-frequency V;, onto
the body to represent bit "1" and mutes Vs;o to 0 V to represent
bit "0". This is a simple yet effective method. When a high-
frequency Vs;, is applied, noticeable interference appears in
the fingerprint image. To simplify the wearable token’s design,
we use a clock signal as the carrier, allowing modulation to
be achieved by simply switching this signal on and off to
generate the desired Vg;g.

(a) Modulation  DigitalData 0 1 0 0 1 1 0 0

(Wearable) S Mmoo [y
Voltage Signal

(b) Demodulation Image Pixels* .]]-]]II]-
(Scanner) .
Variance / \ / \

DigitalData 0 1 0 0 1 1 0 0
*line-by-line unwrapped
Figure 7: Modulation of Wearable-to-Scanner Channel.

The high-frequency carrier wave generates a high-
frequency footprint in the fingerprint image. As a result, we
use pixel variance to distinguish between bit "0" and bit "1".
Specifically, the scanner unwraps the captured image pixels
line by line in their imaging sequence, then calculates the
intensity variance using a sliding window. While the finger-
print’s ridges and valleys also affect the image pixels, they
produce variance levels much lower than those caused by the
modulated voltage signals. For instance, when an 800 kHz
square wave with amplitudes ranging from -1 V to 1 V is ap-
plied to the FPC1020AM scanner, the resulting variance value
is four times greater than that of a fingerprint image without
interference. Additionally, due to variations in discharge cir-
cuits, the optimal carrier frequency may vary slightly across
scanners. However, a common non-optimal value is typically
sufficient for most scenarios.

4.1.2 Synchronization

The time at which the scanner begins capturing the image
may not necessarily align with the time the wearable token
starts emitting voltage signals. As a result, the data signal
can appear at any position within the fingerprint image. To
ensure the correct order of bits, we package the data into
packets, each consisting of a preamble and a payload. The
preamble is a predefined signal pattern, e.g., "1000000001",
that can be used to locate its position within the image prior
to demodulation.

Once the start of the data packet is identified, it is possible
that the image may not contain a complete packet. Although
we limit the maximum size of the data packet to fit within a
single image frame, this can still occur if the packet appears
too close to the end of the image frame. In such cases, due
to the time gap between successive scanning operations, the
portion of the data signal not captured by this image frame
will not be fully recorded in the next, resulting in data loss, as
shown in Figure 8(a).

To resolve this issue, we have the wearable token repeatedly
send the data packet in a loop. A typical case is illustrated in
Figure 8(b). Although part of the signal following the pream-
ble is missing, the signal is cyclic, allowing the missing parts
to be recovered by referencing the part prior to the preamble.

4.2 Scanner-to-Wearable Channel

Existing research has shown that fingerprint scanners can ac-
tively send on-body signals to the contacted human body [23].
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Figure 8: Unsynchronized Data Packet and Image Frame.
(a) Data packet can appear at any position within the image.
The part not captured in one image frame will also be missed
in the next. (b) Looped data packets ensure a complete packet
is contained within a single image frame.

Building on this, OneTouch enables bidirectional communi-
cation between two devices, which provides enhanced inter-
activity and security.

The feasibility of the scanner-to-wearable channel lies in
the driver voltage mechanism of the scanner. As introduced
in Section 3.2, the scanner measures capacitance by applying
a drive voltage to the electrode. In practice, the scanner can
further enhance the measurement by actively applying a drive
voltage to the body [27]. Specifically, in addition to discharg-
ing the on-body voltage, the bezel in contact with the finger
also can apply a driver voltage to the body when the scanner
samples each sensing electrode. As shown in Figure 9, dur-
ing fingerprint imaging, a high-frequency on-body signal is
detected”.

To transmit data using the drive voltage, the scanner em-
ploys an on-off modulation scheme, similar to the wearable-
to-scanner channel. The presence or absence of the high-
frequency drive voltage signal represents bit "1" and bit "0", as
shown in Figure 9. To capture the drive voltage, the wearable
token connects an electrode to an analog-to-digital converter
(ADC), as illustrated in Figure 2.

A key improvement over the previous study [23] (25 bps)
is the substantial increase in the data rate of the scanner-to-
wearable channel (several kbps). The presence of the drive
voltage depends on whether the scanner is actively imaging.
For data transmission, the scanner switches between imaging
and idle states, with the switching frequency determining
the transmission rate. Unlike prior work, we directly utilize
the low-level command interface of the scanner’s controller
to eliminate unnecessary processing delays. For example,
we send the CAPTURE_IMAGE command to the FPC1020AM
controller to initiate scanning, and the ACTIVATE_IDLE_MODE
command to cancel the operation, achieving submillisecond-
level switching intervals.

4.3 Reliable Data Delivery

Errors are inevitable in both directions, so we use error cor-
rection and acknowledgment (ACK) mechanisms to ensure

2The on-body signal generated by the wearable token will be superim-
posed with the drive voltage generated by the scanner. For clarity, Figure 9
records Vp,..; When the token is muted.
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Figure 9: Modulation of Scanner-to-Wearable Channel.
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reliable message delivery.

The payload of the data packets consists of three fields:
the data, the cyclic redundancy check (CRC), and the error
correction code (ECC). The CRC is used to verify the integrity
of the received data, while the ECC helps correct erroneous
bits. Specifically, we apply Reed-Solomon (RS) ECC codes
to both channels.

Despite these measures, it is still possible for the number
of erroneous bits to exceed the ECC’s correction capability,
resulting in failure. To address this, we introduce an ACK-
based retransmission mechanism. Figures 10 (1, 2) and (3,
4) illustrate the general message transmission flow between
the scanner and the wearable. After receiving a data message,
the receiver immediately sends an ACK to confirm receipt.
The sender, after transmitting a message, waits for the ACK.
If no ACK is received within a specified time, the message
is retransmitted. Unlike typical protocols, the wearable to-
ken repeats the same packet multiple times (by default, 5
attempts)—whether it is data or an ACK. This design is specif-
ically tailored to accommodate the scanner’s unique receiving
mechanism (Section 4.1.2).

5 OneTouch OTP Authentication

OneTouch utilizes touch-based channels to implement a 2FA
scheme, verifying user identity through a combination of fin-
gerprint and challenge-response OTP authentication.

5.1 Setup Stage

Before using OneTouch for 2FA, the wearable token must
first be associated with the user’s identity information in the
authentication device. This step is required for every token-
scanner pair. For generality, we describe the process of bind-
ing the token right after fingerprint enrollment in Figure 1 1.
The user first enrolls their fingerprint through standard pro-
cedures in step @. Afterward, the user places their finger on
the scanner to complete steps @ to @. In step @, the scanner
advertises its Scanner ID and its data reception preferences
(e.g., carrier wave frequency, frame length) to the token. The
token then transmits its Token ID and Diffie-Hellman (DH)
public key to the scanner in step ®. After step @, both the scan-
ner and the token can derive a Shared Key. In step @, the to-
ken confirms the reception of the scanner’s public key. Follow-
ing this, the scanner records the [Fingerprint Template,
Token ID, Shared Key] as the user’s identity information,



Figure 10: Reliable Data
Delivery Protocol.

while the token stores [Scanner ID, Shared Key] for future
authentication. Both the scanner and the token set a validity
period for the identity records to contain the risks associated
with key or device compromise. Finally, the scanner notifies
the user that the setup has been completed.

5.2 Authentication Stage

The authentication stage follows a canonical challenge-
response protocol, similar to CRAM [5]. As outlined in Fig-
ure 12, the process begins with the scanner conducting a bio-
metric fingerprint verification in step @. Upon successful iden-
tification, and confirmation that the fingerprint is associated
with a valid Shared Key, the scanner transmits its Scanner
ID along with a challenge in step @. The challenge is a non-
repetitive random value. After receiving the challenge, the
token generates a response by calculating the secure hash
of the received challenge using the Shared Key associated
with the Scanner ID. In step @, the token truncates the hash
result and uses the last 3 bytes as the OTP’ , which is then
sent back to the scanner. Upon receiving the OTP, the scanner
verifies the challenge using the same hash method. Since a
user may have registered multiple tokens, the scanner iterates
over all valid tokens’ associated Shared Keys to compute the
hash. If any of the hashes match OTP, this indicates successful
validation, and the user is notified.

6 Security Analysis

Since the security properties of fingerprint authentication are
well-established, the primary focus of this section is the secu-
rity of the touch-based channels and the OTP protocol.

6.1 Security of Touch-based Channels

The touch-based channel used by OneTouch is a unique mes-
saging method that utilizes voltage signals conducted through
the human body to transmit information. Unlike manual OTP
input methods, OneTouch is immune to human-input-induced
attacks such as shoulder-surfing [50], keystroke inference [53],
smudge [9], and thermal attacks [34]. In terms of physical
properties, the touch-based channel falls between wireless and

3 A single image frame has a capacity of around 30 bytes. We use a
3-byte OTP to ensure reliable transmission and offer flexibility in interaction.
For instance, if on-body transmission fails, the token can display (if available)
the OTP for manual input.

Figure 11: OTP Setup Protocol.
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Figure 12: OTP Authentication Protocol.

wired connections, sharing similarities with Near Field Com-
munication (NFC), which is induction-based and widely used
in payment systems. They share similar security properties
and potential attack surfaces:

¢ In-Contact Injection: The signal-receiving hardware of
both the scanner and wearable can only detect voltage or
capacitance changes at close proximity. This feature makes
it difficult for an adversary to inject malicious inputs or alter
message data through common wireless signals. Instead,
the adversary must directly contact the sensing parts of the
devices to perform the attack.

* Wireless Eavesdropping: When high-frequency voltage
signals are applied to the human body, the body radiates cor-
responding electromagnetic (EM) signals, a phenomenon
known as the human antenna effect [37]. An adversary can
capture these EM signals from a distance (typically less
than 10 meters) to extract the transmitted data.

6.1.1 In-Contact Relay Attack

In NFC-based authentication systems, relay attacks pose a
threat, and OneTouch faces similar risks. In the OneTouch
threat model, the adversary can make close contact with the
authentication devices (e.g., touching the scanner to spoof
fingerprint authentication). If the adversary also has the op-
portunity to make contact with the wearable token, a relay
attack could be launched.

Specifically, a sophisticated adversary could relay messages
from the user’s wearable token to the scanner, bypassing the
need for direct contact between the token and the scanner. A
possible scenario is shown in Figure 13, where the adversary
first spoofs the fingerprint authentication (step @), prompting
the scanner to transmit a challenge. The adversary then for-
wards (and amplifies) the data signals using relays (step @).
Relay B can be strategically attached to a conductive object
commonly touched by the user in daily life, such as a metal
handrail on a subway. This tricks the wearable token into
responding with a valid OTP. The adversary then captures the
OTP and relays it back to the scanner, successfully passing
the OTP authentication (step ©).

Executing such a relay attack requires advanced skills and
a certain degree of luck, as the adversary must simultaneously
make contact with both the scanner and the wearable token.
Furthermore, this attack can be mitigated by introducing a
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Figure 13: In-Contact Relay Attack against OneTouch.

distance/time bounding protocol [41], which limits the phys-
ical separation between the scanner and the token, ensuring
they are within the length of a palm.

6.2 Security of OTP Protocol

The touch-based channels offer various options for the to-
ken authentication protocol. Different options may lead to
trade-offs between security and usability to varying degrees.
The security of OneTouch authentication is ensured by its
underlying challenge-response protocol.

For example, we consider some common attacks. Accord-
ing to OneTouch’s threat model, while the adversary can
eavesdrop on the message exchange, they cannot infer the
shared secret because the information is hashed, ensuring
the confidentiality of the secret. Although the adversary can
inject arbitrary messages into the authentication device by
interacting with the scanner, they cannot directly forge a valid
response to pass authentication because they do not have
the correct shared key required for the OTP calculation. Fur-
thermore, the adversary cannot replay previously successful
challenge-response messages, as each challenge contains a
unique random value. At the same time, OneTouch also inher-
its some limitations from the protocols it employs, which we
discuss below.

6.2.1 Man-in-the-Middle Attack

Since the OTP setup stage uses only Diffie-Hellman for key
exchange, the scanner and token cannot be certain that they
are communicating with the intended device (rather than an
adversary) when generating the shared secret. This creates an
opportunity for a patient and sophisticated adversary to launch
a man-in-the-middle (MITM) attack, for example, using a
setup similar to the relay attack (Section 6.1.1). To mitigate
this risk, certificates could be introduced for the authentica-
tion devices to prove their identities. However, this would
increase interaction time, and managing device certificates
would present additional challenges.

6.2.2 Brute Force Attack

OneTouch intentionally limits the response length to 3 bytes.
This makes brute force attacks feasible—simply, the adversary
could use the same response for all challenges. In practical
implementations, this attack can be mitigated by introducing
delays between each failed attempt, making repeated guesses
impractical. Additionally, increasing the length of the OTP
can exponentially expand the search space for brute force

attacks, which, if manual input is not a design objective (foot-
note 3), is an effective method to thwart such attacks.

6.3 Lost and Compromised Devices

If the scanner’s information is compromised, an adversary
could forge a fingerprint and use the same Shared Key in
their own token to spoof that specific scanner. However, they
are not able to spoof other scanners, as different scanner-token
pairs have different shared secrets based on the DH exchange.
If the token’s information is compromised, or if the adver-
sary obtains the token, they could forge a fingerprint and use
the token to spoof all registered scanners. This is a common
limitation of token-based 2FA. OneTouch contains this risk
by setting an expiration period for the identity information.
Additionally, previous research has indicated that RF trans-
mitters can be distinguished by the unique hardware char-
acteristics embedded in their transmitted RF signals, such
as carrier frequency offset and phase noise due to oscillator
imperfections [40, 54]. Similarly, when a signal is relayed
to the token through two relay devices and a conductive ob-
ject across different spaces, the sensed on-body voltage series
would encapsulate information about the unusual propagation
channel. This physical information could probably be utilized
to authenticate the scanner before the response is transmitted.

7 Implementation

The implementation of OneTouch consists of the authentica-
tion device and the wearable token (Figure 2).

Authentication Device. We implement five different au-
thentication devices (D1 — D5), as detailed in Table 1 and
Figure 14. Commercial scanners typically output fingerprint
images directly via the Serial Peripheral Interface (SPI), en-
abling direct connection to, for example, an SoC chip. For
peripheral scanners, a host board with a microprocessor is
commonly used to receive data from the SPI and provide
other accessible I/O interfaces, such as serial port and USB.
Some also offer basic fingerprint verification functionality.
Table 1 lists the host boards for these devices, with some
scanners being compatible with specific host boards.

A scanner and host board together form a basic authentica-
tion device. However, host boards of commercial products (H1
- H3) do not offer development interfaces. As a workaround,
we route the scanner’s data from the host board to a PC, where
the PC handles the implementation of the OTP protocol and
the modulation and demodulation of the touch-based chan-
nels. A limitation of this setup is the slow transfer speed of
image data from the host board to the PC (via the serial port),
resulting in large delays. Table 1 shows the time required to
sample all sensing electrodes (Imaging Latency) and the total
latency to the PC (Total Latency). To better assess usability
(Section 8.3), we develop a customized authentication de-
vice (D5) to reduce the latency. Its setup involves connecting
the scanner’s SPI to our host board (H4, based on STM32



Table 1: Authentication Devices

Authentication Scanner Host | Image Imaging Total
Device ID Model ID | Size (px) | Latency (ms)| Latency (ms)
D1 FPC1020AP | HI | 160*160 176 600
D2 FPC1020AM | H2 | 160*160 47 330
D3 FPCI02IAM | H2 | 160*160 47 330
D4 Unknown H3 | 160*160 34 400
D5 FPC1020AM | H4 | 160*160 150 157

D1 D2&D5 D3 D4 H2 H3 H4
(a) Fingerprint Scanners (b) Host Boards

Figure 14: Fingerprint Scanners and Host Boards of the
Authentication Devices.

microcomputer) through a custom-designed printed circuit
board (PCB). The host board is programmed to mimic the
behavior of commercial products, but it is configured with a
high-baud-rate serial port to upload image data to the PC.

Wearable Token. We use a laptop to build the token pro-
totype. On this platform, we implement the OTP protocol,
as well as the modulation and demodulation of touch-based
channels using Python. The laptop is connected to two elec-
trodes placed beneath a soft wristband, with the electrodes in
contact with the skin. The laptop collects voltage signals from
one electrode via a USB signal acquisition module (ADC).
The other electrode is connected to a signal generator through
a custom-designed switch circuit. The signal generator pro-
duces a carrier signal, and the switch circuit is controlled by
the laptop via a serial port to achieve on-off modulation.

8 Evaluation

In this section, we evaluate the effectiveness of touch-based
channels (Section 8.1 and Section 8.2) and the overall usabil-
ity of OneTouch system (Section 8.3). We use the prototype
devices introduced in Section 7 for testing. The evaluation
involves a total of 30 participants. All of them take part in
the user study, while 6 of them participate in the performance
evaluation of the touch-based channels. Detailed participant
information will be provided in Section 8.3.

8.1 Wearable-to-Scanner Channel Evaluation

As discussed in Section 3.2, the imaging mechanism of the
capacitive fingerprint scanner makes it sensitive to on-body
voltage signals (Vs;e) in a way that differs from typical signal
acquisition scenarios. In Section 4.1.1, we propose using the
presence of interfered pixels to represent bits. Therefore, in
this subsection, we first examine the relationship between
pixel variance—our key metric for interfered pixels—and the
voltage signal to characterize the basic properties of this chan-
nel. Then, we evaluate the performance of on-off modulation
based on pixel variance by measuring the error rates in actual
data transmission.
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Figure 15: Impact of Carrier Frequency.
8.1.1 Basic Channel Properties

Our method involves applying a continuous carrier signal to
the participant’s body using the wearable token. The scanner
then captures the image, and we compute the variance of the
unwrapped pixels. The intensity of this variance reflects the
strength of the "effective signal” capable of carrying informa-
tion. A larger variance, compared to the baseline (with the
carrier muted), indicates a stronger effective signal, implying
a better signal-to-noise ratio and fewer transmission errors.

The pixel variance is calculated as the variance of pixel
values across the entire image. We measure pixel variance
for different carrier signal attributes—frequency, intensity,
and waveform. When modifying one attribute, the others are
kept constant. For each finger and scanner combination, we
scan fingerprint images with varying values of one attribute,
which we refer to as a fest. The participant conducts three
tests on each scanner using three different fingers. To mini-
mize interference from background noise, such as fingerprint
patterns, the finger position is held constant during each test.
During data processing, the pixel variance for each image is
normalized based on the maximum variance observed within
its respective test. The average pixel variance from the three
tests of different fingers, is displayed in the following figures.

Carrier Frequency. In this test, the carrier wave is a
square wave with a 2 V amplitude. Its frequency is varied
from 0 Hz to 1.5 MHz in steps of 10 kHz. As illustrated in
Figure 15, devices D1-D4 exhibit the highest peaks at fre-
quencies of 330 kHz, 1400 kHz, 1340 kHz, 1370 kHz, and
1200 kHz, respectively. We use these values as the optimal
carrier frequencies for these scanners and apply them in sub-
sequent experiments.

Since Device D4 uses a different sensor compared to the
others, its distinct frequency response is expected. However,
there are also significant differences between the reference
responses of D2 and D3, as well as between D1 and D2. While
D2 and D5 use the same scanner, D1 and D2 actually use the
same fingerprint sensor, with the only difference being the
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packaging. This suggests that the host board has a dominant
impact on the frequency attribute of the channel.

The observed behavior can be attributed to how the scan-
ner delivers image data. In Section 3, we explain how the
scanner’s controller manages the sampling of the sensing
electrodes. In practice, two factors cause the scanner’s imag-
ing sampling to operate in a dependent mode, rather than
independently: 1. The scanner lacks an independent crystal
oscillator and relies on the clock provided by the host board
via the SPI interface to function. 2. The host board controls
the pacing of data reception by continuously writing dummy
SPI signals. Since the scanner does not maintain a deep pixel
buffer, its sampling is likely driven by the pace of the host’s
read signal.

Carrier Amplitude. In this test, the carrier wave is a
square wave. Its amplitude is varied from O V to 5 V in
steps of 0.5 V. The frequency is set to its optimal value. The
results shown in Figure 16 illustrate a positive correlation
between pixel variance and the amplitude. For scanners D2
and D3, the variance reaches a plateau when the amplitude
exceeds 3 V. Further increasing the amplitude continues to
raise the variance for other scanners.

It is important to note that a high amplitude may negatively
impact the user experience. When tested with a 5 V ampli-
tude, participants occasionally reported a tingling sensation
in their fingers, particularly when their skin was damp from
perspiration. Therefore, the amplitude should be set to a level
that provides sufficient communication performance while
avoiding any tingling sensation. Based on our experience, an
amplitude of 2 V is generally sufficient for most situations.

Carrier Waveform. In previous tests, we used square
waves by default because their sharp rising and falling edges
are more difficult for the scanner’s discharge mechanism to
suppress. In this part, we will assess the pixel variance us-
ing different waveforms such as sine wave, triangular wave,
square wave, and white noise, each with an amplitude ranging
from OV to 2V. The frequencies of the waveforms, except for
white noise, are set to the optimal frequency for each scanner.

In Figure 17, all the devices exhibit a similar trend, with
the square wave resulting in the highest variance. Due to the
steeper slope compared to the triangular wave, the sine wave
also shows a higher variance. Furthermore, the white noise
seems to have minimal impact on the captured image, indicat-
ing that the scanner’s discharging mechanism can effectively

Preamble | Data CRC | ECC
10 bits 24 bits | 8 bits | 8n bits

Figure 18: Packet Structure.
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Figure 19: Error CDF of Wearable-to-Scanner Channel.

eliminate the white noise.

8.1.2 Data Transmission Performance

This subsection aims to verify the feasibility and reliability of
using the wearable-to-scanner channel for message transmis-
sion. To achieve this, the token employs the on-off modulation
scheme proposed in Section 4.1.1, with the carrier wave pa-
rameters configured as described in the previous subsection.
The structure of the data packet is shown in the Figure 18,
where the data field has a length of 24 bits. This choice is
made to validate the most frequently transmitted message in
our design: the 3-byte OPT.

Each packet uses CRC-8 for error detection and Reed-
Solomon (RS) coding for error correction. The RS coding
is based on the Galois field GF (2*), meaning each RS sym-
bol consists of 4 bits, and the maximum encoding length is
15 symbols, corresponding to 60 bits. Within these 60 bits,
the length of the ECC field is variable. The more ECC bits
included, the greater the error correction capability, but the
higher the protocol’s overhead. Specifically, to correct n erro-
neous RS symbols, 8n ECC bits are required, as illustrated in
the packet structure.

Bit Error Rate. We first measure the error statistics on
the channel with one participant by transmitting 50 packet,
each containing 60 random bits, excluding the preamble. In
Figure 19, we depict the CDFs for both bit error positions
and RS symbol error counts. Figure 19(a) shows a uniform
distribution of bit errors, suggesting that errors are spread
evenly across the bit positions. In Figure 19(b), we observe
that in most cases, the number of error symbols remains below
three. This indicates that setting n = 3 for the ECC bits is
sufficient to handle the majority of errors.

Packet Error Rate with Error Correction. We transmit
packets with n=1, 2, and 3, and measure the Packet Error Rate
(PER) with the same participant. For each n, 50 frames were
transmitted to each authentication device. We list the PER in
Table 2. It shows that scanners D2 and D4 exhibit the lowest
PER at n=3, whereas scanners D1 and D3 demonstrate the
lowest PER at n=2. We use the value of n with the lowest
PER as default configuration in the following experiments.



Table 2: Packet Error Rate with Different ECC Length n.
n | D1 | D2 | D3 | D4
1 [ 20% | 14% | 10% [ 16%
2 [ 6% | 8% | 0% | 8%
3 [10% | 4% | 4% | 6%

Table 3: Packet Error Rate of Different Participants.

Scanner D1 D2 D3 D4
n 2 3 2 3

PO 6% 4% 0% 6%

= r1 4% 0% 6% 6%

Elm 8% 2% 4% 2%

€ p3 10% 4% 4% 8%

S pa 6% 4% 2% 0%

P5 4% 2% 6% 6%
AvgPER | 63% | 27% | 3% | 4.7%

Different Body Medium. Since on-body signals are con-
ducted through the participant’s body, and the way each par-
ticipant interacts with the scanner can vary, these factors may
potentially affect data transmission performance. In this ex-
periment, we repeat the previous test with 6 participants, in-
structing them to ensure their fingers maintain proper con-
tact with the scanner throughout the test. The results, sum-
marized in Table 3, show that the PER values remain rela-
tively consistent across all participants. This suggests that the
physical characteristics of the human body are not strongly
correlated with wearable-to-scanner communication perfor-
mance. In Section 8.3.3, we will discuss how, in less con-
trolled real-world scenarios, participant behaviors—such as
incorrect finger placement—serve as the primary source of
human-induced errors.

8.2 Scanner-to-Wearable Channel Evaluation

The properties of the scanner-to-wearable channel have been
thoroughly evaluated in [23]. Building on their work, we
further enhance the achievable data rate. We validate our de-
sign using device D5, which actively terminates the scanner’s
imaging process to reduce the time required for each bit. With
the token’s ADC operating at a 48 kHz sampling rate to cap-
ture the on-body voltage, the bit duration is reduced to 150 us,
resulting in a raw data rate of approximately 6.7 kbps, which
is fully sufficient for transmitting OneTouch messages. By
increasing ADC’s sampling rate, the bit duration can be fur-
ther reduced. As commercial host boards do not provide an
interface to terminate the imaging process, the need to wait
for the completion of the entire frame’s sampling. As a result,
their achievable data rate is limited to just a few bps.

8.3 User Study

This subsection evaluates the usability of OneTouch by ana-
lyzing user interactions and their feedback.

8.3.1 Methodology

Our study strictly follows ethical guidelines (see Section I).
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Figure 20: GUI of Virtual Lock. (a) Detecting Finger. (b) Au-
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mitting Challenge-Response. (e) Entering 6-Digit OTP.

Study Design. The goal of the experiment is to understand
user behavior and feedback when using the authentication
device. To achieve this, we develop an application layer for
the authentication device to emulate a fingerprint-based lock.
This virtual lock has a simple GUI, as shown in Figure 20,
and provides feedback on authentication success or failure
through a screen and a speaker. In addition to OneTouch, we
use a keypad-based OTP system as a baseline for comparison.
For both systems, we assume that fingerprint authentication
always succeeds, focusing on the OTP authentication factor.

Captured Data. In this study, we collected the following
data: (1) Logs from the authentication systems, including
events and timestamps, where we can record authentication
duration and failed authentication attempts for efficiency and
effectiveness evaluation. (2) Participants’ demographic infor-
mation and questionnaire feedback with the System Usability
Scale (SUS) [12] for satisfaction assessment. (3) Images cap-
tured by the scanner for further analysis.

Apparatus. To use the OneTouch system, participants are
required to wear the OneTouch wearable token (Section 7).
Once the finger is detected, the device initiates the challenge-
response process (steps @ and @ in Figure 12) five times over
the touch-based channels. Participants are instructed to keep
their finger pressed throughout the authentication process. If
none of the five challenges receive a correct response, the
lock GUI displays a failure icon and plays an alert sound.
The participant must then press their finger again to attempt
unlocking. Upon successful authentication, the lock signals
success with a green light and a success prompt sound.

To use the baseline system, a separate GUI is employed
to emulate the OTP token display, which shows a random
6-digit OTP after the participant presses their finger on the
scanner. The participant then enters the OTP using a keypad.
If the entered OTP is incorrect, the OTP remains unchanged,
and the participant must re-enter it until authentication is suc-
cessful. Feedback on whether the unlocking was successful is
provided in the same manner as in OneTouch.

During the participants’ use of both authentication devices,
we logged the timestamps of finger detection (7}), authenti-
cation failure (7y) and success (T;) from both authentication
devices, and timestamps of challenge reception (7;) from the
OneTouch token additionally. The images captured during
failed OneTouch authentication attempts are also recorded for
error case analysis.

Study Procedure. After reading and signing a consent



Table 4: Demographics.
Gender Age Education Level
M| F | 1825|2635 | 35+ Dr Ms Ba | Others
15015 17 5 8 3 13 9 5

form which outlining the study’s background and the ethical
considerations, e.g., their rights and the data protection policy.
Then, each participant completes four tasks in sequence:

(1) Fill out an entry survey to collect demographic infor-
mation, including gender, age and educational level.

(2) Perform 10 unlocking attempts using baseline system.

(3) Perform 50 unlocking attempts using OneTouch.

(4) Complete an exit survey to evaluate their satisfaction
with the two systems using SUS.

Participant Recruitment. Participants were randomly re-
cruited around our campus, including students and passersby,
and must be at least 18 years old. No other special require-
ments apply. Participants were provided with a detailed in-
formed consent form outlining the study’s background and
purpose. They were clearly informed of their right to with-
draw from the study at any time and for any reason without
penalty. Each participant spent approximately half an hour
completing the experiments in user study and received a $10
gift card. The participants who additionally took part in the
performance evaluation of the touch-based channels received
an additional $10 gift card.

Limitations. We conducted a study involving 30 partici-
pants. Although we obtained many samples regarding time
cost and authentication errors, only 30 samples were collected
for the satisfaction survey, with only 8 samples from middle-
aged and elderly participants. This limits our quantitative
analysis of satisfaction. While this study provided prelimi-
nary satisfaction analysis, a broader study would yield more
solid conclusions.

Results. In the following, we will analyze the collected data
to understand the efficiency, effectiveness and user satisfaction
of OneTouch.

8.3.2 Efficiency of Using OneTouch

Based on the logged timestamps, we first profile the time
costs of each unlocking attempt for both authentication sys-
tems. An unlocking attempt is defined as the process from
the initial detection of the finger to the successful authenti-
cation. For instance, if the participant re-presses their fin-
ger after a failure, we will get the following timestamps:
{Ty, Ty, Ty, .., Tes, Tps, Ty, T, T}, The unlocking at-
tempt includes events and operations from 7, to T, and its
time cost can be calculated as Ty — Ty.

We analyze the log data from all 30 participants. The
mean time cost of unlocking attempts for the baseline sys-
tem is 4.31 s (std=1.86 s), while for OneTouch, it is 1.02 s
(std=1.26 s), which is less than a quarter of the former. We
also find that the time cost of the baseline system is primarily
spent on viewing and entering the OTP digits, whereas the
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time cost of OneTouch is mainly spent on transmitting and
demodulating OTP messages (with each challenge-response
handshake taking 550 ms).

Figure 21 plots the time costs of the first 10 unlocking
attempts from all 30 participants using semi-transparent scat-
ter circles and triangles. The overall color trend shows that
using the keypad generally takes more time than using One-
Touch. When the average time cost for all 30 participants is
represented by a line, we observe that as participants use the
keypad to enter OTPs, the time cost decreases with the in-
creasing number of attempts. By comparing the time costs of
the first five and subsequent five attempts, we find proficiency
(familiarity with the keypad layout) is a significant effect on
the baseline’s time cost (7' = 3.19, p < 0.01). In contrast, the
time cost of OneTouch shows no significant difference, as it
involves only a single action—pressing the finger—which is
independent of user proficiency.

8.3.3 Human-Induced Errors

As shown in Figure 22, 22.4% of unlocking attempts do not
succeed during the first challenge-response handshake when
using OneTouch. By analyzing the collected images of these
error cases, we found that the majority were caused by the
randomness of the channel. However, approximately 20% of
the cases were clearly attributed to improper fingerprint input
behaviors, including:

Too Light Pressure Applied. As pixel values increase
with the distance between the skin and the sensing plates,



a lighter pressure results in a whiter image, as depicted in
Figure 23(b). In this case an excessive distance causes the
outliers to appear white, thereby reducing the signal strength.
Conversely, when pressure is increased, the image becomes
darker, and the region of outliers becomes more pronounced,
as illustrated in Figures 23(a).

Incomplete Touching. When no skin is in contact with the
sensing plate (i.e., at an infinite distance), the detected pixel
remains consistently white (the upper part of Figure 23(c)).
This implies that data is partially lost when the finger does not
completely cover the sensing surface. If the uncovered area
is minimal, the number of erroneous bits is sufficiently low
for error correction mechanisms to be effective. However, the
overall packet error rate is still elevated due to the presence
of the uncovered areas.

Finger Leaving the Scanner. Sometimes, the participants
incorrectly lifting the finger when the icon shown on the
virtual lock changes to the transmitting state (Figure 20(d)).
This operational mistake disconnects the touch-based chan-
nels, therefore, the scanner captures an empty image as shown
in Figure 23(d).

Comparing to the experiment evaluated the impact of dif-
ferent body medium with 6 participants, this study involves
a more diverse range of participants’ physical characteris-
tics. By comparing the error counts of young (18-35) and
older (35-60) participants, we find age is a significant ef-
fect on the number of errors occurred with each participant
(x*(1) = 35.4,p < 0.01). Because the elder participants are
more likely to cause improper presses. After filtering the
above human-induced errors, we observe the similar error
rate across 30 participants, which is consistent to the conclu-
sion obtained in Section 8.1.2, i.e., human body’s physical
characteristics have little effect on the channel.

8.3.4 Effectiveness of OneTouch

Errors caused by channel randomness are unavoidable and
can only be mitigated by using more effective transmission
scheme. Additionally, these random errors are unlikely to
occur consecutively, which is why 93.4% of authentication
attempts are successful within two challenge-response hand-
shakes. As a result, participants do not need to take any special
actions. However, errors caused by suboptimal input meth-
ods, such as improper pressure or incomplete impressions, are
much harder to correct by simply repeating the transmissions.
After five failed challenge-response attempts, an "Authenti-
cation Failed" notification is triggered in the GUI, prompting
the participant to re-press their finger. In all of the logged
attempts we collected during testing, participants were able
to successfully authenticate by pressing their finger again.

8.3.5 User Satisfaction

In the Exit Survey, we collected user feedback on OneTouch
using the System Usability Scale (SUS) [12]. SUS is com-
monly used to gather subjective assessments of satisfaction

Table 5: User Feedback in SUS Scores.
Age Group 18-25 | 26-35 | 36-45 | 46-60
SUS | Baseline(S,) | 7529 | 815 | 7625 | 6563
Score | OneTouch S, | 80.59 84.5 85 81.25
S-S, 53 3.0 875 | 1562

and is frequently used for comparison between different sys-
tems. An SUS score, ranging from 0 to 100, is calculated
based on the participants’ answers to the survey questions. A
higher score means a higher satisfaction with the system.

For comparison, we also gathered user feedback on the
baseline system. In the collected survey responses, we ex-
cluded the results from two participants who gave the same
answer to all questions. The average SUS score for the base-
line system is 75.09 (grade C [10]), while the average SUS
score for OneTouch is 81.7 (grade B). This suggests that
OneTouch brings better user satisfaction.

Compared to the baseline system, OneTouch, as a relatively
new authentication method, received slightly lower ratings for
learnability. However, in terms of ease of use, OneTouch was
rated significantly higher than the baseline system. Addition-
ally, as shown in Table 5, we observe that OneTouch is more
user-friendly for middle-aged and elderly individuals than
keypad. This is because older participants are less proficient
with keypad input. To better understand the significance of the
observed differences, Cohen’s d was calculated as a measure
of effect size. The comparison of SUS score difference (i.e.,
Sp — Sx) between young (18-35) and older (36-60) yields a
Cohen’s d value of 0.64, indicating a medium effect size.

9 Discussion

In this section, we discuss the potential deployment issues
of OneTouch and explore the possibility of applying its key
design concepts to other applications.

OTP with Single Direction Channel: Some fingerprint
scanners might not rely on a drive signal to capture finger-
print images, making it impossible to establish a scanner-
to-wearable channel. In such cases, OneTouch can adopt a
time-based OTP scheme [36], where both the token and the
authentication device maintain a clock. During the setup stage,
key exchange and clock synchronization can be performed
via a wired connection (e.g., USB). For each authentication
attempt, the token generates an OTP based on its clock and the
shared key, and sends it to the authentication device through
the wearable-to-scanner channel.

User not Willing to Use Wearable: For users who are
unwilling to wear additional wearable devices, integrating
OneTouch into a smartphone could be a viable solution. In
this case, users would only need to hold the smartphone dur-
ing fingerprint authentication to complete the authentication
process. However, this approach introduces a usability penalty.
An alternative approach is to not directly exclude users who
opt not to use wearables in authentication devices, but instead



offer other secondary factors, such as PIN entry. These de-
vices could also help educate users by periodically reminding
them after authentication, demonstrating the practical benefits
of using a 2FA wearable, which can provide higher security
without compromising usability.

Support for None-Capacitive Fingerprint Scanners:
Currently, OneTouch focuses the implementation for capac-
itive fingerprint sensors. However, optical [22] and ultra-
sonic [51] fingerprint sensors also hold a market share for
mobile devices. We believe the concept of OneTouch can be
adapted to these sensors using different mechanisms. For in-
stance, since ultrasonic waves can propagate through the body
via bone conduction, it may be possible for the wearable de-
vice to use an ultrasonic emitter to interact with ultrasonic fin-
gerprint sensors. Additionally, as light can propagate through
body tissues [14], an LED could be employed by the wearable
to transmit information to optical fingerprint sensors.

Adoption of OneTouch. As introduced in Section 3, the
imaging mechanism used by fingerprint scanners, which rely
on minimal ADC for sequential scanning to achieve 2D imag-
ing, is a cost-effective practice. We believe this approach is
widely adopted in commercial fingerprint scanners, which
is also why we were able to easily implement multiple pro-
totypes in Section 7. However, the adoption of OneTouch
depends not only on users’ willingness but also on software
support from fingerprint scanner manufacturers. This chal-
lenge is more commercial than technical. Given the growing
awareness of security risks, many users would likely be open
to adopting such a method to enhance the security of their
authentication devices. Additionally, fingerprint scanner man-
ufacturers have an incentive to support new features, as it
increases the value of their products without incurring signifi-
cant additional costs. Companies most likely to be interested
in OneTouch are those offering both authentication devices
and wearables, such as Apple and Huawei. To promote the
adoption of OneTouch, we will share our design and imple-
mentation, which could potentially lead to a technical alliance
with companies interested in utilizing fingerprint sensors as
an additional security I/O interface.

10 Related Work

10.1 Two Factor Authentication

For research on 2FA methods, one branch of work involves
using a personal device as a factor to authenticate identity. To
avoid introducing additional user actions, these studies have
leveraged wireless communication technologies to transmit
identity messages, such as Bluetooth [16], Wi-Fi [46] and
sounds [21,29]. The personal device can also fingerprint the
surrounding environment to detect co-presence with the au-
thentication device based on its physical characteristics (e.g.,
ambient sound [26], location [33], radio frequency [18], tem-
perature and humidity [47]). In addition to the surrounding
environment, an alternative method is to fingerprint user’s

behavioral characteristics during the authentication process.
For instance, the authentication device can sense the timing
of keystroke dynamics when user entering a password [30]
or the friction sounds emitted while interacting with a pattern
lock [55]. Additionally, a wearable device can assist the au-
thentication device by detecting the typing gesture through
its integrated motion sensors [32,48].

The aforementioned methods are specifically designed for
Web and mobile applications, where can easily meet the re-
quirements for a wide range of I/O interfaces and sensing ca-
pabilities. However, certain fingerprint authentication devices,
such as fingerprint locks, not only lack wireless interfaces for
communication with secondary devices but are also devoid
of sensors to detect environmental conditions and the user’s
behavior. OneTouch is designed for fingerprint authentication
based on the existing imaging principle of fingerprint sensors,
which reduces the difficulty and cost of deployment.

10.2 Secure Fingerprint Authentication

For defending against spoofing attacks with forged fingerprint,
liveness detection techniques have been widely discussed. Ex-
isting studies try to distinguish forged fingers from real ones
through side information, e.g., perspiration [49], time series of
images [38,39], electrical properties [45], haptic response [42].
Some of these approaches require the authentication device
to have specialized hardware, while some only need software
deployment. However, liveness detection techniques are in a
constant race against adaptive adversaries employing more ad-
vanced fabrication technologies [31]. In contrast, OneTouch
relies on proven secure and effective OTP protocol to defend
against spoofing attacks, making it a more reliable solution.

10.3 Capacitance based Authentication

Some existing work also utilizing the sensing capability of
capacitive devices to propose authentication schemes. 3D-
Auth [35] enables a 2FA scheme with a 3D-printed conduc-
tive token. When user interacts with the token, a customized
pattern would be sensed by a touch screen. The touch screen
is also used to sense the hand contours [44], ears [24] and elec-
tric signals emitted by a wristband [25] for user identification.
And the work, we referred to establish the scanner-to-token
channel [23], uses the electromagnetic signals generated by
fingerprint sensors and touchpads to authenticating electronic
locks. Inspired by these works, OneTouch also utilizing the
capacitance characteristics of capacitive fingerprint sensor to
achieve 2FA for fingerprint authentication.

11 Conclusion

In this paper, we propose OneTouch, an unobtrusive two-
factor authentication scheme that enhances fingerprint au-
thentication systems with a wearable OTP token. This to-
ken connects to the fingerprint scanner through the human
body, utilizing on-body communication to enable a secure



challenge-response OTP protocol. OneTouch leverages the
imaging mechanism already present in capacitive fingerprint
scanners to detect the on-body signal, making it friendly for
practical deployment. In terms of security, OneTouch requires
direct physical contact, which effectively limits attack vectors
relying on message eavesdropping and tampering.
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