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Coverage is Important for Guided Fuzzing
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Coverage Pipeline in Fuzzers

Coverage Pipeline
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Example: Coverage Collection in AFL
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Example: Coverage Analysis in AFL
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Overhead in Coverage Collection
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Overhead in Coverage Analysis
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RIFF: Overview and Insights
Target Program
Move run-time computation to 
compile-time if possible

Fuzzer
Add hot-path processing logic 
specially tuned for simple cases
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Single-Instruction Instrumentation: Problem of Block Coverage

Block coverage is intuitive but incomplete: multiple edge counts map to one block count.
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Single-Instruction Instrumentation: Problem of Block Coverage

Block coverage is intuitive but complex: requires extra computation at fuzzer’s side.
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Single-Instruction Instrumentation: Simplified Algorithm

for each potential control transfer E in program P:
if E is direct control transfer:

if  basic block of E.source must transfer to basic block of E.target:
InstrumentBlock(basic block of E.source)

else if basic block of E.target must transfer from basic block of E.source:
InstrumentBlock(basic block of E.target)

else:
InstrumentBlock(CreateDummyBlock(E))

else:
(Handle indirect control transfer, see the next slide)
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Single-Instruction Instrumentation: Simplified Algorithm

for each potential control transfer E in program P:
if E is direct control transfer:

(See the previous slide)
else:

InstrumentBefore(E.source, SetSourceID)
InstrumentAfter(E.target, LogEdgeTransfer)
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Hot-Path Vectorized Analysis
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Newly-Introduced
Hot Path (99.997%)

Original Algorithm
Cold Path (0.003%)



Hot-Path Vectorized Analysis
Stage 0: optimized for useless counters
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Hot-Path Vectorized Analysis
Stage 1: optimized for useless executions

15



Evaluation: Overall Speedup in Fuzzing
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Improved Performance Brought by Speedup
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Speedup in Coverage Collection and Analysis
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Summary
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Implementation

1. Adapt RIFF to popular 
fuzzers, including AFL and 
MOpt.

2. Integrated into AFL++.

Observation

1. Coverage collection and 
analysis significantly affect 
the speed of fuzzing.

2. We break down the cost of 
instrumentation and
analysis code.

Design

1. Accelerate coverage 
collection with single 
instruction instrumentation.

2. Accelerate coverage 
analysis with hot-path 
vectorization.



Thank You

Q & A
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