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ABSTRACT

Recent research suggests that stories and storytelling can be used to help people make better security
decisions. We are interested in using stories as a way to influence users to voluntarily enable two-factor
authentication on their accounts. We conducted three studies that each focused on a different story
type that would attempt to help users identify with the stories and lead to voluntary adoption of
Two-factor. We presented these stories to samples from MTurk and Qualtrics and examined their
reactions. We found that overall the stories were effective in convincing users to be willing to adopt
two-factor authentication; however, our attempts to narrow in on the mechanism that made the
stories effective alluded us.
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INTRODUCTION

Phishing scams are one of the biggest cybersecurity issues at the moment. Many major breaches
begin with a phishing email, and end consumers are also often targets of phishing attacks. The FTC
recently warned consumers about phishing attacks pretending to be from Netflix!, and phishing
attacks pretending to be from Apple are also in the news?. Most of these attacks are seeking to
collect usernames and passwords. The best defense against this is for users to enable two-factor
authentication to protect their accounts. The use of a second factor, such as a one-time code via SMS,
via an app on their smartphone, or via a dedicated device like a Yubikey, prevents attackers from being
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Studies
1 2 3
N = 130 98 105
(Ma./Fem.):  (65%/35%) (53%/47%) (51%/49%)
No. of Stories: 3 2 2
Sample: MTurk Qualtrics MTurk

Story Type:  Tech. words 1st vs 3rd Per.  Sit.
Pre. 2FA (Y/N): (85%/15%)  (59%/41%) (31%/59%)

Table 1: Details of each of the 2FA studies
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able to successfully log in even if they steal a username and password. Several studies have examined
the impact of 2FA or multi-factor authentication on organizations [2]; however many organizations
require adoption of this security service. Most consumer services are reluctant to require users to
enable two-factor authentication for fear that it will drive consumers to choose to use a competitor.
Instead, use of two-factor is voluntary, and consumer services try to provide training to encourage
users to enable two-factor on their accounts. Recently, research has begun to examine ways that
stories and storytelling can be used to help users make better security decisions[5, 7].

Literature Review

Popular web platforms like Facebook, Google and Instagram offer 2FA, but have to balance the tension
between enticing users to join by focusing on ease of use versus keeping the site and user’s data
secure. Most of these platforms encourage the use of 2FA, but have low adoption rates; for example,
the adoption of 2FA on Gmail is around 10% 3. In 2017, The security company Duo conducted a
U.S.-census-representative survey where they polled 579 individuals about their 2FA usage. They
found that around 28% of their participants used 2FA and the majority 54% began using it voluntarily?.
Continuing to persuade people to adopt two factor is a challenging endeavor. Researchers have created
security related messages [6] and video tutorials [1] in attempt to train users to adopt 2FA.

One approach could be to use stories to convince users to adopt 2FA. Stories about security incidents
are commonly told among end users [5], and have been used in past research to train users about
phishing [7]. Stories are chronological series of events that contain characters, a plot or series of plots,
and a situation or context. All of these components allow the reader to immerse himself or herself
in the story and as a result, learn the moral or lessons contained within the story. As one example
of the power of stories, in the two days after Mat Honan published an article about being hacked®,
almost a quarter million users signed up for 2FA on Gmail[4]. We are interested in helping individuals
understand how to have better security practices. Stories might allow us an effective way of helping
individuals by appealing to social norms that are part of a users identity[3]

Method

We conducted three different studies in order to explore the different Story types that we could use
to train users (See Table 1). The stories were constructed in slightly different ways and represent a
different focus within each study. We chose to modify existing stories about 2FA for several reasons.
First, we wanted to use natural language that an ordinary individual could relate to and identify
with. Second, constructing stories from scratch is a challenging endeavor for researchers because we
tend to lean towards the complicated and complex which could make it hard for individuals to relate.
Finally, what security practices individuals share or emphasize in a story might be different than what
researchers share or emphasize. We created the stories by modifying real stories that we had come
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that were in the story. 2FA Prevent being
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across online and in person. We measured willingness to adopt 2FA by asking them to agree from
Strongly Disagree (1) to Strongly Agree (5). We asked them if they to rate the statements if they were
willing to enable it today, in the near future, or never. For study 1, we varied the stories by modifying
the technical language in the stories (See Table 1). We varied them from low, medium and high which
translated to 4%, 6%, 10% respectively of the total words in each story. We were interested to see
the effect of the technical language on willingness to adopt 2FA. For study 2, we chose to modify
the Mat Honan wired article. At face value it seemed to lend credibility that stories are effective but
we also were interested if the story could be modified by changing what individuals would identify
with. We were also interested in exploring the myriad of different ways to which individuals identify
with a story. For this set of stories we thought it would be interesting if we change the perspective of
the story from a third person ("Mat Honan") to First Person ("I" or "You"). By doing so we hoped to
invoke a greater sense of identification through the immersiveness of the first person perspective. We
anticipated that the “I” or “You” condition would elicit greater identification with the main character
and as a result would result in a higher willingness to adopt 2FA.

Finally for Study 3, we were aware that the previous two studies had a lot of technical language. We
wanted to create a story that had less technical language and used more natural language. Computer
Scientists tend to use a fairly heavy technical jargon and often write that way. So we searched through
the security blogs and news and selected the John Podesta story. This was adapted from several
news stories that recalled the account by the russian government to access 60,000 emails as part
of the Hillary Clinton campaign. For this study we investigated another approach of involvement
by exploring altering the situations to be what "others" do in a given situation. We compared this
modified situation of focusing on what "others like them would do" vs what John did in the normal
situation. We anticipated that the "other" situation would invoke greater invovlement than the normal
situation in terms of willingness to adopt 2FA.

RESULTS

For each study we were primarily interested in their willingness to adopt two-factor authentication.
While the stories varied between the conditions and the subsequent studies, the focal site of 2FA
adoption for these stories was Gmail. For study 1, no impact of the technical language manipulation
could be detected on the willingness to adopt 2FA. However, for Study 2 we did find differences
between the 1st person vs 3rd person (See Table 2) but the results were opposite than what we had
predicted and the explained variance was very small for all three regression models. Finally, Study
3 did not show an impact when we changed the situations in the story on the willingness to adopt
2FA. We ran a post-hoc power analysis using the “pwr” package ¢ in R and found that with a single
coefficient and the expectation that our model should explain about 10% of the overall variance, we
should have been able to detect differences given our populations for each study.
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Adopt 2FA by Story

Today  Near Future Never
(Intercept) 3.53*** 3.86 *** 4.15***
3rd Person 0.42* 0.29. -0.29
Adj R? 3.59% 2.12% -0.2%
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Table 2: Study 2 - Willingness to Adopt 2FA
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DISCUSSION

While the results were not what we expected, we began to look at what the stories meant to the
users. We first looked at the lessons that we wanted them to learn about 2FA such as "If hackers
get your password, you cant log in without your phone" or "2FA can protect your account(s) from
being compromised". Figure 1, shows that across the stories that 2FA can prevent from accounts
being compromised but some of the other lessons such as “Your personal information being out there”
participants did not report as highly. It is interesting since many of the stories explained that personal
information was critical in compromising the accounts. It highlights some of the challenges in training
individuals mental models about security. Individuals need to have their own intrinsic motivations
for having security practices but individuals also want to know why security events happen. One
interesting approach would be to modify the stories and change the focus of the stories from the
explicit benefits of Two factor authentication and onto the consequences of having (or not having)
2FA. Some of the stories we tested did do that but that was not their primary focus.

Another interesting point, we examined the means for willingness by story for each study(See
Figure 2). As you can see, with all three studies that the willingness to adopt 2FA for “Today” or
the “near future” stories was largely from Somewhat Agree to Strongly Agree. The participants also
responded with disagreement with the statement that they would never signing up for 2FA. There was
some variability between each of the stories but nothing that was statistically significant. What we
infer from this is that individuals were reporting that they learned from the story they read. However,
we are less sure about why the willingness to adopt was so high for each stories as another alternative
explanation is that regardless of conditions, participants understood that we wanted to teach them
about the benefits of 2FA. While our stories seem to be effective in encouraging individuals to adopt
2FA, we are less certain as to the mechanisms that individuals found persuasive that would encourage
them to adopt.

CONCLUSION

Creating or modifying stories has proven to be no easy task but working with these stories has
provided interesting insight into the security decision process of individuals. Across the three studies
we found overall that the stories were effective in convincing users to be willing to adopt two-factor
authentication. However, we were unable to identify the mechanisms that individuals resonated with.
Our future work will continue to explore different mechanisms through stories and then monitor
behavioral measures to see if actual adoption of 2FA occurs.
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