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Click here

“This points to
something new!”
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CSS visited pages disclosure

This message: [ Message body ] [ Respond ] [ More options |
Related messages: [ Next message | [ Previous message |

From: Andrew Clover <and@doxdesk.com>
Date: Thu, 14 Feb 2002 12:17:54 +0000

To: bugtrag@securityfocus.com

Message-ID: <20020214121754.B11742@doxdesk.com>
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Click here.
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2011 - MozAfterPaint leak (~100 URLSs/sec)
2013 - ‘Pixel Perfect’ attack (~60 URLs/sec)
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2011 - MozAfterPaint leak (~100 URLSs/sec)
2013 - ‘Pixel Perfect’ attack (~60 URLs/sec)

2018 (cRdeadline) - CVE-2018-6137 (~3,000)



2002 - initial disclosure
2010 - ~3,000 URLs/sec

MAR

+311 Plugging the CSS History Leak

2011 - MozAfterPaint leak (~100 URLSs/sec)
2013 - ‘Pixel Perfect’ attack (~60 URLSs/sec)

2018 (CR deadline) — CVE—2018—6137 (“'3,000)
2018 () - ~ 0,000 URLSs/sec



My HOBBY: EXTRAPOLATING

AS YOU CAN SEE, BY LATE

NEXT MONTH YOU'LL HAVE

OVER FOUR DOZEN HUSBANDS,
BETTERGET A

BULK RATE ON
WEDDING CAKE.




4 APIs, 4 attacks
e CSS Paint API

e CSS 3D transforms
e SVG £ill-coloring
e JavaScript bytecode cache




Security-focused browsers affected

@ Chrome + Site Isolation
@ Chrome + ChromeZero add-on

Q DeterFox
Q FuzzyFox

@ Brave

Unaffected

O Tor Browser




historySniffer ()
input: target URLs
output: visited URLs



TODO

] find vulnerable feature
[ leak visited bit for a URL
[ exfiltrate visited bit

[1 amplity bandwidth
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CSS Painting API Level 1 'S |
W3C Working Draft, 10 April 2018




CSS Painting API Level 1

W3C Working Draft, 10 April 2018




CSS Painting API Level 1

W3C Working Draft, 10 April 2018




CSS Painting API Level 1

W3C Working Draft, 10 April 2018




W3C Working Draft, 10 April 2018




! \ 3 (‘

\

W3C Working Draft, 10 Apil







CSS Painting API Level 1 'S |
W3C Working Draft, 10 April 2018




[ MotionMark 1.0 X

& C' @ Secure | https://browserbench.org/MotionMark/










index.html

<!DOCTYPE ht

ml>

</html>

<html lang="en">
<head>
<meta charset="utf-8"/>
<style>
body {
background: url(chessboard.png)
}
</style>
</head>
<body>
</body>

top left / cover;



>
eta ch
style>

lang="en">

arset="utf-8"/>

body {

background: url(chessboard.png)

</style>
</head>
<body>

</body>
</html>

top left / cover;



“utf-8"/>

ound: url(chessboard.png)| top left / cover;
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CSS Painting API Level 1

W3C Working Draft, 10 April 2018




paintlet. js

class ChessboardPainter {
paint (canvas, geometry, properties) {
// ... draw chessboard pattern ...

}
}

registerPaint('chessboard’', ChessboardPainter);




index.html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8"/>
<script>
CSS.paintWorklet.addModule( 'paintlet.js");
</script>
<style>
body {
background: paint(chessboard);

}
</style>
</head>
<body>
</body>
</html>



index.html

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8"/>
<script>
CSS.paintWorklet.addModule( 'paintlet.js");
</script>
<style>
body {
background: paint(chessboard);

}
</style>
</head>
<body>
</body>
</html>



0 X













paint (canvas, geometry, properties) {
// ... draw chessboard pattern

}

registerPaint('chessboard', ChessboardPainter);




geometry, properties) {
chessboard pattern ...

ssboard', ChessboardPainter);




ry, properties) {
sboard pattern ..

, ChessboardPainter);




dPainter);




CSS Painting API Level 1

W3C Working Draft, 10 April 2018

§ 9. Security Considerations

There are no known security issues introduced by these features.

§ 10. Privacy Considerations

There are no known privacy issues introduced by these features.



l-image: paint(chessboard);

e i o
H NN




TODO

A find vulnerable feature
[ leak visited bit for a URL
[ exfiltrate visited bit

[1 amplity bandwidth




If https://ashleymadison.com is...
...unvisited ...visited



https://ashleymadison.com

If https://ashleymadison.com is...

...unvisited
[

Attacker creates link pointing to
https://dummy.com,; visited = false

<a href="https://dummy.com”>
Click here

</a>



https://dummy.com
https://ashleymadison.com

If https://ashleymadison.com is...

...unvisited
[

Attacker creates link pointing to
https://dummy.com,; visited = false

<a href="https://dummy.com”>
Click here
</a>

a {

background-image: paint(chessboard);

}
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If https://ashleymadison.com is...

...unvisited
|

|

https://dummy.com,; visited = false

Attacker creates link pointing to J

Browser does initial paint of link

<a href="httw%
Click here

</a>

¥/ /dummy.com” >



https://dummy.com
https://ashleymadison.com

If https://ashleymadison.com is...

...unvisited
|

Attacker creates link pointing to
https://dummy.com,; visited = false

. 7
Browser does initial paint of link !

Clic here
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If https://ashleymadison.com is...

...unvisited
|

p
Attacker creates link pointing to

https://dummy.com; visited = false
\
N

Browser does initial paint of link
. X

J

Browser calls paintlet’s paint method
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If https://ashleymadison.com is...

...unvisited
|

p
Attacker creates link pointing to

https://dummy.com; visited = false
\
N

Browser does initial paint of link

, 1 i
Browser calls paintlet’s paint method :%#

J
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If https://ashleymadison.com is...

...unvisited
|

p
Attacker creates link pointing to

https://dummy.com; visited = false
\
N

J

Browser does initial paint of link
i 1 ‘
Browser calls paintlet’s paint method
L . J
" Attacker updates link to point to

https://ashleymadison.com,;

visited remains false
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If https://ashleymadison.com is...

...unvisited
|

p
Attacker creates link pointing to

https://dummy.com; visited = false
\
N

J

Browser does initial paint of link
i 1 ‘
Browser calls paintlet’s paint method
L . J
4 . -
Attacker updates link to point to

https://ashleymadison.com,;

\visited remains false
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If https://ashleymadison.com is...
...visited



https://ashleymadison.com

If https://ashleymadison.com is...

...viiited

Attacker creates link pointing to
https://dummy.com; visited = false

<a href="https://dummy.com”>
Click here

</a>
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If https://ashleymadison.com is...

...visiited

[Attacker creates link pointing to ]

https://dummy.com; visited = false

<a href="https://dummy.com”>
Click here
</a>

=7

background-image: paint(chessboard);

}
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If https://ashleymadison.com is...

...viiited

https://dummy.com; visited = false
|
Browser does initial paint of link

[Attacker creates link pointing to J

tps://dummy.com”>
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If https://ashleymadison.com is...

...viiited

https://dummy.com; visited = false
|
Browser does initial paint of link

[Attacker creates link pointing to J
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If https://ashleymadison.com is...

...viiited

p
Attacker creates link pointing to

https://dummy.com; visited = false
\
N

Browser does initial paint of link
. X

J

Browser calls paintlet’s paint method
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If https://ashleymadison.com is...

...viiited

p
Attacker creates link pointing to

. . . . \MMMM; visited = false
H B B B "
B

J

Browser does initial paint of link
) N

Browser calls paintlet’s paint method
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If https://ashleymadison.com is...

EGlick her)e *

...viiited

4 )

Attacker creates link pointing to
| https://dummy.com; visited = false
: Browser does initiall paint of link
: Browser calls paint:et’s paint method
" Attacker updates li:lk to point to

https://ashleymadison.com,;

J

visited becomes true, invalidates link
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Attacker creates link pointing to
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\
N
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Browser does initial paint of link
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Browser calls paintlet’s paint method
\ l v
-
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\visited becomes true, invalidates link )
N

Browser re-paints link



https://ashleymadison.com
https://dummy.com
https://ashleymadison.com

If https://ashleymadison.com is...

...viiited

p
Attacker creates link pointing to

https://dummy.com; visited = false
\
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Browser re-paints link
. x

\

Browser calls paintlet’s paint method



https://ashleymadison.com
https://dummy.com
https://ashleymadison.com

If https://ashleymadison.com is...

...unvisited
|

( Attacker creates link pointing to )
| https://dummy.com,; visited = false
: Browser does initiall paint of link

: Browser calls paint:et’s paint method
" Attacker updates li:lk to point to

https://ashleymadison.com,;

J

\visited remains false

...viiited

( Attacker creates link pointing to )
| https://dummy.com; visited = false
: Browser does initiall paint of link

: Browser calls paint:et’s paint method
" Attacker updates li:lk to point to

https://ashleymadison.com,;

\visited becomes true, invalidates link )

J
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( )
Browser re-paints link
. J
N

Browser calls paintlet’s paint method

. J
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|
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Attacker creates link pointing to

https://dummy.com,; visited = false
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J

Browser does initial paint of link

*Browser calls paintlet’s paint method

Attacker updates link to point to
https://ashleymadison.com,;

visited remains false
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Attacker creates link pointing to

| https://dummy.com; visited = false
: Browser does initiall paint of link

: Browser calls paint:et’s paint method
" Attacker updates li:lk to point to
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TODO

A find vulnerable feature
A leak visited bit for a URL
[ exfiltrate visited bit

[1 amplity bandwidth




Paintlets can’t communicate



Paintlets can’t communicate

paintlet.js

paint ()




Paintlets can’t communicate

paintlet.js

paint ()




Paintlets can’t communicate




Paintlets can’t communicate




Paintlets can’t communicate

f

main.js

\




Paintlets can’t communicate

(

main.js paintlet.js

\




-[event loop O}

(- )

main.js

. J




4 D
main.js
\ y,

~lass ChessboardPainter {

paint (canvas, geometry, properties)
sleep(20);
}

. paintlet.js

paint ()




main.js

.

~lass ChessboardPainter {

paint (canvas, geometry, properties)
sleep(20);
}

. paintlet.js

paint ()




main.js

.

~lass ChessboardPainter {

paint (canvas, geometry, properties) {
sleep(20);
}

paintlet.js

paint ()




TODO

A find vulnerable feature
A leak visited bit for a URL
A exfiltrate visited bit

[1 amplity bandwidth




Timing attacks are slow :(




Timing attacks are slow :(

Click here

[max bandwidth: 60 URLs/sec]



Timing attacks are slow :(




Timing attacks are slow :(

Other covert channels are fast :)



Timing attacks are slow :(

Other covert channels are fast :)

registerPaint () covert channel




registerPaint () covert channel

e registerPaint () function can be called

inside paintlet sandbox
e Unintended behavior: can use
registerPaint () to control width of

element outside paintlet sandbox



registerPaint () covert channel

1) create weird HTML element outside paintlet

<div id="welrdElement">&nbsp;</div>
<style>
#weirdElement { display: inline; }
#weirdElement: :after {
content: paint(myPainterIdentifier);

</style>




registerPaint () covert channel

2) call registerPaint () inside paintlet

registerPaint( 'myPainterIdentifier', PainterClass);




registerPaint () covert channel

3) weird element gets big width value

width = 154 pixels




registerPaint () covert channel

3) weird element gets big width value

I
B s

width = 154 pixels width = 4 pixels




registerPaint () covert channel
visited




registerPaint () covert channel
visited

‘L

call registerPaint ()



registerPaint () covert channel
visited

‘L

call registerPaint ()

e




registerPaint () covert channel
visited unvisited

‘L

call registerPaint ()

e




registerPaint () covert channel
visited unvisited

‘L‘L

call registerPaint () DON'’T call registerPaint ()

e




registerPaint () covert channel
visited unvisited

‘L‘L

call registerPaint () DON'’T call registerPaint ()

Ve Y




registerPaint () covert channel
visited unvisited

Ve ¥

| main.js |

getBoundingClientRect() getBoundingClientRect()
width == 154 width == 4



registerPaint () covert channel




Demo!



TODO

A find vulnerable feature
A leak visited bit for a URL
A exfiltrate visited bit

4 amplify bandwidth




4 APIs, 4 attacks
e CSS Paint API

e CSS 3D transforms
e SVG £ill-coloring
e JavaScript bytecode cache




Attack: CSS 3D transforms
[

" Attacker makes a link expensive
| to render with CSS 3D transforms |
Il

-

Attacker rapidly toggles the
link’s destination between a
\dummy URL and a target URL )
Browser doesn’t need to Browser does lots of expensive

re-render the link re-renders for the link
- paint performance is FAST - paint performance is SLOW

\ \

unvisited visited

N\




Attack: SVG £il11-coloring

" Attacker puts a complex SVG
image inside a link )
( l N\
Attacker sets £i11-styles to change
| SVG image’s colors if link is visited |
I
-
Attacker rapidly toggles the
link’s destination between a
\dummy URL and a target URL

—e e

Browser doesn’t need to Browser does lots of expensive
re-render the link re-renders for the link
- paint performance is FAST - paint performance is SLOW

\ v

unvisited visited



Attack: JavaScript bytecode cache

" Attacker injects script from
_target site into their own page

( L3
Attacker measures script’s
 compilation time

J

V8 JavaScript Engine

Code caching

—

Browser has to compile script

Browser has script’s bytecode in

from scratch cache, skips most of compilation

- compilation time is LONG

- compilation time is SHORT

\

unvisited

v

visited



4 APIs, 4 attacks
e CSS Paint API

e CSS 3D transforms
e SVG £ill-coloring
e JavaScript bytecode cache




2002 - initial disclosure
2010 - ~3,000 URLSs/sec

MAR & :
31+ Plugging the CSS History Leak




An Empirical Study of Privacy-Violating Information Flows

in JavaScript Web Applications

Dongseok Jang Ranjit Jhala Sorin Lerner Hovav Shacham

“Our survey shows that several
popular sites, including Alexa
global top-100 sites, use
privacy-violating flows to exfiltrate
information about users’ browsing
behavior.”



Saas = Sniffing as a Service

“Track which sites your visitors
visit. Learn how many of them have
been to your competitor's site or
your advertising partner's site.”

“Tealium's patent-pending
technology lets you see the

'. (J [ ) [ ]
"o 7 M view-through traffic to your site
~::'. TEALIU by those who’ve been exposed to

your press, or blog or video
coverage.”




Defense: “referrer-origin labels”

https://a.com

Click here




Defense: “referrer-origin labels”

https://a.com

Click here ——> (7Y




Defense: “referrer-origin labels”

History
Click here ——> (RS




Defense: “referrer-origin labels”

sistory

a.Ccom

Clle here _> https://b.com




Defense: “referrer-origin labels”

History
https://c.com
a.com
Click here— T 7, RaRIat

2D




Defense: “referrer-origin labels”

History
https://c.com

a.Ccom

Click here

A

i https://b.com

Cc.com




“Is https://b.com visited?”

<>
web content

—> -
Click here g ren erer‘
/ JI

storage engine
%IPC layer ‘ :Ij B CI8

a.com
\ https://b.com



https://b.com

“Is https://b.com visited?”

<>

web content

—>
J| renderer ‘

ez

Click here

storage engine
%IPC layer ‘ :Ij B CI8

a.com
\ https://b.com



https://b.com

“Is https://b.com visited?”

<>

web content

Click here

—>

#J'| renderer

g

— t’j storage engine

ayer

H_I Q a_m / /b
ps: .com



https://b.com

“Is https://b.com visited?”

<>

web content

#J'| renderer

2

Click here

:

e p— h storage engine
\ a.com
\ https://b.com



https://b.com

Defense: “referrer-origin labels”

1) Applies to:
history data + cache data



2) Replaces prior mitigations

AmeliaBR commented

The Paint API vulnerability was unique because of its high-throughput. But the fundamental problem is that
rendering of a web page relies on information that the web page authors should not be able to access.
And adding mitigations for each rendering pathway seems like trying to patch leaks
with duct tape when you could just turn off the water at the faucet.

And all that duct tape just makes a sticky tangle of so many language features. E.g,,
Other open bugs for :visited include #2263 #2844 #2884 #2037



e Attack: invisibly determine whether exact
URLs are visited

o 4 APIs, 4 attacks
o Major browsers affected
o CVE-2018-6137:

our highest bandwidth (~6,000 URLs/sec)
e Defense: “referrer-origin labels”



