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bandwidth = URLs / second
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4 APIs, 4 attacks
● CSS Paint API
● CSS 3D transforms
● SVG fill-coloring
● JavaScript bytecode cache



Security-focused browsers affected

Chrome + Site Isolation
Chrome + ChromeZero add-on

DeterFox

FuzzyFox

Brave
Tor Browser
Unaffected



historySniffer()
 input: target URLs
output: visited URLs



TODO
☐ find vulnerable feature
☐ leak visited bit for a URL
☐ exfiltrate visited bit
☐ amplify bandwidth
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 registerPaint() covert channel
 Other covert channels are fast :)
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 registerPaint() covert channel
● registerPaint() function can be called 

inside paintlet sandbox

● Unintended behavior: can use 

registerPaint() to control width of 

element outside paintlet sandbox



 registerPaint() covert channel
1) create weird HTML element outside paintlet



 registerPaint() covert channel
2) call registerPaint() inside paintlet



 registerPaint() covert channel
3) weird element gets big width value
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vs
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web page
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4 APIs, 4 attacks
● CSS Paint API
● CSS 3D transforms
● SVG fill-coloring
● JavaScript bytecode cache



Attack: CSS 3D transforms

unvisited visited

Attacker rapidly toggles the 
link’s destination between a 
dummy URL and a target URL

Browser doesn’t need to 
re-render the link
→ paint performance is FAST

Attacker makes a link expensive 
to render with CSS 3D transforms

Browser does lots of expensive 
re-renders for the link
→ paint performance is SLOW



Attack: SVG fill-coloring

unvisited visited

Attacker rapidly toggles the 
link’s destination between a 
dummy URL and a target URL

Browser doesn’t need to 
re-render the link
→ paint performance is FAST

Attacker puts a complex SVG 
image inside a link

Browser does lots of expensive 
re-renders for the link
→ paint performance is SLOW

Attacker sets fill-styles to change 
SVG image’s colors if link is visited



Attack: JavaScript  bytecode cache

unvisited visited

Browser has to compile script 
from scratch 
→ compilation time is LONG

Attacker injects script from 
target site into their own page

Browser has script’s bytecode in 
cache, skips most of compilation
→ compilation time is SHORT

Attacker measures script’s 
compilation time



4 APIs, 4 attacks
● CSS Paint API
● CSS 3D transforms
● SVG fill-coloring
● JavaScript bytecode cache



2002 - initial disclosure
2010 - ~3,000 URLs/sec



“Our survey shows that several
   popular sites,  including  Alexa  
   global  top-100  sites, use 
   privacy-violating flows to exfiltrate 
   information about users’ browsing  
   behavior.”



SaaS = Sniffing as a Service
“Track which sites your visitors  
   visit. Learn how many of them have 
   been to your competitor's site or 
   your advertising partner's site.”

“Tealium's patent-pending 
   technology lets you see the 
   view-through traffic to your site 
   by those who’ve been exposed to 
   your press, or blog or video 
   coverage.”
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Defense: “referrer-origin labels”

1) Applies to:
     history data + cache data



2) Replaces prior mitigations



● Attack: invisibly determine whether exact 
URLs are visited
○ 4 APIs, 4 attacks
○ Major browsers affected
○ CVE-2018-6137:

our highest bandwidth (~6,000 URLs/sec)
● Defense: “referrer-origin labels”


