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Ah yes, security



Companies are spending a great deal on 
security, but we read of massive computer-

related attacks.  Clearly something is wrong.  
The root of the problem is twofold: 

we’re protecting the wrong things, 
and we’re hurting productivity in the process.



[Security by risk assessment] 
introduces a dangerous 
fallacy: that structured 
inadequacy is almost as good 
as adequacy and that 
underfunded security efforts 
plus risk management are 
about as good as properly 
funded security work



many security teams work 
with a worldview where their 
goal is to inhibit change as 
much as possible







CULTURE IS THE MOST 
IMPORTANT ASPECT TO 

DEVOPS SUCCEEDING IN 
THE ENTERPRISE

- PATRICK DEBOIS



DevSecOps is a cultural 
movement that furthers 
the movements of Agile 

and DevOps into Security



SRE, also known as the 
people who actually get 

things done.



SRE
TO THE 
RESCUE



Reliability and Security Tradeoffs



Source: 209
 DevSecOps Community Survey



Source: 2019 DevSecOps Community Survey



 SECURITY 
TOOLCHAIN 
FOR CI/CD



https://www.slideshare.net/MichaelMan11/devsecops-pipeline-example-not-just-tools

https://www.slideshare.net/MichaelMan11/devsecops-pipeline-example-not-just-tools


https://www.sans.org/security-resources/posters/appsec/secure-devops-toolchain-swat-checklist-60

https://www.sans.org/security-resources/posters/appsec/secure-devops-toolchain-swat-checklist-60




Develop Inherit Build Deploy Operate



The design and development of an application and its 
features. Including all the development practices like version 
control, sprint planning, unit-testing.
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- Threat Modeling

- Security Stories

- Authentication to Push

- Development Standards

Develop Inherit Build Deploy Operate

Security Activities and Considerations
- Peer Review

- Static Code Analysis

- Unit Tests for Security



- The Threat Modeling Book

- OWASP App Threat Modeling Cheat Sheet

- Evil User Stories (link)

- OWASP Application Security Verification Standard 

- OWASP threatdragon.org

- Mozilla Rapid Risk Assessment (link)
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Threat Modeling and Security Stories

https://www.owasp.org/index.php/Application_Threat_Modeling
https://www.owasp.org/index.php/Agile_Software_Development:_Don't_Forget_EVIL_User_Stories
https://www.owasp.org/images/3/33/OWASP_Application_Security_Verification_Standard_3.0.1.pdf
http://threatdragon.org
https://infosec.mozilla.org/guidelines/risk/rapid_risk_assessment.html


- Pre-commit Hooks for 
Security

- Coding Standards (Security 
and otherwise)
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Development Standards
- Peer Review

- Single Mainline Branch

- Linting and Code Hygiene
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Code Standards and Team Tooling
- gometalinter if you use golang or find 

one for whatever your language of choice

- gofmt formats the code automatically 
and makes everything look the same, 
easier for everyone to grok (again, this is 
specific to golang)



- git-secrets Prevents you from committing 
passwords and other sensitive information to 
a git repository. From awslabs. (link)

- git-hound Hound is a Git plugin that helps 
prevent sensitive data from being committed 
into a repository by sniffing potential commits 
against PCRE regular expressions. (link)
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Keeping Secrets Out of Codebase
- Other Reources: 

- Talisman link 

- Repo Supervisor link

https://github.com/awslabs/git-secrets
https://github.com/ezekg/git-hound
https://github.com/thoughtworks/talisman
https://github.com/auth0/repo-supervisor
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A Bug is a Bug is a Bug 
Philosophy

Security testing where other error testing lives. In the 
IDE, in local build env, and in CI system.





- Not unfamiliar territory for 
security pros

- Static Application Security 
Testing (SAST)

- IDE Plugin if possible
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Static Code Analysis
- Open Source: Brakeman (Ruby), 

FindSecurityBugs (Java), Phan 
(PHP), gosec (golang), Puma (C#)

- Paid: Brakeman Pro, Veracode, 
Fortify, …





- Unit Testing is the currency of Developers

- JUnit, Rspec, Testing (golang), ….

- Goal is to have security tests being written with other unit tests 
or  whatever testing patterns you use: TDD, BDD, ATDD, …

Develop Inherit Build Deploy Operate

Unit Testing for Security



Are the developers testing for security locally before it gets to 
the CI system?

Do we practice good hygiene and coding practices?

Are we preventing secrets from leaking into version control?

Develop Inherit Build Deploy Operate

Questions to Ask



This is an overlooked phase because it is the most invisible as 
software dependencies get bundled in and inherited in our 
own code and upstream.
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- This is your real LOC count!

- The Software Delivery Supply 
Chain

- Publish a Bill of Materials and 
trace back

Security Considerations
- This is not just application 

dependencies and libraries, 
but also OS-level (remember 
shellshock, heartbleed, ..)
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- bundler-audit - checks for vulnerable 
versions of gems in your ruby code (link)

- OWASP Dep Check - mostly Java

- nsp - node security platform (link)

- Paid options: Sonatype, Snyk, BlackDuck, 
JFrog 

Language Tooling
- Retire.js - known vuln JS libs (link)

https://github.com/rubysec/bundler-audit
https://github.com/nodesecurity/nsp
https://retirejs.github.io/retire.js/
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- Over 30% of containers in Docker 
Hub have high sev vulns (source)

- Open Source: Docker Bench for 
Security, Clair, falco, anchore, …

- Paid Options: aqua, twistlock

https://banyanops.com/blog/analyzing-docker-hub/
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What have I bundled into my app that is making vulnerable?

Am I publishing a Bill of Materials with my application?

Questions to Ask



This phase is where the CI build system runs all the build 
steps and does acceptance testing. Previous testing and 
tooling gets verified here.

Develop Inherit Build Deploy Operate
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- Outside-In Security Testing

- Infra as Code (Testing)

- Dynamic Application Security 
Testing (DAST)

Security Considerations
- Compliance on every build!

- Cloud provider config as 
code

- Using containers 
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- These all require tuning and can be 
difficult to integrate into build 
pipelines.

- Application Security scanners: 
Nikto, Arachni, ZAP, sqlmap, xsser, 
…

Dynamic Application Security Scanners
- Other - SSLyze, nmap, 

ssh_scan

- See Kali Linux 

- Paid: Qualys, AppScan, 
BurpSuite, …



The goal should be to come up with 
a set of automated tests that probe 
and check security configurations 
and runtime system behavior for 
security features that will execute 
every time the system is built and 
every time it is deployed.



Framework with Security testing written in a natural language 
that developers, security and operations can understand.

Gauntlt wraps security testing tools but does not install tools

Gauntlt was built to be part of the CI/CD pipeline

Open source, MIT License, 

gauntlt.org

http://gauntlt.org


Gauntlt Example



“We have saved millions of dollars 
using Gauntlt for the largest 
healthcare industry project.” 

- Aaron Rinehart, UnitedHealthCare



A Whole Course on Security Testing with Gauntlt 

https://www.linkedin.com/learning/devsecops-automated-security-testing/welcome

https://www.linkedin.com/learning/devsecops-automated-security-testing/welcome
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- Test Kitchen - https://kitchen.ci/

- Serverspec - http://serverspec.org/

- InSpec - Continuous Compliance 
Testing link

Infrastructure and Compliance
- Cloud Provider is 

Infrastructure too

- Version and test Cloud 
Config

https://www.chef.io/inspec/
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Am I testing for security low hanging fruit?

Am I arming my pipeline with attack tools to exercise my application?

Have I validated the previous two phases of testing in secure build 
environment?

Questions to Ask



The phase where software moves from our testing to where 
customers are able to operate it for the first time.
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- Watch out for Compliance 

- Secrets Management 

- Deploy Accountability

- Authorization and Logging

Security Considerations
- Monitoring Deploys

- Infra as Code (Execution)

- Repeatable Execution







Roughly 10,000 
deploys in the last 

2.5 yrs



[Deploys] can be treated as 
standard or routine changes 
that have been pre-approved 
by management, and that 
don’t require a heavyweight 
change review meeting.



Separation of Duties Considered Harmful



DevOps Audit Defense Toolkit: https://cdn2.hubspot.net/hubfs/
228391/Corporate/DevOps_Audit_Defense_Toolkit_v1.0.pdf
Risk Management Theater: https://continuousdelivery.com/2013/08/
riskmanagement-theatre/ 
Continuous Delivery and ITIL Change management: https://
continuousdelivery.com/2010/11/continuous-delivery-and-itil-
changemanagement/ 
DevOps Kata – deploy a single line of code: http://devopsy.com/blog/
2013/08/16/devops-kata-single-line-of-code/ 
Lean Enterprise Chapter 12: http://shop.oreilly.com/product/
0636920030355.do

source: Jim Bird’s SANS preso

https://www.sans.org/cyber-security-summit/archives/file/summit-archive-1510001564.pdf
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- Paid Cloud Config security: Evident.io, ThreatStack, 
AlienVault, and more

- Cloud Provider: AWS CloudTrail, Inspector, GuardDuty

Monitoring Cloud Configuration
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What secrets are needed to move my application from 
development into production?

Am I testing for Compliance on each and every deploy?

Is there a repeatable mechanism to push changes to production?

Questions to Ask



The runtime state of the application, where users interact with 
or consume the application. Our application in production.
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Security in the operate 
phase is only successful if 

it creates learning 
feedback for developers. 
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- Security Chaos Engineering and 
creating stability through 
instability

- Circuit Breakers and Bulkheads 

- Instrumentation and Visualization

Security Considerations
- Application security and 

service abuse and misuse

- Bug Bounties

- Red Teaming as a Service



Account takeover attempts

Areas of the site under attack

Most likely vectors of attack

Business logic flows

Abuse and Misuse signals

Detect what matters
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- Roll your own (previous slide)

- Pro-tip: Avoid adding appsec defense at 
the CDN

- Paid NGWAF / RASP Options

Runtime Defense



Red Team Mondays 
(Intuit does it, so can you)

-Shannon Lietz
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The identification of security control failures through proactive 
experimentation to build confidence in the system’s ability to 
defend against malicious conditions in production.

Security Chaos Engineering

source: Aaron Rinehart



4 Steps to Security Chaos Engineering 

1.Define expected behavior of a security defense  

2.Hypothesize that when security turbulence is introduced it will be 
either prevented, remediated, or detected. 

3.Introduce a variable that introduces security turbulence.  

4.Try to disprove the hypothesis by looking for a difference in 
expected behavior and actual behavior





verica.io/book
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Do you know if you are under attack at this current moment?

Do you know what the attackers are going after?

Can I turn on and off services independently if being attacked?

Are we doing security chaos experiments?

Questions to Ask



Stay in touch

wickett@verica.io


