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/ˈsēkrit/

§ something unrevealed or known only to initiates

§ an underlying explanation, reason, etc., that is not apparent
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“Woods' Theorem: 
As the complexity of a system increases, the 
accuracy of any single agent's own model of 
that system decreases rapidly.”

-Stella report
(stella.io)
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• In complex adaptive systems, everyone’s model 
is going to be partial and incomplete (Woods 
2017).

• Therefore we need multiple, diverse 
perspectives to handle non-routine or 
exceptional events (Grayson, 2018, Watts-Perotti & 
Woods, 2001).

• But there is additional cognitive load working 
with others (Klein et al, 2005; Maguire, 2019).



Cognitive costs of 
coordination –
additional mental 
effort, load and delay 
required to participate 
in joint activity. 
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…in what sequence?
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the organization
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“others”

Knowledge about 
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The basis for Common Ground





Incident Response – a model

Blogs.cisco.com



Incident Response – the hidden stuff
Is this an 
incident?  

Anuj would 
know.

How is the 
tech debt 
from this 
incident 
going to 

impact us 
later?

Not sure why that 
worked or how long 
it will hold… I better 
tell the other devs

You have new mail
From: CEO

To: Responder
Subject: WTF is going on??!?

How is the 
tech debt 
from last 
incident 
going to 

impact us 
now?

I need to get 
Sarah, she can 
do this better 
than I can

I’m not sure 
its actually 
over. We 
should 

make sure 
we don’t 
burn out.

I think I need 
help but I 

don’t want to 
wake anyone 
up until I’m 

sure

I don’t know what it is 
yet but we need to 
take action NOW.





“The incident commander holds the 
high-level state about the incident. 
They structure the incident 
response task force, assigning 
responsibilities according to need 
and priority.

De facto, the 
commander holds 
all positions that 
they have not 
delegated.” 
Beyer et al (2016)
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Communicate

Gather Info Synthesize Info

Track activities
Sequence activitiesSynchronize activities

Maintain 
Common 
Ground

“I’m checking the logs.”

“I’m going to kill the jobs”  
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