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Semian

Semian is a library for controlling access to slow or unresponsive external services to avoid cascading failures.

When services are down they typically fail fast with errors like ECONNREFUSED and ECONNRESET which can be rescued in
code. However, slow resources fail slowly. The thread serving the request blocks until it hits the timeout for the slow
resource. During that time, the thread is doing nothing useful and thus the slow resource has caused a cascading failure
by occupying workers and therefore losing capacity. Semian is a library for failing fast in these situations, allowing
you to handle errors gracefully. Semian does this by intercepting resource access through heuristic patterns inspired
by Hystrix and Release It:

e Circuit breaker. A pattern for limiting the amount of requests to a dependency that is having issues.

 Bulkheading. Controlling the concurrent access to a single resource, access is coordinated server-wide with SysV
semaphores.

Resource drivers are monkey-patched to be aware of Semian, these are called Semian Adapters. Thus, every time
resource access is requested Semian is queried for status on the resource first. If Semian, through the patterns above,
deems the resource to be unavailable it will raise an exception. The ultimate outcome of Semian is always an
exception that can then be rescued for a graceful fallback. Instead of waiting for the timeout, Semian raises straight
away.
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Black Friday + Thanksgiving Online Revenue

9.9 12.4

Billion USD Billion USD
2018 Estimate for 2019
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Offsets Octet 0
Octet Bit |7 | 6|5 3/2(1| 0 7 6 5 4 3 2 1 0 10765
0 0 Source port Destination port
4 32 Sequence number
8 64 Acknowledgment number
12 96 | Data offset Reg%r‘(’)ed NS |CWR| ECE | URG | ACK | PSH | RST | SYN | FIN Window Size
16 128 Checksum Urgent pointer
20 160 Options (if data offset > 5. Padded at the end with "0O" bytes if necessary.)
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ABSTRACT

Can we get network latency between any two servers
at any time in large-scale data center networks? The
collected latency data can then be used to address a
series of challenges: telling if an application perceived
latency issue is caused by the network or not, defin-
ing and tracking network service level agreement (SLA),
and automatic network troubleshooting.

We have developed the Pingmesh system for large-
scale data center network latency measurement and anal-

ysis to answer the above question affirmatively. Pingmesh

has been running in Microsoft data centers for more
than four years, and it collects tens of terabytes of la-
tency data per day. Pingmesh is widely used by not only
network software developers and engineers, but also ap-
plication and service developers and operators.

CCS Concepts

eNetworks — Network measurement; Cloud com-
puting; Network monitoring; eComputer systems
organization — Cloud computing;

Keywords

Data center networking; Network troubleshooting; Silent
packet drops

1. INTRODUCTION

In today’s data centers there are hundreds of thou-
sands of servers. These servers are connected via net-

*This work was performed when Varugis Kurien was
with Microsoft.

work interface cards (NICs), switches and routers, ca-
bles and fibers, which form large-scale intra and inter
data center networks. The scale of the data center net-
works (DCNs) is growing even larger due to the rapid
development of cloud computing. On top of the phys-
ical data center infrastructure, various large-scale, dis-
tributed services are built, e.g., Search [5], distributed
file systems [17] and storage [7], MapReduce [11].

These distributed services are large and evolving soft-
ware systems with many components and have complex
dependencies. All of these services are distributed and
many of their components need to interact via the net-
work either within a data center or across different data
centers. In such large systems, software and hardware
failures are the norm rather than the exception. As a
result, the network team faces several challenges.

The first challenge is to determine if an issue is a
network issue or not. Due to the distributed systems
nature, many failures show as “network” problems, e.g.,
some components can only be reached intermittently, or
the end-to-end latency shows a sudden increase at the
99" percentile, the network throughput degrades from
20MB/s per server to less than 5MB/s. Our experience
showed that about 50% of these “network” problems are
not caused by the network. However it is not easy to
tell if a “network” problem is indeed caused by network
failures or not.

The second challenge is to define and track network
service level agreements (SLAs). Many services need
the network to provide certain performance guarantees.
For example, a Search query may touch thousands of
servers and the performance of a Search query is de-
termined by the last response from the slowest server.
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BPF_HASH(data, u32, u64);
BPF_HASH(start, struct sock *, u64);

int kprobe tcp v4 connect(struct pt_regs *ctx, struct sock xsk, struct sockaddr xuaddr) {

ub4 ts start = bpf_ktime_get ns();
start.update(&sk, &ts_start);
b

int kprobe tcp finish connect(struct pt_regs *ctx, struct sock xsk) {
if(sk = NULL || sk— sk common.skc state %= TCP_SYN_SENT) {
return 0;

}

u6b4 *ts = start.lookup(&sk);
if(ts = NULL) {
return 0;

}

ub4 now = bpf_ktime_get_ns();

u64 delta us = (now - *ts) / 1000ul;
data.update(&sk—_ sk _common.skc_daddr, &delta us);

start.delete(&sk);
return 0;
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D 3,152 commits
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New pull request
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&' mwesolowski and yonghong-song stackcount: fix TypeError (#2514)

SPECS
images
snapcraft
tests
tools

.dockerignore

] .gitignore

) .travis.yml

] CODEOWNERS

] CONTRIBUTING-SCRIPTS.md
] Dockerfile.debian

] Dockerfile.ubuntu

] FAQ.txt

] INSTALL.md

] LICENSE.txt

] LINKS.md

QUICKSTART.md

README.md

README.md

spec: added shebang mangling

update tools diagram for 2019

snapcraft: fix the fetching of the most recent tag version
Support for hardware offload (#2502)

stackcount: fix TypeError (#2514)

Add multiple build support styles

inject: Add support for alloc_page family of functions (#2114)
Four parallel test runs

Add /tests/ to CODEOWNERS

notes about tools (#2153)

Fixes for debian and ubuntu docker build

Enable Ubuntu/arm64 deb packaging (#1968) Show apps

Updated the FAQ with the error produced if python[2-3]-bcc isn't inst...

update INSTALL.md for Centos

Create LICENSE.txt

Link to article on how Circonus uses bcc
add Quick Start Guide for bcc docker

update tools diagram for 2019

BPF Compiler Collection (BCC)

461

Insights

W Star

42 232 contributors

7,507

¥ Fork 1,296

&fs Apache-2.0

Create new file @ Upload files = Find File Clone or download ~

Latest commit c99c7c4 5 days ago

8 months ago
3 months ago
3 months ago
16 days ago
5 days ago

4 years ago
9 months ago
2 months ago
2 years ago

8 months ago
2 years ago
last year

2 years ago

3 months ago
4 years ago
last year

3 years ago

3 months ago

BCC is a toolkit for creating efficient kernel tracing and manipulation programs, and includes several useful tools and
examples. It makes use of extended BPF (Berkeley Packet Filters), formally known as eBPF, a new feature that was first
added to Linux 3.15. Much of what BCC uses requires Linux 4.1 and above.
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v Selected namespace health

Connection latency (ms; p95) & %  Average TCP retransmission count & T
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0K T T T T T 0K -1 T T - — — =L
07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00
Value Min Avg Max Metric Tags | Value Sum Metric Tags ¢
145 132 1.44 1.57 network_monitor.tcp_region_connection_latency_ ms external:no,source_namespace:network-monitor-daemon 6.25 799.14 network_monitor.tcp_region_retransmit_count external:no,source_namespace:network-monitor-daemon
- 207 188 2.06 23 network_monitor.tcp_region_connection_latency_ ms external:no,source_namespace:network-monitor-daemon . 41.08 1647 network_monitor.tcp_region_retransmit_count external:no,source_namespace:network-monitor-daemon
. 1.94 182 1.9 1.99 network_monitor.tcp_region_connection_latency_ ms external:no,source_namespace:network-monitor-daemon . 11959 19.09K network_monitor.tcp_region_retransmit_count external:no,source_namespace:network-monitor-daemon
3861 3144 4658 64927 network_monitor.tcp_region_connection_latency ms external:yes,source_namespace:network-monitor-daemon . 182.56 16.98K network_monitor.tcp_region_retransmit_count external:yes,source_namespace:network-monitor-daemon
- 314K 3429 94936 6.17K network monitor.tcp region_connection latency ms external:yes,source namespace:network-monitor-daemon . 8.76K 211.85K network _monitor.tcp region retransmit count externaloyes,source namespace:network-monitor-daemon
v Region Health
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Metric
network_monitor.tcp_median_connection_latency ms
network_monitor.tcp_median_connection_latency ms
network_monitor.tcp_median_connection_latency ms
network_monitor.tcp_median_connection_latency ms

network monitor.tcp median connection latency ms
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Tags ¢
external:no

external:no
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externalyes

externalyes
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11:00
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. 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00
Value Sum Metric Tags ¢
792 590.65 network_monitor.tcp_region_retransmit_count external:no
. 3831 32.24K network_monitor.tcp_region_retransmit_count external:no
. 77.19 5.58K network_monitor.tcp_region_retransmit_count external:no
. 37.87 2.51K network_monitor.tcp_region_retransmit_count externalyes
B 197k 148.02K network monitor.tcp region retransmit count externalyes




Attribution: https: tu.be/E50-BxZq0l4


https://youtu.be/E50-BxZq0l4

Takeaways

- How TCP works
- What eBPF is and how you can use it

- Why measuring in kernel space can give better data for things that

happen quickly

- Thinking about where you could have a blind spot






