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Attribution: https://youtu.be/VNEhu7eqyVQ

https://youtu.be/VNEhu7eqyVQ


9.9 
Billion USD 

2018

12.4 
Billion USD 

Estimate for 2019

Black Friday + Thanksgiving Online Revenue

Source: Adobe Analytics

https://news.adobe.com/press-release/experience-cloud/adobe-analytics-data-shows-cyber-monday-broke-online-sales-record-79
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Connection management



Attribution: https://gfycat.com/deficientsprybluebird
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Offsets Octet 0 1 2 3

Octet Bit 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0 7 6 5 4 3 2 1 0

0 0 Source port Destination port

4 32 Sequence number

8 64 Acknowledgment number

12 96 Data offset Reserved 
0 0 0 NS CWR ECE URG ACK PSH RST SYN FIN Window Size

16 128 Checksum Urgent pointer

20 
...

160 
...

Options (if data offset > 5. Padded at the end with "0" bytes if necessary.) 
...

Source: Wikipedia

https://en.wikipedia.org/wiki/Transmission_Control_Protocol
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Attribution: http://gph.is/1bgR8Yz

http://gph.is/1bgR8Yz


Attribution: https://gfycat.com/marriedlegalibis
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Virgo supercluster 
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Root cause









Attribution: https://gph.is/XJhNg3

https://gph.is/XJhNg3


REQUEST

ALL THE RESOURCES
Attribution: https://knowyourmeme.com/memes/all-the-things

https://knowyourmeme.com/memes/all-the-things
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eBPF overview

eBPF program
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BPF_HASH(data, u32, u64); 
BPF_HASH(start, struct sock *, u64); 

int kprobe"__tcp_v4_connect(struct pt_regs *ctx, struct sock *sk, struct sockaddr *uaddr) { 
  u64 ts_start = bpf_ktime_get_ns(); 
  start.update(&sk, &ts_start); 
}; 

int kprobe"__tcp_finish_connect(struct pt_regs *ctx, struct sock *sk) { 
  if(sk "== NULL "|| sk"->"__sk_common.skc_state "!= TCP_SYN_SENT) { 
    return 0; 
  } 

  u64 *ts = start.lookup(&sk); 
  if(ts "== NULL) { 
    return 0; 
  } 

  u64 now = bpf_ktime_get_ns(); 
  u64 delta_us = (now - *ts) / 1000ul; 
  data.update(&sk"->"__sk_common.skc_daddr, &delta_us); 

  start.delete(&sk); 
  return 0; 
}
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Attribution: https://youtu.be/E50-BxZq0l4

https://youtu.be/E50-BxZq0l4


• How TCP works 

• What eBPF is and how you can use it 

• Why measuring in kernel space can give better data for things that 

happen quickly 

• Thinking about where you could have a blind spot

Takeaways



Thanks!


