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2016 2017

total # of employers 69 114

# employees (1000s) 113 167

% of workforce 11 16

total annual earnings $11b $15b
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USABILITY CHALLENGES
1.) INSPIRING TRUST

2.) ERROR MINIMIZATION
3.) EASE OF USE
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cryptographic proofs concrete analogies



12

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

masked
data

A

Analyst at BWWC
(client running web browser)

masked
aggregate

data

actual
aggregate

data

=

random
mask

B

actual 
data

B

masked
data

B

masked
data

A
+

masked
data

B
=

random
mask

A

random
mask

B

masked
aggregate

data

random
mask

A

random
mask

B

-

aggregate
mask

=+ =+

=



13

BU Server 
(web server/database)

Contributor B

Contributor A

actual 
data

A

Analyst at BWWC
(client running web browser)

actual 
data

B



14

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

Analyst at BWWC
(client running web browser)

random
mask

B

actual 
data

B
+



15

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

Analyst at BWWC
(client running web browser)

random
mask

B

actual 
data

B
random

mask
A

random
mask

B

random
mask

A

random
mask

B

aggregate
mask

+ =+



16

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

masked
data

A

Analyst at BWWC
(client running web browser)

=

random
mask

B

actual 
data

B

masked
data

B
random

mask
A

random
mask

B

random
mask

A

random
mask

B

aggregate
mask

=+ =+



17

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

masked
data

A

Analyst at BWWC
(client running web browser)

masked
aggregate

data
=

random
mask

B

actual 
data

B

masked
data

B

masked
data

A
+

masked
data

B
=

random
mask

A

random
mask

B

random
mask

A

random
mask

B

aggregate
mask

=+ =+



18

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

masked
data

A

Analyst at BWWC
(client running web browser)

masked
aggregate

data
=

random
mask

B

actual 
data

B

masked
data

B

masked
data

A
+

masked
data

B
=

random
mask

A

random
mask

B

masked
aggregate

data

random
mask

A

random
mask

B

aggregate
mask

=+ =+



19

BU Server 
(web server/database)

Contributor B

Contributor A

random
mask

A

actual 
data

A
+

masked
data

A

Analyst at BWWC
(client running web browser)

masked
aggregate

data

actual
aggregate

data

=

random
mask

B

actual 
data

B

masked
data

B

masked
data

A
+

masked
data

B
=

random
mask

A

random
mask

B

masked
aggregate

data

random
mask

A

random
mask

B

-

aggregate
mask

=+ =+

=



ERROR MINIMIZATION

20

• Since inputs are private, it is 
difficult to detect and correct 
invalid data



ERROR MINIMIZATION

21

• Since inputs are private, it is 
difficult to detect and correct 
invalid data

• Error detection logic run under 
MPC increases overhead



ERROR MINIMIZATION

22

• Since inputs are private, it is 
difficult to detect and correct 
invalid data

• Error detection logic run under 
MPC increases overhead

• Inherent tradeoff between 
participation rate and correctness
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ERROR MINIMIZATION



EASE OF USE
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WEB ANALYTICS
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f(s1, s2, s3) = z

REPURPOSING WHAT WE’VE BUILT: MPC

Aggregate Usability Metrics

Usability Metrics



USABILITY METRICS UNDER MPC

Browser Time Spent UI Feature Errors
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VERSION 1
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VERSION 2
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VERSION 3



RESULTS FROM USABILITY STUDY
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RESULTS FROM USABILITY STUDY
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LIMITATIONS

limited statistics configuration must suit MPC
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LESSONS LEARNED

1. Error checking, resubmission minimize the chance that errors 

propagate to final output

2. It’s possible to adapt standard techniques to improve usability even 

in privacy-preserving contexts
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Azer Bestavros, Rose Kelly, Nina Taft

/multiparty/web-mpc
/multiparty/jiff

THANK YOU
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lucyq@brown.edu
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