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"Our security teams have 
analyzed the LinkedIn credential 
data and our analysis indicates 
that your username was among 
those leaked onto the Internet."





How do people make choices 
about password re-use?



Study details

Browser Plugin

Collect Password use:  
Measure, hash password

Observe ALL websites visited



Study details
134 University Students 
(Excluding Comp Sci)

53% Women 
46% Men

$70 compensation

Collected data for 6 weeks
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What passwords get re-used?

Throw-away  
Password? Best password?
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Password Re-used?

(Intercept) -1.07 ***

Complexity Ranking -0.04 **

Times entered into 
each website    0.18 ***

Uses a Password 
Manager 0.00

R2GLMMc 0.32



People re-use complex passwords

Password Re-used?

(Intercept) -1.07 ***

Complexity Ranking -0.04 **

Times entered into 
each website    0.18 ***

Uses a Password 
Manager 0.00

R2GLMMc 0.32



People re-use frequently 
entered passwords

Password Re-used?

(Intercept) -1.07 ***

Complexity Ranking -0.04 **

Times entered into 
each website    0.18 ***

Uses a Password 
Manager 0.00

R2GLMMc 0.32



People re-use frequently 
entered passwords
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Password managers don’t help
Password Re-used?

(Intercept) -1.07 ***

Complexity Ranking -0.04 **

Times entered into 
each website    0.18 ***

Uses a Password 
Manager 0.00

R2GLMMc 0.32



# Websites  
(non-university)

(Intercept) 0.87 ***

Complexity (rank) -0.01

Frequency of Entry
(per website) 0.00

Uses Password Manager 0.01

University Password 3.20 ***

R2LMMc 0.124



Additional Results
(See paper for details)

Incorrect passwords are frequently  
passwords to other sites

People accurately self-report password re-use  
(r=0.12)



Summary

People re-use passwords that  
they have to enter frequently



Potential Explanations

[a] J. Bonneau and S. Schechter. “Towards reliable storage of 56-bit secrets in 
human memory.” USENIX Security, 2014 

1) People pick a complex password, enter it 
frequently to memorize it, and then re-use it.          [a] 



Potential Explanations

[a] J. Bonneau and S. Schechter. “Towards reliable storage of 56-bit secrets in 
human memory.” USENIX Security, 2014 

1) People pick a complex password, enter it 
frequently to memorize it, and then re-use it.          [a] 

2) Organizations require complex passwords be 
entered frequently. Already memorized for re-use.  [b] 

[b] D. Florêncio and C. Herley. “Where Do Security Policies Come From?” 
SOUPS, 2010




