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We need to help them.

But How?



soc@ren-isac.net viz N
to I

Greetings

The following host(s) have been identified as likely compromised with
the ZeroAccess Trojan.

| Inc # | description | address | imestamp in UTC | s-prt | dest-addr | d-prt |
P + + SR

S N

| VBBA | ZeroAccess | NN 014-09-11718:38:01Z | 53769 | 184.176.138.83 | 16465 |

JrO— + SR R +

key: s-prt = source port; pricl = protocol; dest-addr = destination address; d-prt = destination port

All the data that we have for each observation is provided. If data such
as source port, destination address, etc, is not provided, then we don't
have that data. We may have additional observations collected during the
reporting period, value depending on multiple factors (NATing, source
port availability, etc.)

If you feel you've received this report in error, please let us know.

ion i Trojan is provided below.

In order for the REN-ISAC to learn how we can best aid the education
community with network security matters we'd greatly appreciate hearing
back from you regarding action on this incident and how, if at all, this
information proved useful.

Research and Education Networking ISAC
24x7 Watch Desk: +1(317)278-6630, soc@ren-isac.net
http://www.ren-isac.net

Malware Incident Response

Dul 23 11:44:36 source dhcpd: [ID 702911 local5.info]
4

Pul 23 source dhcpd: [ID 702911 local5.info]
bul 23 source dhcpd: [ID 702911 local5.info]
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DHCPACK to

10.131.253.44 (90:4c:e5:47:¢5:95) via 10.131.248.15
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soc@ren-isac.net viz N
to I

Greetings

The following host(s) have been identified
the ZeroAccess Trojan.

| Inc # | description | address | timestar]

e Do
S —

key: s-prt = source port; pricl = protocol;

All the data that we have for each observal
as source port, destination address, etc, is|
have that data. We may have additional of
reporting period, value depending on multij
port availability, etc.)

If you feel you've received this report in en
Additional information regarding ZeroAcce}

In order for the REN-ISAC to learn how wd
community with network security matters
back from you regarding action on this inci
information proved useful.

Research and Education Networking ISAC]
24x7 Watch Desk: +1(317)278-6630, socdl
http://www.ren-isac.net

soc@ren-isac.net viz NG
o I— Malware Incident Response

Greetings

The following host(s) have been identified as likely compromised with
the ZeroAccess Trojan.

| Inc # | description | address | timestamp in UTC | s-prt | dest-addr | d-prt |

- - - + - - - -
| vBBA | ZeroAccess | NN 014-09-11718:38:01Z | 53769 | 184.176.138.83 | 16465 |
- - - + - - - -

key: s-prt = source port; pricl = protocol; dest-addr = destination address; d-prt = destination port

All the data that we have for each observation is provided. If data such
as source port, destination address, etc, is not provided, then we don't
have that data. We may have additional observations collected during the
reporting period, value depending on multiple factors (NATing, source
port availability, etc.)

If you feel you've received this report in error, please let us know.

Additional information regarding ZeroAccess Trojan is provided below.

In order for the REN-ISAC to learn how we can best aid the education
community with network security matters we'd greatly appreciate hearing
back from you regarding action on this incident and how, if at all, this
information proved useful.

Research and Education Networking ISAC
24x7 Watch Desk: +1(317)278-6630, soc@ren-isac.net
http://iwww.ren-isac.net
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soc@ren-isac.net viz N
to I

Greetings

The following host(s) have been identified as likely compromised with
the ZeroAccess Trojan.

S —

key: s-prt = source port; pricl = protocol; dest-addr = destination address; d-prt = destination port

All the data that we have for each observation is provided. If data such
as source port, destination address, etc, is not provided, then we don't
have that data. We may have additional observations collected during the
reporting period, value depending on multiple factors (NATing, source
port availability, etc.)

If you feel you've received this report in error, please let us know.

information i Trojan is provided below.

In order for the REN-ISAC to learn how we can best aid the education
community with network security matters we'd greatly appreciate hearing

back from you regarding action on this incident and how, if at all, this
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soc@ren-isac.net viz N
to I

Greetings
The following host(s) have been identified as likely compromised with

L]
Ma |Wa re Inci d ent Response
| Inc # | description | address | timestamp in UTC | s-prt | dest-addr | d-prt |
P + + + + +

| VBBA | ZeroAccess | NN 014-09-11718:38:01Z | 53769 | 184.176.138.83 | 16465 |

JrO— + — +. U

Number: INC0153559 Incident state: New :
| Caller: _ | Assignment group: Network Q@

Location: Q | Priority: 4 - Low &
| Business Service: Security(Non-Private) QLB | Urgency: 4-Low &
| Device: PC : Opened: 07/25/2013 11:00 PM B
Lcaogm : et
| Subcategory 1: Malicious code activity : Escalation: Norma

Subcategory 2a: -- None -- s Watch list: ag
| Source: Monitoring : Problem ID: Q

RFC: Q

I short descriton (viewatle to user) | NN

| Description (Viewable to user): % =

Malware type (if known): ZeroAccess

Date/time identified (if different from incident ticket): 2013-07-23 11:53:35
IP address(es): 10.131.253.44

MAC es):

Domain/hostname: Elle-PC

Building: Natatorium 8

Dept: Kinesiology

Contact person: * _

Expected resolution: Reformat/reb

Notes: Malicious activity reported by Snort alerts and confirmed with flow data.

Additional Comments (Viewable to user): %% 2@

2
| Work notes: % Bl

Network team, please block 90:4c:e5:47:¢5:95 on all networks and send the following email to SIRT-CONTACTS when completed.

Subject: Network Block Notification - Natatorium 8
Body:
The following computer appears to be infected with ZeroAccess, as reported to |JNNBll 't has been blocked from the network.

Knowledge:

[ submi ] croste chang | crete Probi | it Provew | Rasiv nidnt | save |

e e st oy St ot 5 et o
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10 minutes/alert



10 minutes/alert
X 15 alerts/day



10 minutes/alert
X 15 alerts/day

= over 2 hours/day
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The Saga Continues ...
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The deployment of our tool

revealed more conflicts!



Conflicts Create Opportunities for Innovation!
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A SOC is a dynamic system.

More conflicts will keep arising.

They have to be resolved on a continuous basis.
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These Insights are a result of

e 3.5 years of fieldwork

e At 4 different SOCs

* Involving 4 graduate students and 1 undergraduate student as

fieldworkers

* Following systematic data analysis technique

* Template analysis
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Tensions & contradictions are gifts

if we allow ourselves to see them.



