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We	need	to	help	them.

But	How?
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Malware	Incident	Response
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Malware	Incident	Response
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Malware	Incident	Response



18

Malware	Incident	Response



10	minutes/alert



10	minutes/alert
X	15	alerts/day	



10	minutes/alert
X	15	alerts/day	

=	over	2	hours/day
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10	minutes	/	alert

10	secs	/	alert
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The	deployment	of	our	tool	

revealed	more	conflicts!
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Conflicts	Create	Opportunities	for	Innovation!
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A	SOC	is	a	dynamic	system.

More	conflicts	will	keep	arising.

They	have	to	be	resolved	on	a	continuous	basis.
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These	Insights	are	a	result	of

• 3.5	years	of	fieldwork

• At	4	different	SOCs

• Involving	4	graduate	students	and	1	undergraduate	student	as	

fieldworkers

• Following	systematic	data	analysis	technique

• Template	analysis





Tensions	&	contradictions	are	gifts

if	we	allow	ourselves	to	see	them.


