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Problem: We are simply storing more 
passwords than we really need or 
are capable of dealing with.          
(Proposed) Solution:  A method that 
enables users to get passwords that are 
worthy of temporary using, but not quite 
worthy of preserving.
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Beating Password Fatigue
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Good luck, Mr. Hunt
This message will self destruct in 5 seconds
Self destruction sequence initiated
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Shifting Towards Ephemerality

This message will self 
destruct in 5 seconds

Good Luck, Mr. Hunt

Self destruction sequence initiated 
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Good luck, Mr. Hunt
This message will self destruct in 5 seconds
Self destruction sequence initiated
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Shifting Towards Password Ephemerality

This password will self 
destruct in 5 seconds

Good Luck, Mr. Hunt

Self destruction sequence initiated 
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Achieving Password Ephemerality
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useful life; keeping the sensitive data permanently unreadable. 
Consequently, placing a shelf life of passwords is a viable 
solution for addressing this problem.       

In this paper, we explore the design of a system for ephemeral 
passwords based on a Synthetic Aperture Multimodal Biometric 
Authentication method, called SAMBA. SAMBA borrows, by 
analogy, the “synthetic aperture” technique used in radio/optical 
astronomy [3, 8] whereby multiple cameras and sensors can be 
combined together in order to create a synthetic aperture that 
provides a greater image than any single sensor would ever be 
capable of.  The idea of combining multiple sources of data in 
order to fuse together a single “bigger picture” has also been 
applied in personality assessment [13] and here we propose it as a 
method for verifying the identity of a user by fusing many smaller 
biometric samples before releasing an ephemeral password to this 
user. This password can be used to gain access to a Web account 
owned by the user. By using our system, users can request an 
ephemeral password every time they need one, use it, and then 
forget about it.  

3. EPHEMERAL PASSWORDS 
In a world where convenience is king, control over passwords 
lifetime is important. It safeguards people’s protected information 
and also alleviate their password fatigue. Our proposed system for 
ephemeral passwords can help end users preserve some of that 
control. In other words, passwords are automatically generated 
when the users need them, are valid for only one login session or 
transaction, and are permanently unavailable after they are used. 
In what follows, we describe both how the release of ephemeral 
passwords should work, and our proposed authentication scheme. 
This scheme utilizes our Synthetic Aperture Multimodal 
Biometric Authentication (SAMBA) method.  

3.1 Scenario: Releasing Ephemeral Passwords 
Peter is a material scientist at a manufacturing company. He wants 
to pay his DIRECTV bill by sending money directly from his 
online Wells Fargo bank account. He opens his browser and then 

enters the URL of Wells Fargo’s login page. While on that page, 
he sadly realizes that he cannot remember his password (or where 
he wrote it). Fortunately, he recently installed our system on his 
smart phone and his two wearable devices (watch, ring). So, he 
asks our system for an ephemeral password Wells Fargo can 
accept. Our system asks SAMBA to verify if this request is coming 
from Peter. If he is, then it releases a new password for him. 
Otherwise, the system immediately locks the smart phone. In the 
normal case, Peter gets his new password, uses it, pays his bill, 
leaves the website, and pretends this password never existed. 

3.2 Proposed Scheme 
The proposed scheme consists of five steps: registration, password 
request, identity verification with SAMBA, handshake, and 
password release. Figure 1 shows the proposed scheme. To 
facilitate presentation, we hide the registration step from Figure 1 
as this step is performed offline and once. Any deviation from this 
decision will not affect the applicability our proposed scheme. 

3.2.1 Registration 
In this step the user registers with our system. This phase involves 
a few actions, such as; 

1. Identification of a smart phone (primary) and set of 
wearable devices (peripheries) that will produce 
biometric data required by the system to verify the 
user’s identity. 

2. Binding between our system and a set of trusted 
Websites where the user has an active Web account. 
This binding guarantees the passwords that the system 
produces are accepted by these Websites. 

3. Collection of multiple biometric samples or modalities, 
which are compared and fused to produce a confidence 
score (probability). We use these scores to verify the 
user’s identity.     

Once all the actions are performed, the user can start asking the 
system to release passwords his registered websites can accept.  

 

 
Figure 1. Proposed Scheme for SAMBA (Synthetic Aperture Multimodal Biometric Authentication). 
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A Lightweight Scheme 
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Figure 1. Proposed Scheme for SAMBA (Synthetic Aperture Multimodal Biometric Authentication). 
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A Lightweight Architecture
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Or Synthetic Aperture Multimodal Biometrics 
Authentication method
Borrows, by analogy, the “synthetic aperture” technique used 
in radio/optical astronomy.

Fuses small and overlapping biometric samples to 
efficiently verify a user’s identity
This method is as accurate as the union of its inputs

Converts fused matching scores into confidence 
scores (probability)
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The SAMBA Method
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Releasing ephemeral passwords is difficult: 
The biggest issue is adoption 

Consequently, we provide a wrapper mechanism that 
works with existing authentication infrastructures  
• Based on self-service password reset
• Naive approach (additional work is needed)
Rationale: It avoids a complete overhaul of 
Websites’ cryptography systems to support our solution.
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Ephemeral Password Dispenser
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Design principles behind Our Solution
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• Fusion of multiple modalities of Biometrics.
• “Synthetic aperture” needs many biometric samples with 

overlapping properties in order to be successful.

• Efficient match & non-match identity 
determination.

• Small & overlapping biometric samples can be fused quickly

• Support future innovation of biometrics.
• Smooth inclusion of new types of biometric data.

SCC - SRI - 09 18, 2015  11

Design Principles

(Babbie, 2015)
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What this means for Users
Right to control their 
passwords lifetime

Less password fatigue
(no password management)

Safeguard in place to 
protect information

Simpler User 
Experience (3 steps)

REQUEST

Give me a Password

Checking 
if this is 

you

PROOF PASSWORD

Ou45x11!per.iSfG4EeW

00: 00: 05
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Build proof of concept of SAMBA System.

Design a better handshake between 
SAMBA and target Websites
Perform control experiments to evaluate 
SAMBA’s new user experience
Performance evaluation of SAMBA method  
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Looking ahead
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Examined the concept of ephemeral content 
and discuss how it relates to password 
management and password fatigue. 
Presented SAMBA, our proposal to ephemeral 
passwords to combat password fatigue. 
Combines our SAMBA method with a lightweight scheme and 
architecture for ephemeral password release & consumption.
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Summarizing
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Questions:
huascar.sanchez@sri.com
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