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•  How	  are	  policies	  formed?	  
•  Are	  policies	  sensible?	  
•  Are	  they	  frustraHng?	  
•  Do	  users	  circumvent	  them?	  Is	  it	  jusHfiable?	  

MoHvaHng	  QuesHons	  



•  Surveys	  administered	  via	  Survey	  Monkey	  
– 15	  cybersecurity	  professionals	  
– 13	  general	  users	  
– 19	  quesHons	  each	  

Methodology	  



•  Who	  sets	  policies?	  
•  What’s	  the	  basis	  for	  policies?	  
•  Is	  user	  input	  solicited	  when	  se[ng	  policies?	  

Policy	  CreaHon	  
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1.83	   2.24	  
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When	  is	  CircumvenHon	  JusHfied?	  
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“I	  have	  to	  manually	  open	  doors	  for	  people	  
from	  other	  departments,	  who	  need	  access	  
to	  our	  department	  for	  meeHngs	  if	  someone	  
forgets	  a	  password,	  it	  takes	  a	  long	  Hme	  to	  
reset	  it	  (several	  hours),	  so	  Hme	  is	  lost”	  	  

	  
“Users	  write	  down	  certain	  passwords,	  

because	  they	  are	  impossible	  to	  remember	  
(they	  are	  set	  by	  the	  system	  rather	  than	  [by]	  

users)”	  	  

“Shared	  passwords	  because	  people	  don't	  
want	  to	  ask	  how	  to	  delegate	  access	  to	  such	  
things	  as	  calendars	  or	  cloud	  storage.	  Easy	  to	  

do	  but	  requires	  asking	  or	  taking	  a	  few	  
minutes	  to	  type	  the	  quesHon	  into	  a	  search	  

box.	  ”	  
	  

“Password	  and	  account	  sharing.”	  
	  

“Making	  passwords	  easy	  to	  guess	  by	  using	  
alternate	  spellings	  to	  work	  around	  the	  

dicHonary	  rule.	  For	  example	  ‘boyz’	  instead	  
of	  ‘boys’	  or	  ‘bux’	  instead	  of	  ‘bucks’”	  	  	  

Examples	  of	  Compliance	  Issues	  

Cybersecurity	  
Professionals	  

General	  
Users	  



•  LimitaHons	  
– Small	  sample	  size	  
– PotenHal	  overlap	  b/w	  group	  demographics	  

•  Findings	  
– Security	  policies	  frustrate	  everyone!	  
– Both	  groups	  recognize	  need	  for	  circumvenHon	  
– Some	  differenHal	  percepHons	  
– Pros	  responded	  “don’t	  know”	  more	  ooen.	  

Discussion	  



•  Administer	  survey	  on	  broader	  scale.	  
•  Given	  results,	  we	  can:	  
–  Inform	  security	  folks	  and	  users	  
– Build	  more	  reliable	  models	  
– BeLer	  allocate	  security	  resources	  

Future	  Work	  



Thank	  you!	  

Our	  broader	  project:	  hLp://shucs.org	  	  

QuesHons?	  SuggesHons?	  Comments?	  

Contact	  InformaHon:	  
Ross	  Koppel:	  rkoppel@sas.upenn.edu	  
Jim	  Blythe:	  blythe@isi.edu	  
Vijay	  Kothari:	  vijayk@cs.dartmouth.edu	  
Sean	  Smith:	  sws@cs.dartmouth.edu	  	  
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