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Motivation
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• More	User	Friendly
• Less	Legalistic
• Shorter
• 1,300	Words
• 6,500	Characters
• Still	Very	Long



Addressing	this	Problem
• Short	form	privacy	notices	

– Layered	notices	(Ben-Shahar 2014)(McDonald	2008)
– Timing	of	the	notice	(Balebako 2015)(Almuhimedi 2015)
– Format	of	the	notice	(Levy	2008)(Earp	2004)

• Framing
– Providing	reasons	and	consequences	can	affect	concern

(Tan	2014)(Shih	2015)
• Proposals	to	focus	on	unexpected	practices

(FTC:IOT	2015)(Ayers	2014)
• Our	goal	is	to	test	these	proposals
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Research	Questions
• Does	removing	unsurprising	practices	from	privacy	
notices	lead	to	higher	overall	awareness	of	privacy	
practices?

• Does	framing	practices	in	positive	or	negative	ways	
lead	to	higher	or	lower	overall	awareness	of	privacy	
practices?

• Does	showing	a	short-form	privacy	notice	increase	
awareness	of	Fitness	wearable	privacy	practices?
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Methodology
Three	Stage	Mturk Study
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Baseline	Knowledge	
(Study	2)

Notice	Design	(Study	1)

Notices,	Framing,	
and	Length	(Study	3)
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Baseline	Knowledge	
(Study	2)

• What	are	preconceptions	of	
privacy	practices
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Question
Collection:
Steps
Distance
Info	Posted	to	Profile

.

.

.
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Location	Specific
Share	With
Fitbit Friends
Companies	 Providing	 Services
Directed	Organizations
Government
Misc.
Where	to	Find	Privacy Policy
Use	Fitbit Without	an	Account
Selling Data	Conditions
Data	Retention Policy



Collection	Practices	Questions
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Complex	Practice	Question
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Baseline	Knowledge	Results
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Practices	Removed	from	Medium	Notice
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Policies	Removed	from	Shortest
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Length
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More	Information
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Positive	and	Negative	Framing
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Study	3
Framing,	and	Length

• 3x3	experimental	design	+	control
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Short Medium Long
Positive Short/Pos. Med./Pos. Long/Pos.
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Neutral Short/Neutral Med./Neutral Long/Neutral

Control



Participant	Factors	Matter

• Diverse	Group	of	Users
• Median	Age	29,	Range	18-69
• 50.1%	Female

• Older	participants,	women	more	aware
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Notices	outperform	Control

• Short-Form	Notices	increase	user	
awareness	of	privacy	practices	
– Reconfirmation	of	prior	work

• Fitness	wearables companies	have	been	
improving	communication	of	practices

• Ready	made	way	for	these	companies	to	increase	
user	awareness	of	privacy	practices
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No	effect	of	framing
• No	statistically	significant	effect	of	framing	on	
awareness	(p=.19)

22

Positive Negative No	Framing



Shortest	Notices	lead	to	
less	overall	awareness
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Shortest	does	equally	on	remaining,	
worse	on	practices	removed
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Medium	Similar	Performance	as	Long
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Results	(Overview)
• Short-Form	notices	were	beneficial

• No	effect	of	framing	on	awareness

• Shortest	notices	led	to	reduced	awareness

• Medium	notices	led	to	equal	awareness
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Limitations
• Generalizability
• Wording	of	notice
• Mturk survey
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Take	Aways
• Focusing	on	unexpected	practices
– Some	practices	can	be	removed	with	no	negative	
effects
• A	method	for	determining	these	practices

– There	is	a	lower	bound	to	notice	length	(policies	
must	be	included)

• Short-form	notices	are	effective	
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