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Today’s agenda 

•  How I got involved in public policy work 

•  What have I been doing at the FTC? 
–  Password expiry 
–  Police open data 
–  Mobile account hijacking 
–  Disclosures 

•  Opportunities for researchers to inform policy 
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Washington University in St. Louis 
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AT&T Labs-Research 
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The Platform for Privacy Preferences 1.0(P3P1.0) Specification
W3C Recommendation 16 April 2002This Version:

http://www.w3.org/TR/2002/REC-P3P-20020416/
Latest Version:http://www.w3.org/TR/P3P/Previous Version:http://www.w3.org/TR/2002/PR-P3P-20020128/

Editor:
Massimo Marchiori, W3C / MIT / University of Venice, (massimo@w3.org)

Authors:
Lorrie Cranor, AT&TMarc Langheinrich, ETH ZurichMassimo Marchiori, W3C / MIT / University of Venice

Martin Presler-Marshall, IBMJoseph Reagle, W3C/MIT
Please refer to the errata for this document, which may include some normative

corrections.
See also translations.
Copyright ©2002 W3C® (MIT, INRIA, Keio), All Rights Reserved. W3C liability, trademark, document

use and software licensing rules apply.

Abstract
This is the specification of the Platform for Privacy Preferences (P3P). This

document, along with its normative references, includes all the specification

necessary for the implementation of interoperable P3P applications.Status of This Document
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Carnegie Mellon University 
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CUPS Lab 2007 
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Time to read policies of  
websites you visit:  
244 hours/year 

A. McDonald & L. Cranor, The Cost of Reading Privacy 
Policies, I/S: A Journal of Law and Policy for the 
Information Society, 2008. 
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P. Kelley, J. Bresee, L. 
Cranor, and R. Reeder. A 
"Nutrition Label" 
for Privacy. SOUPS 2009. 
 
P.G. Kelley, L.J. Cesca, J. 
Bresee, and L.F. 
Cranor. Standardizing 
Privacy Notices: An Online 
Study of the Nutrition 
Label Approach. CHI 
2010. 
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CHI 2012 
Why Johnny Can’t Opt Out:  
A Usability Evaluation of 

Tools to Limit Online 
Behavioral Advertising  

SOUPS 2012 
Smart, Useful, Scary, 

Creepy: Perceptions of 
Online Behavioral 

Advertising 

Privacy papers for policy makers 
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Standardized financial privacy 
notices enable new tools 

cups.cs.cmu.edu/bankprivacy/ 
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privacy notice 

timing modality control channel 

at setup 

just in time 

context-
dependent 

periodic 

persistent 

on demand 

primary 

secondary 

public 

visual 

auditory 

haptic 

blocking 

non-blocking 

decoupled 

machine-
readable 

F. Schaub, R. Balebako, A. Durity, L.F. Cranor,  
A Design Space for Effective Privacy Notices, SOUPS’15 
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Former 
Commissioner 

Julie Brill Chairwoman 
Edith Ramirez 

Commissioner 
Maureen  

Ohlhausen 
Commissioner 

Terrell McSweeny 

Jessica Rich 
Bureau of Consumer Protection 

Ginger Jin 
Bureau of Economics 

Deborah Feinstein 
Bureau of Competition 
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I created 6 new passwords during 
my first week at the FTC 
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14+ characters, 3 classes 
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12+ characters, 4 classes 
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NIST preview (comments wanted) 
Memorized user-chosen secrets 
•  >= 8 characters 

•  Allow at least 64 characters, all 
printing ASCII characters, space 

•  Do not truncate 

•  Do not store a hint 

•  Do not prompt for secret 
questions (name of first pet) 

•  Do not impose composition rules 

•  Blacklist common passwords 

•  Implement throttling mechanism 
to limit failed authentication 
attempts 

•  Do not require arbitrary periodic 
password change 

•  Offer option to display secret 
when typed and hide after 
sufficient time 

•  Store with salt and slow hash 

https://pages.nist.gov/800-63-3/sp800-63b.html 
5.1.1.2. Memorized Secret Verifiers 
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Open police data 
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Phone hijacking 
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Mobile phone account hijacking 
and new account fraud 

Number of 
incidents 
reported 

% of identity 
theft reports 

January 
2013 1,083 3.2% 

January 
2016 2,658 6.3% 
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Disclosures 
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By what criteria should we 
measure effectiveness? 

Notice the notice? 

Stop and read? 

Understand? 

Useful information? 

Behavior change? Role of mediators? 
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FTC Workshop: Putting 
Disclosures to the Test 

•  September 15, 2016, Washington, DC 

•  We want to hear about your experiences testing 
and evaluating disclosures 
–  Emphasis on evaluation methods and lessons learned 

•  Email proposal to present by July 15, 2016 

•  See ftc.gov/tech 
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The FTC wants to hear about your 
research! 
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Participate in FTC events 

•  Ransomware workshop – September 7 

•  Drones workshop – October 13 

•  SmartTV workshop – December 7 

•  PrivacyCon – January 12 
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FTC interest in SOUPS-related 
research 
•  Disclosures and 

labeling 

•  Understanding and 
quantifying privacy and 
security 

•  Investigation and 
enforcement 

•  Consumer and 
business education 

•  Ads and marketing 

•  Financial technologies 

•  Every community 

•  Anti-trust 

•  Tools and techniques 

•  Emerging technologies 
and trends 
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Disclosures and labeling 

•  How to evaluate? 

•  Pros and cons of short 
notices, icons, etc? 

•  User perceptions? 

•  Influence on behavior? 

•  Use of automation? 

•  Role of mediators? 
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Understanding and quantifying 
privacy and security 
•  How do consumers value aspects of 

privacy? 

•  What are privacy expectations and 
concerns in various contexts? 

•  Impact of information exposure? 

•  How to assess risk of harm related to 
security and privacy breaches? 

•  How do consumers balance privacy 
against benefits from data? 

•  Attack trends and responses 
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Investigation and enforcement 

•  How can the FTC encourage consumers to 
report fraud, scams, unwanted calls? 

•  How can the FTC improve UI for complaint 
reporting? 

•  How can the FTC  
assess self-selection  
bias in consumer  
complaints? 
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Consumer and business 
education 
•  How can the FTC measure 

behavior change as the result of 
an educational campaign or 
intervention? 

•  How usable, informative, and 
engaging are FTC education 
materials? How can they be 
improved? 

•  How can the FTC better educate 
consumers to identify well-known 
signs of fraud? 
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Canadian? 

Privacy Commissioner 
wants feedback on 
consent and privacy 

Responses due  
July 13, 2016 
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Public policy 
contributions 

Understanding  
policy impacts 

•  Impacts of law or 
policy on people 

•  Impacts of a 
technology or 
design on a policy 
goal 
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ftc.gov/tech 
 
lcranor @ ftc.gov 




