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Browser Extensions
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Browser Extensions
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Customization at a Cost

= Extension granted more privileges
= Cookieless identification across browsing sessions

® |nferences based on installed extensions

The Laboratory of Security Engineering for Future Computing
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Customlzatlon at a Cost

Linked [}

https://github.com/prophittcorey/nefarious-linkedin
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How to prevent this?
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CloakX

" Extension cloaking tool

bool
=y

= Static and dynamic analysis

* Client-side modification
—Without modification to browser

—Without requiring extension developers to
modify their code

The Laboratory of Security Engineering for Future Computing
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Extension Fingerprinting

= Extension fingerprinting is not intentionally
supported but side-channels exist

" Web Accessible Resources (WARs) Fingerprinting
— ACM CODASPY 2017

= DOM Fingerprinting (XHound)
— Odakland 2017
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WAR Fingerprinting

* WARSs are uniquely identifiable resources
that extensions deliberately expose to
webpages

" WAR Fingerprints
—16,479 extensions
—50% of the top 1,000 extensions

The Laboratory of Security Engineering for Future Computing
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DOM Fingerprinting
" XHound

—Exercises extensions

—Track DOM modifications to create fingerprint

= 5,323 extensions create a DOM fingerprint

The Laboratory of Security Engineering for Future Computing
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Detection

&(
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Detectlon—Anchorprmts

= An anchor is a unique identifier used by the
extension and accessible to webpages

= WARS, IDs, class names, and custom attributes

= Save to Pocket adds
<svg class="pocketIconStroke 1zNwYwpH"..>

The Laboratory of Security Engineering for Future Computing
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Detection—Structureprints

= Uses the structure of the changes an
extension makes to a webpage

" Google calendar extension injects an <a> and
an <img> each with specific attributes that
no other extension adds
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Detection—Behaviorprints

" Target an extension’s behavior

= Grammarly injects a green image into a textarea

New Message - & X
Recipients

Subject
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Webpage Environment

How it works!
> C

& https://news.ycombinator.com

lesource.com)

1. & Rust compiler added to Android tree(

70 points by ndesaulnier:

2. » QuickBooks Cloud Hosting Firm |NSYNQ Hit in Ransomware Attack (krebsonsecurity.com) JS Executlon Env-

91 points by DemiGuru 1 hour ago | hide | 48 comments
Understand the JavaScript SEQ basics (developers.google.com

oy com) <script> S
50 points by jaequery 2 hours ago | hide | 5 comments

t. i i velopers.google.com)
5.4 Org-mode on web, built with React, for mobile, synced with Dropbox, Google Drive (github.com) ;

262 points by moioci 7 hours ago | hide | 51 comments

3. 4 Cosmic Crisp Apple Launch (califo

30 points by zeveb 40 minutes ago | hide | 1.

iy

G. 4 @P: A Differentiable Programming System to Bridge ML and Scientific Computing (arxiv.org)

267 poi Rackauckas 6 hours ago | hide | 38 comments

/. 4 The Surprisingly High-Stakes Fight over a Traffic-Taming 'Digital Twin’ (citylab.com)

24 peints by pseudolus 1 hour age | hide | 8 comm

8.4 CanvasKit — Skia and WebAssembl
62 points by espeed 4 hours ago | hide | 37 comi

(skia.org)

9. 4 Data Deduplication at Scale |

45 points by i0exception 2 hours ago | hi

10. & Authentication and the Have 1 Been Pwned API (troyhunt.com)
87 points by Rels 5 hours age | hide | 50 com ts

11. A The New Ways Your Boss Is Spying on You {wsj.com)

by JumpCrisscros: s ago | hide | 27

12. 4 A Rust-based TLS library outpen‘ormed OpenSSL in almost every category (zdnet.com)

92 points by tene 1 hour ago | hide | 25 comments
Half Life Text to Speech (gith
16 points by usernam33 1 hour ago | hii

14. 4 Ask HN: Are Lucene/Solr/ES Still Used for Search?

124 poi elearning 6 hours ago | hide | 103 comments

-
w

| '1 comment

15. 4 Show HN: I built a service to discover rapidly growing Google search topics (trenn

254 points by j 15 5 hours ago | hide | 89 cod

ments

16. 4 Groom of the Stool (wik
7 points by smacktoward 52

a.org)

o | hide | discuss

17. 4 Detecting Chrome head|
86 points by jacdp 4 hours ago |

s, the game goes on (antoi

| 59 comments
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Extensions in Chrome

How it Works! How it Works!
& 2 E : - C

How it Works!
- C

Extension Bundle

: . JS Execution Env.
Manifest file

<script>

content_scripts:
js:

content_a.js

content_b.js

background:
scripts:

backgrnd_1.js
backgrnd_2.js

web_accessible resources:
common.js

img/*
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Extensions in Chrome

How it Works! How it Works!
- > C : > C

How it Works!
2 C

Extension Bundle

Manifest file JS Execution Env.

content_scripts:
js:

<script> s

content_a.js

common.js

content_b.js

background:
scripts:

backgrnd_1.]js

backgrnd_2.js

web_accessible_resources:

common. js

img/*
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How it Works!
=R
Extension Bundle

Manifest file

content_scripts:
js:
content_a.js

content_b.js

background:
scripts:

backgrnd_1.js

backgrnd_2.js

web_accessible_resources:
common.js

img/*

How it Works!
- C

»)
Background Page

JS Execution Env.

backgrnd_1.s

backgrnd 2 js

How it Works!
- C

JS Execution Env.

<script>

common.js

<script src='chrome-extension://abcdefghijklmnoppomnlkjihgfedcba/common.js'>
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How it Works!
- > ¢
Extension Bundle

Manifest file

content_scripts:
js:

content_a.js

content_b.js

background:
scripts:

backgrnd_1.js -
backgrnd_2.js —

web_accessible_resources:
common.js

img/*

Background Page

JS Execution Env.

backgrnd_1.s

backgrnd_2 js

How it Works!
- > ¢

Content Scripts

JS Execution Env.

content_a.js

content_b js

Dynamic JS

How it Works!
=PI

JS Execution Env.

<script>

common.js

<script src='chrome-extension://abcdefghijklmnoppomnlkjihgfedcba/common.js'>
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How it Works!
e

Extension Bundle

Manifest file

content_scripts:
js:
content_a.js

content_b.js

background:
scripts:

backgrnd_1.]js
backgrnd_2.js

web_accessible_resources:
common.js

img/*

Background Page
> S

JS Execution Env.

backgrnd_1.js

backgrnd_2.js

How it Works!
- > ¢

Content Scripts

JS Execution Env.

content_a.js

content_b.js

Dynamic JS

How it Works!
= &

JS Execution Env.

<script> -

*— common.js

<script src='chrome-extension://abcdefghijklmnoppomnlkjihgfedcba/common.js'>
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CloakX
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Cloaking Extensions

= Renaming
—WARSs
—IDs

—Class names

= Random Insertion
—Tags

—|Ds and custom attributes

The Laboratory of Security Engineering for Future Computing
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Cloaking Process

Cloaked Extension

Original Extension i CloakX

SHoind Anikvis | WAR Droplet/Style _\ Add Dynamic
il , Randomization Rewriting /] Proxy

Slide 23
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Original Extension

XHound Analysis

WAR
Randomization

CloakX

Droplet/Style
Rewriting

Cloaked Extension

Add Dynamic
Proxy

Slide 24
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Cloaking Process

Cloaked Extension

CloakX

XHound Anabysis :> WAR Dtoplet.lﬁsntzle _\ Add Dynamic

Original Extension

Randomization Proxy
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How it Works!
2> C

Content Scripts

content_a.js

content_b.js

Dynamic JS

How it Works!
- > C

JS Execution Env.

<script>

Droplet

zpptvar.js

<style>
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Cloaking Process

Cloaked Extension

Original Extension CloakX
= g :: > WAR :]] >‘ Droplet/Style _\ Add Dynamic
Z . ——#| XHound Analysis Randomization Rewriting — / Proxy

= TAJS — Type Analysis for JavaScript
— Added taint analysis

— Limiting changes to the use of ID and class names that interacted
with DOM

= Rewrite IDs and class names inside droplets

Slide 27



ESAriZoNA STATE UNIVERSITY NC STATE UNIVERSITY q\\\‘ Stony Brook University

Cloaking Process

Cloaked Extension

Original Extension CloakX

: WAR Droplet/Style
XHound Analysis > Randomization Rewriting

L
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Cloaking Extensions

How it Works!
- C

How it Works!
- C

Content Scripts

Droxy

content_a.js

content_b.js

_1__l___l

Dynamic JS
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Cloaking Extensions SQ

v<div id="sqseobar2” class="sqseobar2-white sqseobar2-horizon

¥ <div class="sqseobar2-inner”>
» <a class="sqseobar2-link sqseobar2-relocadButton sqseobar
P <div class="sqseobar2-parameters”>..</div>
v<div class="sqseobar2-right-container™>

v<div id="FzftS6TAIgZRaD tB" class="alh2JHEdxR9 C
v <div class="XW7znWbtgPW">
| »<a class="Ty7m43LDQk uzsenv8sWuc puEl2g2xgcl
» <div class="6dc8BNPDtOF">..</div>

v<div class="gqugY¥gXTeoX">
.
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Evaluation
" Functionality Experiments
—Low Fidelity
—High Fidelity

= Detectability Experiments
—Anchorprints
—Structureprints

—Behaviorprints

Slide 31



ESMArizonA STATE UNIVERS! NC STATE UNIVERSITY q\\\‘ Stony Brook University

Low Fldellty

= 18,937 fingerprintable extensions tested

* WAR Fingerprintable 99.0% passed

= DOM Fingerprintable 98.7% passed

* WAR & DOM Fingerprintable 97.9% passed
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High Fidelity

= |50 tested

* WAR Fingerprintable 50 passed

* DOM Fingerprintable 48 passed

* WAR & DOM Fingerprintable 47 passed
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Evaluatlon Errors
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=" Remote code |oading
* Hardcoded values that Droxy alters

" Droxy limitations
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Detection-Anchorprints
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= |7 678 extensions tested
» Cloaked extensions were undetectable

" But 96 of the cloaked extensions did not
maintain equivalent functionality
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Detection-Structureprints

= 5,31 | extensions tested with fuzzy matching
= Tags, Attributes, Text, 4.2% detected

" Tags and Attributes, |1.8% detected

" Tags |.7% detected
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Detection-Behaviorprints

" Ten of the most popular extensions

—Seven detectable

= Randomly selected ten extensions

—Five detectable

Slide 37
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Summary

= Extension fingerprinting is a real problem

=" Successfully performed late-stage
customizations on browser extensions to
break extension fingerprints

» Cloaked extensions:

—99.9% undetectable using anchorprints

—98.3% undetectable using structureprints
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Thank you

Erik Trickel, Oleksii Starov, Alexandros Kapravelos,
Nick Nikiforakis, and Adam Doupe
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