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A single honest mix in the cascade is enough to provide 
protection against passive global observer
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MIRANDA’S DESIGN (assumptions)

● A fixed set of mixes (no churn)

● More honest mixes than malicious mixes (no Sybil)

● Reliable communication and processing

● Synchronized clocks
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DETECTING AN ATTACK (using loop messages)



A LOT MORE IN THE PAPER

● More details

● Community detection techniques: enhanced detection

● Mitigating protocol abuse

● Cascade compilation strategies

● Experimental results



CONCLUSION 

● Miranda is a step in the right direction, but we have not 

reached the promised land yet

● Future work

○ Complete (provable) security analysis

○ Relax assumptions towards practicality (e.g., churn)

○ Further reduce latency
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