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• Clear up naming confusion

• Systematic analysis shows new variants

• Show defenses cost performance and do not fully work

• Gadget prevalence in Linux kernel
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• CPU uses data in out-of-order execution before permission check

• Meltdown can read any kernel address

• Physical memory is usually mapped in kernel

→ Read arbitrary memory
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• Meltdown fully mitigated in software

• Problem seemed to be solved

• No attack surface left

• That is what everyone thought
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• Meltdown is a whole category of vulnerabilities

• Not only the user-accessible check
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Page Table Entry www.tugraz.at

P RW US WT UC R D S G Ignored

Physical Page Number
Ignored PK X

• User/Supervisor bit defines in which privilege level the page can be accessed
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• Spectre is not a bug

• It is an useful optimization

→ Cannot simply fix it (as with Meltdown)

• Workarounds for critical code parts
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Spectre defenses in 3 categories:

C1 Mitigating or reducing

the accuracy of covert

channels

C2 Mitigating or aborting

speculation

C3 Ensuring secret data

cannot be reached

15 C. Canella, J. Van Bulck, M. Schwarz, M. Lipp, B. von Berg, P. Ortner, F. Piessens, D. Evtyushkin, D. Gruss



Spectre Misconceptions www.tugraz.at

• Many countermeasures only consider the cache to get data...

• ...but there are other possibilities, e.g.,

• Port contention (SMoTherSpectre)

• AVX (NetSpectre)

• Cache is just the easiest
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Defense Evaluation Penalty Benchmark

KAISER/KPTI 0–2.6 % System call rates

Retpoline 5–10 % Real-world workload servers

Site Isolation 10–13 % Memory overhead

InvisiSpec 22 % SPEC

SafeSpec -3 % SPEC on MARSSx86

DAWG 1–15 % PARSEC , GAPBS

SLH 29–36.4 % Google microbenchmark suite

YSNB 60 % Phoenix

IBRS 20–30 % Sysbench 1.0.11

STIBP 30–50 % Rodinia OpenMP, DaCapo

Serialization 62–74.8 % Google microbenchmark suite

SSBD/SSBB 2–8 % SYSmark 2018, SPEC integer

L1TF Mitigations -3–31 % SPEC
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Gadget Example (Spectre-PHT) #Occurrences

Prefetch if(i<LEN A){a[i];} 172

Compare if(i<LEN A){if(a[i]==k){};} 127

Index if(i<LEN A){y = b[a[i]*x];} 0

Execute if(i<LEN A){a[i](void);} 16
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Proof-of-Concept www.tugraz.at

You can find our proof-of-concept implementation and classification

tree on:

• https://github.com/IAIK/transientfail

• http://transient.fail/
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Recap www.tugraz.at

• Introduced a new naming scheme

• Discovered new attack variants

• Showed that defenses cost too much performance for little effect

• Showed prevalence of gadgets in Linux kernel
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Conclusion www.tugraz.at

• Transient Execution Attacks are...

• ...a novel class of attacks

• ...extremely powerful

• ...only at the beginning

• Many optimizations introduce side channels → now exploitable
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