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Open Charge Map, https://map.openchargemap.io/



Charging everywhere

▪ Power is only one part of the story

▪ Deeper integration of charging
▪ Reactive charging

▪ Vehicle-to-grid

▪ Automatic billing (“plug-and-charge”)

▪ Additional services on top

▪ All underpinned by communication

▪ Secure it early
▪ Public/Widespread/Expensive to change

▪ Previous work has found serious vulnerabilities in earlier chargers [1,2]
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[1] Achim Friedland. Security and privacy in the current e-mobility charging infrastructure, 2016

[2] Matthias Dalheimer, “Ladeinfrastruktur fr elektroautos: Ausbau statt sicherheit“, 2017
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Four major dc standards
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CCS
EU/US cars

PLC comms. + IP stack

CHAdeMO
Japanese cars

CAN-Bus comms.

Supercharger
Tesla cars

CAN-Bus comms.

GB/T 20234
Chinese cars

CAN-Bus comms.
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Combined Charging System (CCS)

▪ Adapts a domestic PLC LAN technology for a new use
▪ Shared-key private network model vs. public use case

▪ Known to leak signal

▪ Supported by 7 of the top 10 car manufacturers worldwide [1]
▪ About 7,500 chargers in Europe [2]

▪ Underpinned by DIN 70121 (CCS 1.0) and ISO 15118 (CCS 2.0)
▪ Specs differ in support for advanced features

▪ Specs match at a physical communications level
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[1] OICA Production Rankings

[2] http://ccs-map.eu/



Threat model

▪ Passive eavesdropping

▪ Wireless, despite wired system
▪ no modification to vehicle, cable or charger

▪ deniable as attack behaviour

▪ Located nearby, either:
▪ …in-person : waiting nearby and monitoring live

▪ …with planted device : collecting data for upload or 
later retrieval 
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Why would someone do this?

▪ Track people using vehicle MAC address
▪ Location privacy

▪ Monitor when homeowner leaves

▪ Detect specific makes/models 

▪ Observe traffic on platform
▪ Internet access as a service, Third-party apps

▪ Others have reported SSH, Web management consoles, Telnet available on chargers [1]

▪ AutoCharge
▪ Manufacturer-specific system for automated billing

▪ Available at 90 locations across three European countries

▪ Users associate vehicle MAC with their account and are billed automatically
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[1] Dudek et al., “V2G Injector: Whispering to cars and charging units through the Power-Line”, SSTIC2019 



Experimental campaign

▪ Three vehicles
▪ All vehicles DIN 70121

▪ 800 miles of driving

▪ 14 locations, 6 charging networks
▪ Service stations

▪ Highway rest stops

▪ Superstores

▪ Hotels

▪ 54 unique charging sessions
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BMW i3

Jaguar I-PACE

VW e-Golf



Experimental setup
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Close-range



Further away
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Multiple vehicles at once
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Emissions at every site
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By charging cable Bay behind Bay next door



Eavesdropping tool
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Available at:  https://gitlab.com/rbaker/hpgp-emis-rx



Message recovery
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▪ Counted total packets

▪ Tested message CRC32 
checksums

▪ Performance varied widely
▪ Differences site-to-site

▪ Differences run-to-run

▪ Closer is better

▪ Far from an optimal setup



Values in session startup

▪ Vehicle MAC
▪ Unique per-vehicle

▪ Observed stable over 3 
months

▪ In some cases derivable 
from other traffic too

▪ ‘NMK’ master key
▪ Delivered in plaintext, 

according to standard
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PHY traffic recovery
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…



What about other encryption?
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▪ None in DIN 70121
▪ Standard limits traffic to only charging control

▪ ISO 15118 includes complex security model
▪ Purpose-built charging PKI

▪ TLS mandatory for many use cases (inc. automated payment)

▪ No universal security provision
▪ TLS usage varies by services, payment options and environment

▪ Security measures for additional “value-added services” are out of scope [1]

▪ Can just build additional services on the IP link

[1] ISO 15118-2, V2G2-638



Can it be done with cheap equipment?

▪ Our SDR setup was ~$1000 and very 
slow

▪ Some chipsets support a “Sniffer Mode”
▪ Use a chipset that supports EV messages

▪ A bit of hardware modification to connect an 
antenna 

▪ Have successfully captured in-home PLC 
traffic at short range

▪ Cost ~$35
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Conclusions

▪ Wireless threat model for a wired system

▪ Security model is case-by-case
▪ Hard to predict all the use cases – rabid competition to be first

▪ Available persistent unique identifiers

▪ Informed all 7 tested manufacturers (received 3 responses)

▪ Future work on active attacks
▪ PHY-layer

▪ Protocol attacks
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Questions?
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richard.baker@cs.ox.ac.uk


