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Problem: Cache-based Side-channels*	
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Requirements for Successful Side-channel	
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Defenses against Side-channels	


1.   Sharing	
  
–  Resource	
  ParDDoning	
  [NoHype’10]	
  
–  Specialized	
  Hardware	
  [RPcache’07]	
  
–  So6ware-­‐based	
  parDDoning	
  [StealthMem’12]	
  

2.   Access	
  to	
  high-­‐resolu2on	
  2mers	
  
–  Reduce	
  resoluDon	
  [TimeWarp’12]	
  
–  Removing	
  Dming	
  channel	
  [StopWatch’13]	
  

	
  
	
  

3.   Quick	
  cross-­‐VM	
  preemp2ons	
  
–  No	
  prior	
  work!	
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No	
  countermeasures	
  deployed	
  by	
  providers!	
  



Our Solution: Soft Isolation	



Allow	
  sharing	
  but	
  limit	
  frequency	
  of	
  
dangerous	
  VM	
  interacDons	
  
	
  
Goals:	
  	
  	
  
1.  Secure:	
  Controlled	
  informaDon	
  leakage	
  

2.  Commodity:	
  Easy	
  to	
  adopt	
  
3.  Efficient:	
  Allow	
  sharing,	
  low	
  overhead	
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Rest of the talk …	



1.   Background:	
  Quick	
  PreempDons	
  &	
  Schedulers	
  

2.   SoP-­‐Isola2on:	
  Scheduler-­‐based	
  defense	
  

3.   Evalua2on:	
  Security	
  and	
  Performance	
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Requirement for Quick Preemptions	
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Why do schedulers allow quick 
preemptions?	
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Soft-Isolation: Ratelimit Preemptions 	
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  in	
  Xen	
  (and	
  KVM)	
  
•  ratelimit_us (and sched_min_granularity_ns)!
•  Reduces	
  VM-­‐switches	
  à	
  Boosts	
  batch-­‐workload’s	
  performance	
  

Minimum	
  RunTime	
  (MRT)	
  guarantee	
  à	
  soP-­‐isola2on	
  



MRT Guarantee and Open Questions	
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Xen	
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   4.2.1	
  

Scheduler	
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  1	
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Experimental Methodology	



Two	
  VMs:	
  
1.  A[acker	
  
2.  VicDm	
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Machine	
   Intel	
  Xeon	
  E5645,	
  2.4GHz,	
  6	
  
cores,	
  single	
  package	
  

Memory	
  
Hierarchy	
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  32KB	
  L1	
  (I-­‐	
  and	
  D-­‐
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  256KB	
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  L2,	
  
12MB	
  shared	
  L3	
  &	
  16GB	
  

DDR3	
  RAM.	
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Security Evaluation : ���
Prime-Probe Timing Profile	
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Security Evaluation : ���
Prime-Probe Timing Profile	
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Security Evaluation: ���
ElGamal Victim	
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SQUAREMULT(x, e, N): 
Let en , ..., e1 be the bits of e 
y ← 1 
for i = n down to 1 do 
      y ← SQUARE(y) 
      y ← MODREDUCE(y, N) 
      if ei = 1 then 
          y ← MULT(y, x) 
          y ← MODREDUCE(y, N) 
      end if 
end for 
return y 

ElGamal	
  Side-­‐channel	
  require	
  mul2ple	
  preemp2ons	
  within	
  
single	
  itera2on	
  for	
  noise-­‐reduc2on	
  [Zhang	
  et	
  al’12]	
  



MRT Guarantee and Open Questions	
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Performance Evaluation: ���
Overall System Performance	
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Performance Evaluation: ���
Overall System Performance	
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More details in the paper …	



•  Per-­‐core	
  State-­‐Cleansing	
  
–  InteracDve	
  VMs	
  may	
  sDll	
  leak	
  informaDon	
  
– MRT	
  +	
  State-­‐cleansing	
  	
  incur	
  low	
  overhead	
  

•  Detailed	
  Performance	
  and	
  Security	
  Analysis	
  	
  
– 20+	
  graphs	
  in	
  the	
  paper	
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It	
  is	
  cheap	
  and	
  easy	
  to	
  deploy!	
  



Conclusion	


5ms	
  MRT	
  +	
  selec2ve	
  state-­‐cleansing	
  
- known	
  a[acks	
  no	
  longer	
  work	
  
- negligible	
  overhead	
  
- easy	
  to	
  adopt	
  
Introduce	
  new	
  scheduler	
  principle	
  
-  soD-­‐isola=on	
  =	
  allow	
  sharing	
  +	
  limit	
  dangerous	
  
cross-­‐VM	
  interac=ons	
  

	
  
h[ps://bitbucket.org/vvaradarajan/robsched	
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