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My	first	security	evaluaAon,	2003	

-  Rental	receipt	with	printed	CC	#	
-  Easy	access	to	consumer	data	
-  Poor	data	security	pracAces	
-  Weak	authenAcaAon,	if	any	



Founded	security	evaluaAon	company	



GeNng	to	know	Health	IT	Security	
•  In	2009,	transiAoned	from	e-voAng	security	
–  To	healthcare	IT	security	

•  Began	with	IT-focused	tours	of	several	hospitals	
–  Radiology,	Pathology,	Children’s	hospital,	etc.	
–  About	6	visits	

–  Security	situaAon	was	abysmal	
•  8,000	hospital	employees	100%	access	
•  Nurse	w/	“special	task”	
•  Home	VPN	as	bridge	
•  Desktop	EHR	access	



Example:		X-rays	

Old	way:	 New	way:	



•  Blood	Gas	Analyzers	(BGA)	compromised	
•  PACS	system	compromised	





Healthcare	is	Unique	
•  The	players:	

–  Doctors	
•  (God	complex;	don’t	like	new	ways	of	doing	things)	

–  PaAents	
•  (ogen	not	tech	savvy;	don’t	follow	instrucAons)	
•  Includes	all	of	us	

–  Nurses	&	other	Clinical	staff	
–  Regulators:		Congress,	FDA	

•  (well	meaning;	may	not	understand	implicaAons)	
–  Insurance	companies	
–  Medical	device	manufacturers	
–  Entrepreneurs	

•  Mobile,	Wearables,		
•  Internet	of	Things	



Healthcare	applicaAons	
•  ConnecAvity	

–  Modern	devices,	always	connected,	always	on	
–  Databases	always	online	

•  Mobile/cloud	
–  Data	in	mulAple	places	
–  Data	owner	not	in	possession	of	data	
	

•  ExpectaAon	that	data	is	always	available	

	

Key	point:		most	interacAon	with	health	data	controlled	by		
SOFTWARE	



Controlled	by	sogware	
•  RadiaAon	dosage	
•  Dosage	of	medicaAon	
•  Stocking	of	supplies	in	ICU	
•  Shig	schedule	for	Doctors	&	Nurses	
•  EHRs	
•  Drug	dispensing	robot	
•  CommunicaAons	of	devices	

	
Threat	model:		

	Anything	controlled	by	so1ware	is	poten5ally	exploitable.	











Biggest	bang	for	the	buck	
1.  ApplicaAon	whitelisAng	on	medical	devices	
2.  Hygiene	for	backend	systems		
3.  Database	AcAvity	Monitoring	–	anomalous	queries	
4.  MulAfactor	authenAcaAon	for	remote	access		
5.  VirtualizaAon	for	access	to	clinical	data	
6.  Universal	encrypAon	of	data	
7.  Terms	of	agreement	with	cloud	service	providers		
8.  Automated	support	for	security	in	chart	accesses	
9.  Privacy	for	self-idenAfy	data	(e.g.	genome	sequences)	
–  HIPAA	safeguards	inadequate	

10. AuthenAcaAon	for	clinical	personnel	



Final	Thoughts	
•  Healthcare	Sector	has	unique	security	challenges	due	to:	

–  regulatory	environment	
–  Stakeholders	
–  Dependence	on	sogware	
–  Availability	requirements	for	data	
–  Affects	us	all	personally!	
–  Trend	towards	cloud/mobile	

	
•  Need	to	consider	security	implicaAons	of	new	technologies,	

e.g.	network-connected	infusion	pumps	
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