
Efficient	  and	  Scalable	  Socware	  
Detec2on	  in	  Online	  Social	  

Networks	  	  

Md	  Sazzadur	  Rahman,	  Ting-‐Kai	  Huang,	  
Harsha	  Madhyastha,	  Michalis	  Faloutsos	  

University	  of	  California,	  Riverside	  	  	  



Problem	  Statement	  
•  Social	  malware	  is	  rampant	  on	  Facebook	  
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Socware	  –	  a	  new	  kind	  of	  malware	  
•  Social	  Malware	  =	  Socware	  
•  New	  propaga2on	  plaKorm	  
–  Leverage	  users	  for	  viral	  propaga2on	  unlike	  email	  spam	  
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Socware	  –	  needs	  new	  defenses	  
•  OOen	  hosted	  inside	  Facebook	  domain	  
– No	  blacklist	  designed	  to	  iden2fy	  malicious	  apps	  
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Contribu2ons	  
•  Develop	  MyPageKeeper,	  a	  security	  app	  in	  Facebook	  
– Obtained	  12K	  users	  ,	  effec2vely	  monitors	  2.4M	  wall	  

•  Design	  efficient,	  scalable	  socware	  detec2on	  method	  
–  0.005%	  false	  posi2ve,	  0.3%	  false	  nega2ve	  rates	  
–  12	  EC2	  micro	  instances	  monitors	  12K	  users	  every	  2	  hours	  

•  Socware	  is	  a	  new	  kind	  of	  malware	  
–  26%	  of	  flagged	  posts	  point	  back	  to	  Facebook	  
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Roadmap	  

•  MyPageKeeper	  
•  Evalua2on	  
•  Interes2ng	  results	  
•  Conclusion	  
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MyPageKeeper:	  Facebook	  security	  app	  
Launched	  July,	  2011	  
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h^ps://apps.facebook.com/mypagekeeper/	  



MyPageKeeper	  opera2ons	  
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1.	  Obtaining	  user’s	  authoriza2on	  
2.	  Crawling	  users	  wall	  and	  news	  feed	  

3.	  Iden2fying	  socware	  and	  no2fica2on	  

Access	  
token	  DB	  

URLs	  Whitelist	  Blacklist	  Custom	  
Classifica2on	  No2fica2on	  

Post	  	  DB	  

Crawlers	  



Classifying	  socware	  
•  Previous	  approaches	  
– URL	  crawling	  based	  approach	  [Thomas,	  IEEE	  S&P’11]	  
•  Expensive	  (large	  network	  latency)	  

– Lexical,	  host	  proper2es	  of	  landing	  URL	  [Ma,	  SIGKDD’09]	  
•  Socware	  oOen	  hosted	  inside	  Facebook	  
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Classifying	  socware	  
•  Our	  approach	  for	  fast	  and	  effec2ve	  classifica2on:	  
– Features	  readily	  available	  in	  a	  post	  
– Aggregate	  features	  across	  users	  

•  Train	  Support	  Vector	  Machine	  classifier:	  
– Spam	  keyword	  score	  
– Message	  similarity	  
– No	  of	  news	  feed	  and	  wall	  post	  
– No	  of	  Like	  and	  comments	  
– URL	  obfusca2on	   #	  of	  Like	  

URL	   Message	  
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#	  of	  Comments	  



Spam	  keyword	  score	  
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Awesome,	  Free,	  wow,	  OMG…	  



Message	  similarity	  
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Similar	  text	  in	  socware	  posts	   Different	  text	  in	  non-‐socware	  posts	  



Other	  features	  
•  News	  feed	  post	  and	  wall	  post	  count	  
•  Like	  and	  comment	  count	  
•  URL	  Obfusca2on	  
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Implementa2on	  
•  Non-‐trivial	  engineering	  
– Apache,	  Django,	  Postgres	  

•  Designed	  for	  scale	  
– Crawler	  instances	  	  

•  12	  micro	  instances	  in	  Amazon	  EC2	  to	  run	  crawlers	  

– Checker	  instances	  
• Work	  load	  par22oned	  across	  checkers	  
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Roadmap	  

•  MyPageKeeper	  
•  Evalua2on	  
•  Interes2ng	  results	  
•  Conclusion	  
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Evalua2on:	  Dataset	  

Data	   Total	  count	   #	  of	  dis0nct	  URLs	  

MyPageKeeper	  users	   12.5K	   -‐	  

Friends	  of	  MPK	  users	   2.4M	   -‐	  

News	  feed	  posts	   38.8M	   29.5M	  

Wall	  posts	   1.8M	   1.5M	  

User	  reports	   679	   333	  
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Collected	  from	  June	  to	  October	  2011	  



Is	  MyPageKeeper	  accurate?	  
•  Training	  
–  2500	  posi2ve	  and	  5000	  nega2ve	  sample	  posts	  	  

•  Tes2ng	   40M	  posts,	  
31.5M	  unique	  URLs	  
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Post	  	  DB	  

URLs	  Whitelist	  Blacklist	  Custom	  
Classifica2on	  No2fica2on	  

752,516	  	  
unique	  URLs	  

4,972	  
unique	  URLs	  

in	  60,191	  posts	  



MyPageKeeper	  is	  accurate	  
97%	  socware	  iden2fied	  by	  classifier	  true	  posi2ves.	  	  

0	   10000	   20000	   30000	   40000	   50000	   60000	   70000	  

Total	  

Unknown	  

True	  posi2ves	  

Manually	  verified	  

Spamming	  app	  

Points	  to	  app	  install	  

Domain	  is	  deleted	  

Blacklisted	  IP	  

Blacklisted	  app	  

Content	  deleted	  by	  Facebook	  

Flagged	  by	  on.u.me	  

Flagged	  by	  Blacklists	  
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#	  of	  posts	  



MyPageKeeper	  is	  efficient	  
20x	  be^er	  throughput	  than	  other	  approaches	  
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Blacklist	  does	  not	  suffice	  
96.6%	  socware	  iden2fied	  by	  classifier	  
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Source	   %	  of	  posts	   Overlap	  with	  classifier	  
(#	  of	  URLs)	  

Google	  SBA2	   0.4%	   0	  

Phishtank	   0.5%	   1	  

Malware	  Norm	   0.2%	   0	  

Joewein	   0.7%	   11	  

APWG	   0.6%	   0	  

Spamcop	   1.0%	   0	  

All	  blacklists	   3.4%	   12	  

MyPageKeeper	  Classifier	   96.6%	   -‐	  



Roadmap	  

•  MyPageKeeper	  
•  Evalua2on	  
•  Interes2ng	  results	  
•  Conclusion	  
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Socware	  is	  prevalent	  in	  Facebook	  
•  49%	  MyPageKeeper	  users	  exposed	  to	  socware	  
•  26%	  of	  socware	  post	  points	  back	  to	  Facebook	  
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Novel	  Parasi2c	  behavior:	  Like-‐as-‐a-‐Service	  

Ar2ficially	  inflate	  number	  of	  Likes	  in	  Facebook	  page	  
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Novel	  Parasi2c	  behavior:	  Like-‐as-‐a-‐Service	  

•  Iden2fied	  721	  dis2nct	  LaaS	  URLs	  in	  Facebook	  	  
•  Other	  Like-‐as-‐a-‐Service	  app:	  Games,	  FanOffer,	  
Latest	  Promo2on	  	  
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Conclusion	  
•  We	  presented	  MyPageKeeper,	  a	  security	  app	  
•  We	  show	  that	  	  
– Reach	  of	  socware	  is	  widespread	  	  
– Exis2ng	  defenses	  not	  sufficient	  to	  iden2fy	  socware	  
– MyPageKeeper	  is	  accurate	  and	  efficient	  

•  We	  iden2fied	  LaaS,	  new	  aggressive	  marke2ng	  
trend	  
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Thank	  you!	  
	  

Ques2ons?	  

h^ps://apps.facebook.com/mypagekeeper/	  
h^p://mypagekeeper.org	  
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