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Inconsistent
privacy decisions
and behavior

malleability

Privacy and Human Behavior in the Age of Information
Alessandro Acquisti, Laura Brandimarte, George Loewenstein

Science. 2015 0 ’ U |V| Sl
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privacy resignation

The Corporate Cultivation of Digital Resignation
Nora Draper, Joseph Turow UMS'
New Media & Society 2019
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{ people don’t use
privacy controls
example:
smart
speakers

misaligned with needs
controls misunderstood
modality change

used to invade privacy

“Alexa, are you Listening?”: Privacy Perceptions, Concerns, and Privacy-seeking Behaviors with Smart Speakers
Josephine Lau, Benjamin Zimmerman, Florian Schaub . ’ UMS'
CSCW. 2018



example:
smart
speakers

Bloomberg Subscribe

Technology

Amazon Workers Are Listening to
What You Tell Alexa

A global team reviews audio clips in an effort to help the voice-
activated assistant respond to commands.

By Matt Day, Giles Turner, and Natalia Drozdiak

- VErsus

& Alexa is designed to get smarter every day. The more you use Alexa, the more the service adapts to
| your speech patterns, vocabulary, and personal preferences. For example, we use your requests to

use to train these systems, the better Alexa works, and training Alexa with voice recordings from a

& our voice services by providing feedback within Settings > Alexa Account > History.

. ow do my voice recordings improve Alexa? Al exa F AQ

Alexa to train our speech recognition and natural language understanding systems. The more data we

diverse range of customers helps ensure Alexa works well for everyone. You can also help us improve

17
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, , FEDERAL TRADE COMMISSION

PROTECTING AMERICA’S CONSUMERS

FTC Imposes $5 Billion Penalty and Sweeping New
Privacy Restrictions on Facebook

FTC settlement imposes historic penalty, and significant requirements to

boost accountability and transparency
New

Facebook
Privacy

Compliance
System

A multilayered incentive
structure of accountability, Assessor
transparency, and oversight

Third-Party
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. (social) media
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distrust

why care about user perspective?
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how to design privacy gast user?”

*assuming it's not all intentional NS
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privacy policy data protection

privacy impact - data
assessment minimization

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor ” ’ UMS'
IEEE Internet Computing 2017



user mental models,
expectations, needs

privacy policy data protection

privacy impact - data
assessment minimization

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor - ’ UMS'
IEEE Internet Computing 2017



user mental models,
expectations, needs
privacy user experience

privacy policy data protection

privacy impact - data
assessment minimization

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor - ’ UMS'
IEEE Internet Computing 2017



user mental models,
expectations, needs

privacy user experience

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor . ’ UMS'
IEEE Internet Computing 2017



user mental models,
expectations, needs

privacy user experience

relevant

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor - ’ UMS'
IEEE Internet Computing 2017



relevant to context / transaction
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context / transaction
relevant to understand specific practice

US|



context / transaction
understand specitic practice
relevant to understand privacy risks

US|



context / transaction

understand specitic practice

Understand privacy risks
relevant to understand protections
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user mental models,
expectations, needs

privacy user experience

relevant understandable

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor . ’ UMS'
IEEE Internet Computing 2017
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Critique of Pure Reason

Facebook

O
A Brief History of Time

O
Great Expectations

Pride and- Prejudice

Harry Potter and the Sorcerer's Stone

> VTN

https://www.nytimes.com/interactive/2019/06/12/opinion/facebook-google-privacy-policies.html



https://www.nytimes.com/interactive/2019/06/12/opinion/facebook-google-privacy-policies.html

reading level
understandable length

3,044 words average privacy policy
nost-GDPR

42% longer than 2016

We Value Your Privacy ... Now Take Some Cookies: Measuring the GDPR’s Impact on Web Privacy
Martin Degeling, Christine Utz, Christopher Lentzsch, Henry Hosseini, Florian Schaub, Thorsten Holz UMS'
NDSS 2019



reading level

engtn
understandable Ilevel ot abstraction

Got it!
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user mental models,
expectations, needs

privacy user experience

relevant understandable| | actionable

Designing Effective Privacy Notices and Controls
Florian Schaub, Rebecca Balebako, Lorrie Cranor - ’ UMS'
IEEE Internet Computing 2017
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actionable information

C

NoIce

“Cluster” Would Like to
Access Your Contacts

This allows Cluster to let you choose
which friends 1o invite to shared
photo albums

OK

Allow Hangouts to

¥4l 1230

send and receive SMS

messages?

DENY
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timing
at setup
just in time

context-
dependent

periodic
persistent

on demand

privacy notice/control

channel modality

primary visual
secondary auditory

public haptic/other

machine-
readable

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015

control

blocking

non-

blocking

decoupled
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privacy notice/control

channel modality ole]glie]

Your location

This app can determine your current
location: N 47.605173 - E -122.330594

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Duirity, Lorrie Faith Cranor . ’ UMS'
SOUPS 2015



privacy notice/control

channel modality

a‘t Se‘tu Your location p ~ .
p This app can determine your current Cluster Would Like to

location: N 47.605173 - E -122.330594 Access Your Contacts
| This allows Cluster to let you choose
which friends to invite to shared
photo albums

context-
dependent

periodic

Harbach et al. CHI ‘14

persistent

on demand

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor
SOUPS 2015

control
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privacy notice/control

channel modality ole]glie]

t _t y | ti Privacy Checkup
our location -

at Setu p “Cluster” Would Like to

This app can determine your current

location: N 47.605173 - E -122.330594 Access Your Contacts

. HI Charfie — Sorry to interrupt. You haven't changed who can see your posts
. . . o = This allows Cluster to let you choose ately, S0 we just wanted to make sure you're sharing this post with the right
J ust I n tl me « which fniends 1o invite to shared b audience, (Your current setting is Public, though you can change this
photo albums 2 ' whenéever you post,) Leam more

Who do you want to share this post with?

At Friends @ Public ¥ More Options

periodic

Harbach et al. CHI ‘14

persistent

on demand

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Duirity, Lorrie Faith Cranor 4 ’ UMS'
SOUPS 2015



Your location

at setup

just in time

802 Sth Ave
Seattle
WA 98112, USA

context-
dependent

persistent

on demand

This app can determine your current
location: N 47.605173 - E -122.330594

Harbach et al. CHI ‘14

privacy notice/control

channel

“Cluster” Would Like to
Access Your Contacts
This allows Cluster to let you choose
which friends to invite to shared
photo albums

“Swarm” has been using your
location in the background.
Do you want to continue

allowing this?

Settings Continue

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015

modality control

Privacy Checkup

Hi Charfie — Sorry to interrupt. You haven’t changed who can see your posts
ately, SO we just wanted 1o make sure you're shanng this pos th the nght
y audience, (Your current ting is Public, though you can change this

111 whenever you post,) Leam more
.

Who do you want to share this post with?

At Friends @ Public ¥ More Options

© I TUMS



privacy notice/control

channel modality ole]glie]

a‘t Se‘tu p Your location PIivecy Shacki®
This app can determine your current Cluster” Would Like to

location: N 47.605173 - E -122.330594 Access Your Contacts
ks This allows Cluster to let you choose
which friends to invite to shared
photo albums.

Hi Charfie — Sorry to interrupt. You haven’t changed who can see your posts

lately, SO we just wanted 1o make sure you're shanng this post with the right

audience, (Your current setting is Public, though you can change this

just in time

whenever you post,) Leam more

Who do you want to share this post with?

context-
dependent

Don't Allow OK
At Friends @ Public ¥ More Options

periodic

‘ “Swarm"” has been using your
Harbach et al. CHI"14 . location in the background.

Do you want to continue

allowing this?

Settings Continue

on demand

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor
SOUPS 2015
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at setup

just in time

context-
dependent

periodic

persistent

A Design Space for Effective Privacy Notices

Your location

This app can determine your current
location: N 47.605173 - E -122.330594

Harbach et al. CHI ‘14

channel

“Cluster” Would Like to
Access Your Contacts
This allows Cluster to let you choose

which friends to invite to shared
photo albums.

Don't Allow OK

“Swarm” has been using your
location in the background.
Do you want to continue

allowing this?

Settings Continue

Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015

privacy notice/control

modality

control

Privacy Checkup

Hi Charfie — Sorry to iéterrupt. You haven’t changed who can see your posts
lately, SO we just wanted 1o make sure you're shanng this post with the right
audiance, (Your current setting is Public, though you can change this

whenever you post,) Leam more

Who do you want to share this post with?

At Friends @ Public ¥ More Options
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Location Services On

1E Contacts

-
it Calendars
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Reminders

( Privacy Microphone
!f Photos
Bluetooth Sharing

Microphone

a Duolingo L
a Google Maps

2 Camera @ Shazam C/
@ Health Siype C/

Applications that have requested access to the
microphone will appear here

HomeKit

Motion Activity
As applications request access to your data, they will be
added in the categories ab 5 2
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privacy notice/control

modality control

primary

secondary
“Cluster” Would Like to
Access Your Contacts

This allows Cluster to let you choose pu bl IC
which friends to invite to shared
photo albums

THIS PROPERTY
. | MONITORED
OK . * ' BY VIDEO

SURVEILLANCE

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Duirity, Lorrie Faith Cranor - ’ UMS'
SOUPS 2015



privacy notice/control

channel control

visual

auditory

haptic/other

machine-
readable

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015 > ’ UMS'



privacy notice/control

channel control

auditory

haptic/other

machine-
readable

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015 » ’ UMS'



privacy notice/control

channel control

visual

| “Alexa, delete
everything I said

today” haptic/other

machine-

readable

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015 o ’ UMS'



privacy notice/control

channel control

visual

| “Alexa, delete
everything I said

today”
A Design Space for Effective Privacy Notices

Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015 . ’ UMS'

auditory

machine-
readable




privacy notice/control

channel control

visual “Cluster” Would Like to
Access Your Contacts

This allows Cluster to let you choose

“Alexa, delete
everything I said

today” haptic

auditory

which friends 0 invite to shared
photo albums

. . . . Schaub et al.
A Design Space for Effective Privacy Notices IEEE Pervasive Computing 2015

Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor - ’ UMS'
SOUPS 2015



privacy notice/control

channel modality

blocking

non-
blocking

decoupled

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015 ” ’ UMS'



privacy notice/control

channel modality

non-
“Cluster” Would Like to blockln
Access Your Contacts g
This allows Cluster to let you choose
which friends to invite to shared decoupled
photo albums

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Duirity, Lorrie Faith Cranor - ’ UMS'
SOUPS 2015



privacy notice/control

channel modality

»- 10:45 7

blocking

Cancel Create Post

Access Your Contacts

This allows Cluster to let you choose

which friends 1o invite to shared | deCOUp|ed

photo albums

“Cluster“ WOU'd Like tO [&" Friends « ][ + Album » ]

Photo/Video

‘° Tag Friends

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Duirity, Lorrie Faith Cranor - ’ UMS'
SOUPS 2015



privacy notice/control

channel

modality

“Cluster” Would Like to
Access Your Contacts

This allows Cluster to let you choose
which friends to invite to shared
photo albums

OK

»- 10:45

Cancel Create Post

[&'- Friends » ][ + Album « ]

Photo/Video

& Tag Friends

A Design Space for Effective Privacy Notices

Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015
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timing
at setup
just in time

context-
dependent

periodic
persistent

on demand

privacy notice/control

channel modality

primary visual
secondary auditory

public haptic/other

machine-
readable

A Design Space for Effective Privacy Notices
Florian Schaub, Rebecca Balebako, Adam Durity, Lorrie Faith Cranor

SOUPS 2015

control

blocking

non-

blocking

decoupled
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Integrate Into

leverage design space
layer privacy interfaces

emphasize unexpected practices
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Integrate Into

leverage design space 94% expect

layer privacy interfaces collection of steps

only 31% expect

emphasize unexpected practices location collection

How Short is Too Short? Implications of Length and Framing on the Effectiveness of Privacy Notices
Joshua Gluck, Florian Schaub, Amy Friedman, Hana Habib, Norman Sadeh, Lorrie Faith Cranor, Yuvraj Agarwal ’ UMS'
Symposium on Usable Privacy and Security 2016



Your location shared with 10 apps

Did you know?

i nteg rate i nto Your location has been shared 5398

times with Facebook, Groupon, GO
Launcher EX, and 7 other apps for the

past 14 days.

|@\/@ rag e d 68 i g ﬂ S DaCe Let me change my settings

|ayer pﬂ\/acy | nte rfaCGS Show me more before | make changes

Keep sharing my location
emphasize unexpected practices

Notification provided by AppOps.

Your Location has been Shared 5,398 Times! A Field Study on Mobile App Privacy Nudging

Hazim Almuhimedi, Florian Schaub, Norman Sadeh, Idris Adjerid, Joshua Gluck, Lorrie Faith Cranor, Yuvraj Agarwal ’ UMS'
CHI 2015



privacy interface
= to explain

explain

reduce
build

UMSH



test with
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user-centric approach to privacy

understand users’ privacy

privacy into user experience

for privacy communication

UMSH



user-centric approach to privacy

understand users’ privacy

privacy into user experience

for privacy communication
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