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50 million voice assistants are sold in US
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Inaudible Acoustics

Normal Sound
(< 24 kHz)

Ultrasound
(> 25 kHz)

“Inaudible Acoustics”
(> 25 kHz)

“Alexa, open the garage door!”
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Can someone attack from a longer range?
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Can someone attack from a longer range?
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High power makes ultrasonic speakers audible
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Sound Samples Samples

Speakers have nonlinearity too!
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General to all speakers!
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Our Solution: "Leakage Optimization”
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Speaker Nonlinearity 2 Audible Leakage
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Sound Pressure Level in dB
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Evaluation




Inaudible voice commands: Long range

Speaker array running
leakage optimization
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Evaluation
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Core Question:

Is this a “non-linear signal” or normally recorded signal
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Signal Forensics
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Human voice signals present opportunities ...



Opportunity #1: Voice > 50 Hz
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Opportunity #1: Voice > 50 Hz
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Opportunity #2: Correlation
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Opportunity #3: Amplitude Skewness
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To summarize...

Inaudible Acoustics (> 25 kHz): “Alexa, open the garage door!” .I
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