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CPU isolation provided by Linux breaks down while
handling the network traffic
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21



Outline

* How and by how much is isolation broken
* [ron’s design

* Accounting of per-packet processing cost



Network Call Stack — Backgound

NIC
interrupt



Network Call Stack — Backgound

Kernel IRQ Handler Driver interrupt Softirq Handler NAPI poll Network stack
Handler Handler Handlers
do_IRQ
NIC :
interrupt napi_schedule

£

do_softirg

net_rx_action

netif _receive_skb

23



Network Call Stack — Backgound

Kernel IRQ Handler Driver interrupt Softirq Handler NAPI poll Network stack
Handler Handler Handlers
do_IRQ
NIC :
interrupt napi_schedule

£

do_softirg

net_rx_action

netif _receive_skb

netif_receive_skb




Network Call Stack — Backgound

Kernel IRQ Handler Driver interrupt Softirq Handler NAPI poll Network stack
Handler Handler Handlers
do_IRQ
NIC :
interrupt napi_schedule

f >

do_softirq

net_rx_action

netif _receive_skb

netif_receive_skb




Receiver stack

do_softirq

net_rx_action

netif_receive_skb

Iron — Accounting

25



Receiver stack

do_softirq

net_rx_action

netif_receive_skb

Iron — Accounting

25



Receiver stack

do_softirq

net_rx_action

netif_receive_skb

Iron — Accounting

start_time = localtime()

end_time = localtime()

25



Iron — Accounting

Receiver stack * Measuring time difference is non-trivial
* Kernel is preemptable
do_softirq * Function in the call stack can be interrupted at any time

net_rx_action

start_time = localtime()

netif_receive_skb

interrupted

end_time = localtime() 25



Iron — Accounting

Receiver stack * Measuring time difference is non-trivial
* Kernel is preemptable
do_softirq * Function in the call stack can be interrupted at any time

net_rx_action

netif_receive_skb

interrupted

26



Iron — Accounting

Receiver stack * Measuring time difference is non-trivial
* Kernel is preemptable
do_softirq * Function in the call stack can be interrupted at any time

net_rx_action

start_time = cumtime + (localtime() — swaptime)

netif_receive_skb

interrupted

26



Iron — Accounting

Receiver stack * Measuring time difference is non-trivial
* Kernel is preemptable
do_softirq * Function in the call stack can be interrupted at any time

net rx action X i )
== cumulative execution time

start_time = cumtime + (localtime() — swaptime)

netif_receive_skb

interrupted

26



Iron — Accounting

Receiver stack * Measuring time difference is non-trivial
* Kernel is preemptable
do_softirq * Function in the call stack can be interrupted at any time

net rx action X i )
== cumulative execution time

start_time = cumtime + (localtime() — swaptime)

|

last swapped in

netif_receive_skb

interrupted

26



Iron — Accounting

Receiver stack * Measuring time difference is non-trivial
* Kernel is preemptable
do_softirq * Function in the call stack can be interrupted at any time

net rx action X i )
== cumulative execution time

start_time = cumtime + (localtime() — swaptime)

|

last swapped in

netif_receive_skb

interrupted

end_time = cumtime + (localtime() — swaptime)



Receiver stack

do_softirq

NET_RX_SOFTIRQ

net_rx_action

netif_receive_skb

Iron — Accounting

27



Receiver stack

do_softirq

NET_RX_SOFTIRQ

net_rx_action

netif_receive_skb

Iron — Accounting

27



Receiver stack

do_softirq

NET_RX_SOFTIRQ

net_rx_action

netif_receive_skb

Iron — Accounting

1 P; = per_pkt_cost

pktcost; = P;

27



Iron — Accounting

Receiver stack

do_softirq

NET_RX_SOFTIRQ

net_rx_action

-

netif_receive_skb

batch _cost

J
1 P; = per_pkt_cost

pktcost; = P;

27



Iron — Accounting

Receiver stack

do_softirq

NET_RX_SOFTIRQ

net_rx_action

-

netif_receive_skb

batch _cost

J
1 P; = per_pkt_cost

pktcost; = P; +

batch _cost

|P]

28



Iron — Accounting

Receiver stack

N HI, TX, RX, TIMER, SCSI & TASKLET
do_softirq j

NET_RX_SOFTIRQ >

SRX

batch_cost = | do_softirq_cost — 251- *
2. S

net_rx_action

/ cost of all the softirgs
netif_receive_skb 1
P; = per_pkt_cost
batch_cost
pktcost; = P; + )




Transmitter stack

do_softirq

NET_TX_SOFTIRQ

net_tx_action

gdisc_run

dequeue_skb

Iron — Accounting

30



Transmitter stack

do_softirq

NET_TX_SOFTIRQ

net_tx_action

gdisc_run

dequeue_skb

Iron — Accounting

* Linux batches packets for transmission

30



Iron — Accounting

Transmitter stack

do_softirq

NET_TX_SOFTIRQ * Linux batches packets for transmission

net_tx_action

gdisc_run

dequeue_skb

bavtch

30



Iron — Accounting

Transmitter stack

do_softirq

NET_TX_SOFTIRQ * Linux batches packets for transmission

net_tx_action * We measure the cost of the batch and charge each
packet within the batch an equal share

gdisc_run

dequeue_skb

J

\ batch _cost
batch pktCOSt —

batch _size

30



Iron — Accounting

Transmitter stack

do_softirq

NET_TX_SOFTIRQ * Linux batches packets for transmission

net_tx_action * We measure the cost of the batch and charge each
packet within the batch an equal share

* To identify the container to charge at dequeue

* We encode the container information in the skb while
qdisc_run enqueueing the packet

dequeue_skb

\ batch _cost
batch pktCOSt —

batch _size

30



Outline

* How and by how much is isolation broken
* [ron’s Design
* Accounting of per-packet processing cost

* Ensuring isolation via enforcement
* Integration with Linux scheduler



lron — Enforcement

Scheduler Integration

* Return the accounted time to the container which was incorrectly
charged

Interrupt handler

wordcount

time




lron — Enforcement

Scheduler Integration

* Return the accounted time to the container which was incorrectly
charged

Interrupt handler O
wordcount

time




lron — Enforcement

Scheduler Integration

* Return the accounted time to the container which was incorrectly
charged

Return this time
to wordcount

Interrupt handler O
wordcount

time




lron — Enforcement

Scheduler Integration

* Return the accounted time to the container which was incorrectly
charged

* Charge the accounted time to the container which was responsible
for the network traffic

Return this time
to wordcount

Interrupt handler O
wordcount

time




lron — Enforcement

Scheduler Integration

* Return the accounted time to the container which was incorrectly
charged

* Charge the accounted time to the container which was responsible
for the network traffic

Return this time charge this time
to wordcount to TeraSort

Interrupt handler O/
wordcount

time




Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Global
Scheduler :

33



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

quota

Global "ﬁ
Scheduler B

33



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

quota

Global " <= running_time
Scheduler : .

33



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

quota

Global <= running_time

Scheduler B V

period

33



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

quota

<= running_time

—

period

Global

Scheduler N

At the end of the period,
running_time is refilled by quota.

33



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

quota

Global <= running_time
Scheduler B '\-/'.T
period

At the end of the period,
running_time is refilled by quota.

33



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Global {0 «— running_time

Scheduler

34



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Global {0 «— running_time

Scheduler

task on each core borrows time
slices from the global scheduler

Container local_running _time

Core 1l




Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Global (@ <« running_time

Scheduler

task on each core borrows time
slices from the global scheduler

Container local_running _time [

Core 1l




Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

gained

Global (@ <« running_time

Scheduler

task |le—"

Container

local_running _time ]

Core 1l




Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Tracks the time container
should get back

- 7
~"

gained

Global { JJ] <« running_time
Scheduler

_tesk_Je—

Container
——

Core 1l

local_running _time ]

35



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Tracks the time container
should get back

- 7

gained

Global { JJ] <« running_time
Scheduler

_tesk_Je—

Container local_running _time ]
e/ additiona|_cpu_usage

Core 1l

35



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Tracks the time container
should get back

- 7

gained

Global { JJ] <« running_time
Scheduler

taskJe

Container local_running _time ]
| , additional_cpu_usage << 0; not charged
Corel > 0; charged incorrectly

35



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Tracks the time container
should get back

- 7

gained

Global { JJ] <« running_time
Scheduler

taskJe

Container local_running _time
| , additional_cpu_usage JI << 0; not charged
Corel > 0; charged incorrectly

35



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Tracks the time container
should get back

- 7

<« gained

Global lI:Il <«— running_time
Scheduler

taskJe

Container local_running _time
| , additional_cpu_usage << 0; not charged
Corel > 0; charged incorrectly

36



Iron — Enforcement

Scheduler Integration

Reuse infrastructure from cgroup and Linux scheduler

Tracks the time container
should get back

- 7

<« gained

Global Jm running_time
Scheduler

taskJe

Container local_running _time |
| , additional_cpu_usage << 0; not charged
Corel > 0; charged incorrectly

37



lron — Enforcement

Scheduler Integration

 Throttling a sender ensures isolation! Because throttled
' sender (runtime < 0) cannot generate outgoing traffic.



lron — Enforcement

Scheduler Integration

' Throttling a sender ensures isolation! Because throttled

I
'sender (runtime < 0) cannot generate outgoing traffic.
:
I
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Outline

* How and by how much is isolation broken
* [ron’s Design
* Accounting of per-packet processing cost
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* Integration with Linux scheduler
 Hardware-based packet dropping
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Summary

* Evaluated the interference caused by network-based containers.

* Provided hardened isolation for network-based processing in
containerized environment.

* Ensures accurate accounting of the time spent processing network
traffic in softirq.

* Integrated with Linux scheduler with minimal changes.

* Novel packet dropping mechanism to limit the interference.



