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Background
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Background

» There is too much information on today’s Internet
» Reputation systems are employed:

- Highlighting information quality

- Filtering spam




Stack Overflow

Y

< stackoverflow

Profile  Activity A Meta User = Network Profile  Jon Skeet

REPUTATION BADGES IMPACT

850k
632k ~ | hed
849,856 441 6048 o 7131 145.7m people reache
414k _-
Ly D e 2013 2014 2015 2016
b A i \ . Next bad o125 /" 2,793 posts edited
BRI = ewes ext badge
Next tag badge: $02/400 oo P 464 helpful flags
. e Guru Electorate
nodatime . - A 20,117 votes cast

82/80 answers
D




Reputation System

eeeee ATAT LTE 1:27 PM

Search m

00000 AT&T F 2:44 PM 7

-
Yerba Buena Gardens 2

00 Your video has been added!
[t

Yerba Buena Gardens 0.05 mi
L3333 288 Reviews

Parks

Hours Today: 6:00 AM - 10:00 PM Open

£ Add Review

® % I

Photo or Video Checked In Bookmark

RO3S Uress Jewish Museum

For Les:s eI}
—
Q San.Francisco
Museum of
Modern Art 1
7] -~
Everest College Yerba 8\.,
Legal . Centéryf

forthe Arts

745 Mission St, San Francisco, CA 94103
(b/t 3rd St & Opera Aly) in Financial District

Q a

Search About Me

Photos and Videos

Add See All 316 >

Recommended Reviews

3 Jason M. 5/18/11
i vy 601 (3166 9 181
S nnﬂn QQCheck-Ins

What a great SF scenic gem of glory.
It's one of my favorite places to bring
lunch to during work with a big grou...

o~ Benjamin G. 1 month ago
1 v 2196 776 @ 465
ke Lok L |

% 1 Check-In

| dig walking through this lovely park.
It's quite the respite from the financial
district and nrahahlv gne of the best...

Search About Me More



Reputation System

eeeee ATAT LTE 1:27 PM - ' 00000 AT&T & 2:44 PM P

-
Search m Yerba Buena Gardens 2

Photos and Videos

00 Your video has been added! ’
[
Yerba Buena Gardeng

% y Shop by i | All Categories
category
LIEIEIEI L 288 Reviews

Parks Following Today Motors  Fashion Electronics Collectibles & Art Home & Garden Sporting Goods|

Hours Today: 6:00 AM - 10:00 PM

£ Add Reviey

® B

Photo or Video

GE
FOI
UP

; LEAVE THE WORK TO EBAY VALET Qutd
Jewish *.1“.6 \ L ’.f I—E—I— AN EXP ERT Save
S SELL YOUR
Everdds Coldee Yerba B @ A
S I TEMS FOR YOU
745 Mission St, San Francisc
(b/t 3rd St & Opera Aly) in Fin
DE
Q Shoj

Search




Reputation System

eeese ATET LTE 1:27 PM 00000 AT&T 7 2:44 PM 7

|
Search mn% Yerba Buena Gardens 2

g' Your video has been added! ’ Photos and Videos

CIEIEIEIE. 288 Reviews

Parks
Hours Today: 6:00 AM - 10:00 PM

trlpadV| Sor Read Reviews, Compare Prices, Book your Best Trip

1+

Hotels v  Flights  Vacation Rentals  Restaurants Bestof 2016 More v  Write a Review VU

Q@ Where are you going? Q. What are you looki

BOOK TO WIN

— L TRIP-A-DAY

m Sgt%p gy el | All Categories
Yerba Buena Gardend e

Following Today Motors  Fashion Electronics Collectibles & Art Home & Garden Sporting Goods|

GE
FOI
UP

Qutd

Save

DE

Shoj

GIVEAWAY

[e)Y0)



Reputation System

" Wessoges  [Author Gorel] vetes




Reputation System

" Wessoges  [Author Gore)] Vetes




Reputation System

.
-
e
.

I like NSDI'16 ' Alice (0) |




Reputation System

T like NSDTI'16 Alice (0) ?




Reputation System

" Wessoges  [Author Gore)] Vetes

-

Bob Eve Dave




Reputation System

Thensore | Ale@ | o
——'nll

—_.1’ll‘3.E
B

-

Bob Eve Dave




Reputation System

I like NSDI'16 Alice (0)

-

Bob Eve Dave




Reputation System

Messages Author (Score)

I like NSDI'16 | Alice 3) |

- reERTISe

B, T.Y,

Bob Eve Dave




Reputation System

Messages Author (Score)
I like NSDI'16 Alice (3) <e: 3
Don't play with AlphaGo Alice (3) “




Reputation System

I like NSDI'16 Alice (3) G
Don't play with AlphaGo Alice (3) “

Yale colleges are bad Bob (1) “




Reputation System

Messages Author (Score)
I like NSDI'16 Alice (3) <e: 3
Don't play with AlphaGo Alice (3) “

Yale colleges are bad Bob (1) “
el e

8 &

Alice Dave




Reputation System

T like NSDTI'16 Alice (3) G
ot oy wih Alphags | Allce (3 -

Yale colleges are bad Bob (1) m

8 &

Alice Dave




Reputation System

Messages Author (Score)
I like NSDI'16 Alice (3) KE
o oy At | Aice 9 -

D|sI|ke pi

> Vi=1-1-1=-1

Alice Dave




People Care About Privacy

e People want to participate in these reputation
systems anonymously :

- Sensitive topics
- Business competitions
- Other personal concerns
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TARGET: Linkability Problem
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Anonymous Reputation System

Reputation system provider and any user

should not be able to link any user’s activities




Existing Efforts

e E-Cash based approaches [1]:
- Only support positive feedback
- Not support diverse reputation algorithms

[1] John Bethencourt et al. Signatures of reputation. In FC’10.
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e E-Cash based approaches [1]:
- Only support positive feedback
- Not support diverse reputation algorithms

e Blind signature-based efforts [2]:
- Also limited to positive feedback
- Need a centralized banker

[1] John Bethencourt et al. Signatures of reputation. In FC’10.

[2] Elli Androulaki et al. Reputation systems for anonymous networks. In PETS’08.



Existing Efforts

e E-Cash based approaches [1]:
- Only support positive feedback
- Not support diverse reputation algorithms

e Blind signature-based efforts [2]:
- Also limited to positive feedback
- Need a centralized banker

The primitives they depend on are f
computationally expensive! i;

[1] John Bethencourt et al. Signatures of reputation. In FC’10.

[2] Elli Androulaki et al. Reputation systems for anonymous networks. In PETS’08.



Our Goals

e Tracking-resistant anonymous reputation:

- Unlinkability and anonymity of users’ activities
- Diverse reputation utilities (algorithms)



Our Goals

e Tracking-resistant anonymous reputation:

- Unlinkability and anonymity of users’ activities
- Diverse reputation utilities (algorithms)

- No need trust any centralized party

- Scalable to large-size user set
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Technical Challenges



Technical Challenges

e Reputation update relies on activities tracking

It is a paradox in practice!




Technical Challenges

« Reputation update relies on activities tracking

« Misbehaviors (e.qg., duplicate voting) detection



Road-Map

e Motivations

 AnonRep Design
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AnonRep Deployment
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AnonRep Workflow

« Members (including servers and clients) participate in
a continuous series of rounds

Round/ Round?Z Round n

4

Session: A series of rounds



e Each round has three steps

AnonRep Workflow

- Step1: Announcement

- Step2: Message postings

- Step3: Feedback collection
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AnonRep Workflow
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AnonRep Workflow
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Three Steps in Each Round
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Three Steps in Each Round

A |E(Ra) Nymc

B | E(Re) Nyma

C |ERe) [Step l :AnnouncementJ Nymp

D |E(Rp) Nyme
Run by servers

Reputation list Fresh pseudonym list




Three Steps in Each Round

A |E(Rn) Nymc
B | E(Rs) Nyma
C |E(Re) [Step I :Announcement} Nymb
D |E(Rp) Nyme
Run by servers
Reputation list Fresh pseudonym list

[StepZ: Message PostingJ
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Three Steps in Each Round

A | E(Ra) Nymc
B | E(Rs) Nyma
C |ERe) Step | : Announcement Nymp
D |E(Rp) Nyme
Run by servers
Reputation list Fresh pseudonym list
A |ERA) [StepZ: Message PostingJ
B |ER’p)
C |ERYQ) l
D_|ERD) Msg | User
Updated Step3: Feedback Hi | Nyms
Reputation list Collection Nyma
Run by servers
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Step1: Announcement
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* C.Andrew Neff. A verifiable secret shuffle and its application to e-voting. In CCS’0l.
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Step2: Message Posting
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Linkable Ring Signature (LRS)
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* Liu et al. Linkable ring signatures: Security models and new schemes. In ICCSA’05.
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* Liu et al. Linkable ring signatures: Security models and new schemes. In ICCSA’05.



Linkable Ring Signature (LRS)
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One member signed the msg,

but | do not know who did that.
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Verifier

 LRS can hide voter’s pseudonym
e LRS can avoid duplicate votes

* Liu et al. Linkable ring signatures: Security models and new schemes. In ICCSA’05.



Linkable Ring Signature (LRS)

.', 4 )
£2Q(PK3,SKo) One member signed the msg,

but | do not know who did that.
\ J
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Verifier

 LRS can hide voter’s pseudonym
e LRS can avoid duplicate votes
» Different messages have different LRS

* Liu et al. Linkable ring signatures: Security models and new schemes. In ICCSA’05.
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Step3: Feedback Collection

MsglD | Msg | User |Score| Votes

Msg | Hi | N 3 SIS
el | W N

Like: |

Msg2 | Hello [ Nyma| 2

AnonRep supports diverse reputation algorithms



Step3: Feedback Collection
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Step3: Feedback Collection
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Step3: Feedback Collection
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Step3: Feedback Collection
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Step3: Feedback Collection
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Three Steps in Each Round
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Session, Rounds and Steps
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Road-Map

e Motivations

« AnonRep Design

e Practical Considerations




Practical Considerations

e Intersection attacks on special reputations
» Performance optimization

» Misbehavior detection

 Registration verification



Practical Considerations

e Intersection attacks on special reputations

Please see our paper for more details
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Security-Enhanced AnonRep

- Actual reputation scores are maintained as ciphertexts
- Solution: Homomorphic encryption [1]

[I] Cramer et al. A secure and optimally efficient multi-authority election scheme. In EUROCRYPT’97.



Security-Enhanced AnonRep

- Actual reputation scores are maintained as ciphertexts
- Solution: Homomorphic encryption [1]

- Reputation budget: posting message with budget < actual score
- Solution: Zero-knowledge proof [2]

[I] Cramer et al. A secure and optimally efficient multi-authority election scheme. In EUROCRYPT’97.

[2] Camenisch et al. Proof systems for general statements about discrete logarithms. In ETH TR’97.
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Road-Map

e Motivations

« AnonRep Design

e Practical Considerations

e Fvaluation




Implementation

« A working prototype in Go Language

- Heavily depends on DeDiS Crypto Go library
https://github.com/DeDiS/crypto

- Our prototype is open source
https://github.com/anonyreputation/anonCred



https://github.com/anonyreputation/anonCred
https://github.com/anonyreputation/anonCred
https://github.com/DeDiS/crypto
https://github.com/DeDiS/crypto
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Conclusion

« The first practical tracking-resistant anonymous
reputation system:
- Unlinkability and anonymity of users’ activities
- Diverse reputation utilities (algorithms)
- No need trust any centralized party
- Scalable to large-size user set

» Find out more at:
- http://dedis.cs.yale.edu/dissent/



http://dedis.cs.yale.edu/cloud/
http://dedis.cs.yale.edu/cloud/

