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from pox.core import core 
import pox 
log = core.getLogger() 
 
from pox.lib.packet.ipv4 import ipv4 
from pox.lib.packet.arp import arp 
import pox.lib.packet as pkt 
 
from pox.lib.addresses import IPAddr 
from pox.lib.addresses import EthAddr 
from pox.lib.util import str_to_bool, dpid_to_str, 
str_to_dpid 
from pox.lib.revent import EventMixin, Event 
from pox.lib.recoco import Timer 
import pox.lib.recoco as recoco 
 
import pox.openflow.libopenflow_01 as of 
from pox.proto.dhcpd import DHCPD, SimpleAddressPool 
 
import time 
import random 
 
FLOW_TIMEOUT = 60 
FLOW_MEMORY_TIMEOUT = 60 * 10 
 
 
class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 
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class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 
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  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
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      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 



 
from pox.core import core 
import pox 
log = core.getLogger() 
 
from pox.lib.packet.ipv4 import ipv4 
from pox.lib.packet.arp import arp 
import pox.lib.packet as pkt 
 
from pox.lib.addresses import IPAddr 
from pox.lib.addresses import EthAddr 
from pox.lib.util import str_to_bool, dpid_to_str, 
str_to_dpid 
from pox.lib.revent import EventMixin, Event 
from pox.lib.recoco import Timer 
import pox.lib.recoco as recoco 
 
import pox.openflow.libopenflow_01 as of 
from pox.proto.dhcpd import DHCPD, SimpleAddressPool 
 
import time 
import random 
 
FLOW_TIMEOUT = 60 
FLOW_MEMORY_TIMEOUT = 60 * 10 
 
 
class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 



 
from pox.core import core 
import pox 
log = core.getLogger() 
 
from pox.lib.packet.ipv4 import ipv4 
from pox.lib.packet.arp import arp 
import pox.lib.packet as pkt 
 
from pox.lib.addresses import IPAddr 
from pox.lib.addresses import EthAddr 
from pox.lib.util import str_to_bool, dpid_to_str, 
str_to_dpid 
from pox.lib.revent import EventMixin, Event 
from pox.lib.recoco import Timer 
import pox.lib.recoco as recoco 
 
import pox.openflow.libopenflow_01 as of 
from pox.proto.dhcpd import DHCPD, SimpleAddressPool 
 
import time 
import random 
 
FLOW_TIMEOUT = 60 
FLOW_MEMORY_TIMEOUT = 60 * 10 
 
 
class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 



 
from pox.core import core 
import pox 
log = core.getLogger() 
 
from pox.lib.packet.ipv4 import ipv4 
from pox.lib.packet.arp import arp 
import pox.lib.packet as pkt 
 
from pox.lib.addresses import IPAddr 
from pox.lib.addresses import EthAddr 
from pox.lib.util import str_to_bool, dpid_to_str, 
str_to_dpid 
from pox.lib.revent import EventMixin, Event 
from pox.lib.recoco import Timer 
import pox.lib.recoco as recoco 
 
import pox.openflow.libopenflow_01 as of 
from pox.proto.dhcpd import DHCPD, SimpleAddressPool 
 
import time 
import random 
 
FLOW_TIMEOUT = 60 
FLOW_MEMORY_TIMEOUT = 60 * 10 
 
 
class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 



 
from pox.core import core 
import pox 
log = core.getLogger() 
 
from pox.lib.packet.ipv4 import ipv4 
from pox.lib.packet.arp import arp 
import pox.lib.packet as pkt 
 
from pox.lib.addresses import IPAddr 
from pox.lib.addresses import EthAddr 
from pox.lib.util import str_to_bool, dpid_to_str, 
str_to_dpid 
from pox.lib.revent import EventMixin, Event 
from pox.lib.recoco import Timer 
import pox.lib.recoco as recoco 
 
import pox.openflow.libopenflow_01 as of 
from pox.proto.dhcpd import DHCPD, SimpleAddressPool 
 
import time 
import random 
 
FLOW_TIMEOUT = 60 
FLOW_MEMORY_TIMEOUT = 60 * 10 
 
 
class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 
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192.168.100.100 
00:00:00:00:00:02 

Outgoing 



TABLE nat(macaddr, ipaddr, tpport, tpport); 
VAR nextport: tpport = 10000;  
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// Event API 
EVENT stolen_laptop_report  
  {laptop: macaddr}; 
EVENT stolen_laptop_cancel  
  {laptop: macaddr}; 
EVENT stolen_laptop_found  
  {laptop: macaddr,  
   swid: switchid,  
   time: int}; 
 
// Named pipe for event output 
OUTGOING notify_police(stolen_laptop_found) 
  THEN SEND TO 127.0.0.1:5050; 
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// Get time() from another process 
REMOTE TABLE get_time 
  FROM time AT 127.0.0.1:9091 
  TIMEOUT 1 seconds; 





// store MAC of stolen devices 
TABLE stolen(macaddr); 
 
// react to events from police 
ON stolen_laptop_cancel(ev): 
  DELETE (ev.mac) FROM stolen; 
ON stolen_laptop_report(ev): 
  INSERT (ev.mac) INTO stolen; 
 
// notify police if stolen laptop appears 
ON packet(pkt) WHERE  
    stolen(pkt.dlSrc) AND 
    edgePort(pkt.locSw, pkt.locPt):   
  DO notify_police(sto) WHERE 
    sto.mac = pkt.dlSrc AND 
    sto.swid = pkt.locSw AND 
    get_time(sto.time); 
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assert onlyPoliceRemoveStolen { 
 all st1, st2: State, ev: Event | 
  transition[st1, ev, st2] and 
         some (st1.stolen – st2.stolen) 
   implies 
   ev in EVstolen_laptop_cancel 
} 
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         some (st1.stolen – st2.stolen) 
   implies 
   ev in EVstolen_laptop_cancel 
} 



assert onlyPoliceRemoveStolen { 
 all st1, st2: State, ev: Event | 
  transition[st1, ev, st2] and 
         some (st1.stolen – st2.stolen) 
   implies 
   ev in EVstolen_laptop_report 
} 



assert onlyPoliceRemoveStolen { 
 all st1, st2: State, ev: Event | 
  transition[st1, ev, st2] and 
         some (st1.stolen – st2.stolen) 
   implies 
   ev in EVstolen_laptop_report 
} 



assert onlyPoliceRemoveStolen { 
 all st1, st2: State, ev: Event | 
  transition[st1, ev, st2] and 
         some (st1.stolen – st2.stolen) 
   implies 
   ev in EVstolen_laptop_report 
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from pox.core import core 
import pox 
log = core.getLogger() 
 
from pox.lib.packet.ipv4 import ipv4 
from pox.lib.packet.arp import arp 
import pox.lib.packet as pkt 
 
from pox.lib.addresses import IPAddr 
from pox.lib.addresses import EthAddr 
from pox.lib.util import str_to_bool, dpid_to_str, 
str_to_dpid 
from pox.lib.revent import EventMixin, Event 
from pox.lib.recoco import Timer 
import pox.lib.recoco as recoco 
 
import pox.openflow.libopenflow_01 as of 
from pox.proto.dhcpd import DHCPD, SimpleAddressPool 
 
import time 
import random 
 
FLOW_TIMEOUT = 60 
FLOW_MEMORY_TIMEOUT = 60 * 10 
 
 
class Record (object): 
  def __init__ (self): 
    self.touch() 
    self.outgoing_match = None 
    self.incoming_match = None 
    self.real_srcport = None 
    self.fake_srcport = None 
    self.outgoing_fm = None 
    self.incoming_fm = None 
 
  @property 
  def expired (self): 
    return time.time() > self._expires_at 
 
  def touch (self): 
    self._expires_at = time.time() + FLOW_MEMORY_TIMEOUT 
 
  def __str__ (self): 
    s = "%s:%s" % (self.outgoing_match.nw_src, 
self.real_srcport) 
    if self.fake_srcport != self.real_srcport: 
      s += "/%s" % (self.fake_srcport,) 
    s += " -> %s:%s" % (self.outgoing_match.nw_dst, 
self.outgoing_match.tp_dst) 
    return s 
 
 
class NAT (object): 
  def __init__ (self, inside_ip, outside_ip, gateway_ip, 
dns_ip, outside_port, 
      dpid, subnet = None): 
 
    self.inside_ip = inside_ip 
    self.outside_ip = outside_ip 
    self.gateway_ip = gateway_ip 
    self.dns_ip = dns_ip # Or None 
    self.outside_port = outside_port 
    self.dpid = dpid 
    self.subnet = subnet 
 
    self._outside_portno = None 
    self._gateway_eth = None 
    self._connection = None 
 
    # Which NAT ports have we used? 
    # proto means TCP or UDP 
    self._used_ports = set() # (proto,port) 
 
    # Flow records indexed in both directions 
    # match -> Record 
    self._record_by_outgoing = {} 
    self._record_by_incoming = {} 
 
    core.listen_to_dependencies(self) 
 

  def _all_dependencies_met (self): 
    log.debug('Trying to start...') 
    if self.dpid in core.openflow.connections: 
      self._start(core.openflow.connections[self.dpid]) 
    else: 
      core.openflow.addListenerByName('ConnectionUp', 
          self.__handle_dpid_ConnectionUp) 
 
    self.expire_timer = Timer(60, self._expire, recurring 
= True) 
 
  def _expire (self): 
    dead = [] 
    for r in self._record_by_outgoing.itervalues(): 
      if r.expired: 
        dead.append(r) 
 
    for r in dead: 
      del self._record_by_outgoing[r.outgoing_match] 
      del self._record_by_incoming[r.incoming_match] 
      
self._used_ports.remove((r.outgoing_match.nw_proto,r.fake
_srcport)) 
 
    if dead and not self._record_by_outgoing: 
      log.debug("All flows expired") 
 
  def _is_local (self, ip): 
    if ip.is_multicast: return True 
    if self.subnet is not None: 
      if ip.in_network(self.subnet): return True 
      return False 
    if ip.in_network('192.168.0.0/16'): return True 
    if ip.in_network('10.0.0.0/8'): return True 
    if ip.in_network('172.16.0.0/12'): return True 
    return False 
 
  def _pick_port (self, flow): 
    """ 
    Gets a possibly-remapped outside port 
 
    flow is the match of the connection 
    returns port (maybe from flow, maybe not) 
    """ 
 
    port = flow.tp_src 
 
    if port < 1024: 
      # Never allow these 
      port = random.randint(49152, 65534) 
 
    # Pretty sloppy! 
 
    cycle = 0 
    while cycle < 2: 
      if (flow.nw_proto,port) not in self._used_ports: 
        self._used_ports.add((flow.nw_proto,port)) 
        return port 
      port += 1 
      if port >= 65534: 
        port = 49152 
        cycle += 1 
 
    log.warn("No ports to give!") 
    return None 
 
  @property 
  def _outside_eth (self): 
    if self._connection is None: return None 
    #return self._connection.eth_addr 
    return 
self._connection.ports[self._outside_portno].hw_addr 
 
  def _handle_FlowRemoved (self, event): 
    pass 
 
  @staticmethod 
  def strip_match (o): 
    m = of.ofp_match() 
 
    fields = 'dl_dst dl_src nw_dst nw_src tp_dst tp_src 
dl_type nw_proto' 

 
    for f in fields.split(): 
      setattr(m, f, getattr(o, f)) 
 
    return m 
 
  @staticmethod 
  def make_match (o): 
    return NAT.strip_match(of.ofp_match.from_packet(o)) 
 
  def _handle_PacketIn (self, event): 
    if self._outside_eth is None: return 
 
    #print 
    #print 
"PACKET",event.connection.ports[event.port].name,event.po
rt, 
    #print self.outside_port, self.make_match(event.ofp) 
 
    incoming = event.port == self._outside_portno 
 
    if self._gateway_eth is None: 
      # Need to find gateway MAC -- send an ARP 
      self._arp_for_gateway() 
      return 
 
    packet = event.parsed 
    dns_hack = False 
 
    # We only handle TCP and UDP 
    tcpp = packet.find('tcp') 
    if not tcpp: 
      tcpp = packet.find('udp') 
      if not tcpp: return 
      if tcpp.dstport == 53 and tcpp.prev.dstip == 
self.inside_ip: 
        if self.dns_ip and not incoming: 
          # Special hack for DNS since we've lied and 
claimed to be the server 
          dns_hack = True 
    ipp = tcpp.prev 
 
    if not incoming: 
      # Assume we only NAT public addresses 
      if self._is_local(ipp.dstip) and not dns_hack: 
return 
    else: 
      # Assume we only care about ourselves 
      if ipp.dstip != self.outside_ip: return 
 
    match = self.make_match(event.ofp) 
 
    if incoming: 
      match2 = match.clone() 
      match2.dl_dst = None # See note below 
      record = self._record_by_incoming.get(match2) 
      if record is None: 
        # Ignore for a while 
        fm = of.ofp_flow_mod() 
        fm.idle_timeout = 1 
        fm.hard_timeout = 10 
        fm.match = of.ofp_match.from_packet(event.ofp) 
        event.connection.send(fm) 
        return 
      log.debug("%s reinstalled", record) 
      record.incoming_fm.data = event.ofp # Hacky! 
    else: 
      record = self._record_by_outgoing.get(match) 
      if record is None: 
        record = Record() 
 
        record.real_srcport = tcpp.srcport 
        record.fake_srcport = self._pick_port(match) 
 
        # Outside heading in 
        fm = of.ofp_flow_mod() 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
 
        fm.match = match.flip() 
        fm.match.in_port = self._outside_portno 
        fm.match.nw_dst = self.outside_ip 

        fm.match.tp_dst = record.fake_srcport 
        fm.match.dl_src = self._gateway_eth 
 
        # We should set dl_dst, but it can get in the 
way.  Why?  Because 
        # in some situations, the ARP may ARP for and get 
the local host's 
        # MAC, but in others it may not. 
        #fm.match.dl_dst = self._outside_eth 
        fm.match.dl_dst = None 
 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(packet.ds
t)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(packet.sr
c)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_dst(ipp.srcip
)) 
 
        if dns_hack: 
          fm.match.nw_src = self.dns_ip 
          
fm.actions.append(of.ofp_action_nw_addr.set_src(self.insi
de_ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_dst(record.re
al_srcport)) 
 
        fm.actions.append(of.ofp_action_output(port = 
event.port)) 
 
        record.incoming_match = 
self.strip_match(fm.match) 
        record.incoming_fm = fm 
 
        # Inside heading out 
        fm = of.ofp_flow_mod() 
        fm.data = event.ofp 
        fm.flags |= of.OFPFF_SEND_FLOW_REM 
        fm.hard_timeout = FLOW_TIMEOUT 
        fm.match = match.clone() 
        fm.match.in_port = event.port 
        
fm.actions.append(of.ofp_action_dl_addr.set_src(self._out
side_eth)) 
        
fm.actions.append(of.ofp_action_nw_addr.set_src(self.outs
ide_ip)) 
        if dns_hack: 
          
fm.actions.append(of.ofp_action_nw_addr.set_dst(self.dns_
ip)) 
        if record.fake_srcport != record.real_srcport: 
          
fm.actions.append(of.ofp_action_tp_port.set_src(record.fa
ke_srcport)) 
        
fm.actions.append(of.ofp_action_dl_addr.set_dst(self._gat
eway_eth)) 
        fm.actions.append(of.ofp_action_output(port = 
self._outside_portno)) 
 
        record.outgoing_match = 
self.strip_match(fm.match) 
        record.outgoing_fm = fm 
 
        self._record_by_incoming[record.incoming_match] = 
record 
        self._record_by_outgoing[record.outgoing_match] = 
record 
 
        log.debug("%s installed", record) 
      else: 
        log.debug("%s reinstalled", record) 
        record.outgoing_fm.data = event.ofp # Hacky! 
 
    record.touch() 
 
    # Send/resend the flow mods 

    if incoming: 
      data = record.outgoing_fm.pack() + 
record.incoming_fm.pack() 
    else: 
      data = record.incoming_fm.pack() + 
record.outgoing_fm.pack() 
    self._connection.send(data) 
 
    # We may have set one of the data fields, but they 
should be reset since 
    # they won't be valid in the future.  Kind of hacky. 
    record.outgoing_fm.data = None 
    record.incoming_fm.data = None 
 
  def __handle_dpid_ConnectionUp (self, event): 
    if event.dpid != self.dpid: 
      return 
    self._start(event.connection) 
 
  def _start (self, connection): 
    self._connection = connection 
 
    self._outside_portno = 
connection.ports[self.outside_port].port_no 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.priority = 1 
    connection.send(fm) 
 
    fm = of.ofp_flow_mod() 
    fm.match.in_port = self._outside_portno 
    fm.match.dl_type = 0x800 # IP 
    fm.match.nw_dst = self.outside_ip 
    
fm.actions.append(of.ofp_action_output(port=of.OFPP_CONTR
OLLER)) 
    fm.priority = 2 
    connection.send(fm) 












