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Revisiting Stuxnet



Key Facts

» Windows worm discovered in July 2010
» Uses 7 different self-propagation methods

» Uses 4 Microsoft 0-day exploits + 1 known
vulnerability

» Leverages 2 Siemens security iIssues
» Contains a Windows rootkit
» Used 2 stolen digital certificates

» Modified code on Programmable Logic Controllers
(PLCs)

» First known PLC rootkit
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Discovering Duqu
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Inside Duqu



Key Facts

Duqu uses the same code as Stuxnet except payload is
different

Payload isn’t sabotage, but espionage

Highly targeted

Used to distribute infostealer components

Dropper used a 0-day (Word DOC w/ TTF kernel exploit)
Driver uses a stolen digital certificate (C-Media)

No self-replication, but can be instructed to copy itself to
remote machines

Multiple command and control servers that are simply
proxies

Infections can serve as peers in a peer-to-peer C&C
system
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Architecture

» Main component
A large DLL with 8 or 6 exports and 1 main resource block
Resource= Command & Control module

» Copies itself as %W INDIR%\Inf\xxX.pnf
» Injected into several processes
» Controlled by a Configuration Data file

» Lots of similarities with Stuxnet

Organization
Code

» Usual lifespan: 30 days
Can be extended
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Installation

Document Opened Legitimate
Triggers Exploit Document

. Exploit Loads
Exploit Shellcode
Shellcode Shellcode !
decrypts driver : _Decryption
and Installer S Driver File(.sys) | ]
E 1 § @ Installer
y B Installer(.dll) S Installation decrypts 3 files
Shellcode [ a::Ip sses
executes driver code P
s : execution to the
' ; _main component
Driver Flle(.sys) Duqu
¥ Main DLL
river injects
Installer into »  Services.exe
services.exe

Load Point
Driver

ConfigFile



Signed Drivers

General |Details | certification Path | General | Details Certification Path

2l x|

r Certification path

Certificate Information VeriSign Class 3 Public Primary CA
VeriSign Class 3 Code Signing 2009-2 CA
This certificate is intended for the following purpose(s): C-Media Electronics Inc on

* Ensures software came from sofbware publisher
* Protects software From alkeration after publication

* Refer to the certification authority's skatement For details,

Issued bo:  C-Media Electronics Incorporation

Issued by: Werisign Class 3 Code Signing 2009-2 CA

Wiew Gertificate |

valid from 5i3/2009 to &/2/2012
Certificate status:

This certificate was revoked by its certification authority.

Issuer Skatement |

Install Certificate.

» Some signed (C-Media certificate)
» Revoked on October 14
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Command & Control Module

» Communication over TCP/80 and TCP/443
Embeds protocol under HTTP, but not HTTPS
Includes small blank JPEG in all communications
Basic proxy support

» Complex protocol

TCP-like with fragments, sequence and ack. numbers,
etc.

Encryption AES-CBC with fixed Key
Compression LZO
Extra custom compression layer

» Infections can serve as proxies to enable a peer-to-
peer C&C system
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Payloads

» C&C sends modules to the infected systems
Executed directly in memory
Saved to disk encrypted

» Modules seen
Infostealer
Reconnaissance module
“Lifespan expansion” module
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Weird, Wacky, and Unknown
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TTF 0-Day Exploit

» Vulnerabllity in GDI in Win32k.sys processinga TTF
object

» Able to modify 1 byte

jbe short loc_BF989EAF
mouzZx edi, ax
mou edi, edi
loc_BF989EAG: ; CODE XREF: sfac_GetSbitBitmap(x
mou dl, [ecx]
or [esi], d1 ; overwrite here
inc eCX
inc esi
dec edi
jnz short loc_BF9289EAG
loc_BF989EAF : ; CODE XREF: sfac_GetSbitBitmap(x
mouzZx edx, [ebp+arg_ 28]
add ebx, edx
dec [ebp+arg_24]

= - - - [ T R - [ R .
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TTF 0-Day Exploit

» Font file claims to be "Dexter Regular" by "Showtime
Inc.,”

» Dexter is a television series about Dexter Morgan, a blood
pattern analyst for the Miami Metro Police Department

» He moonlights as a serial killer, but only kills other
murderers

» The font file only has two characters defined

)
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Link with “Stars” Virus

» In April 2011 lranian officials stated they were hit by
a virus named “Stars”

» Inside one of the keylogger components is a partial
Image
Used before an embedded MZ file
Perhaps used to obfuscate the embedded MZ file
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Link with “Stars” Virus

Interacting Galaxy System NGC 6745

Hubble

Heritage

NASA and The Hubble Heritage Team (STScl/AURA)
Hubble Space Telescope WFPC2 « STScl-PRC00-34
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Odd Code

» Duqu is almost entirely C++
» The C&C module is not C++, but very much like it

Object oriented

Function table is directly in the class instance and can be
modified after the constructor is called

Objects communicate using method calls, queues, and event
callbacks

Constructors and destructors

Function table locations are not fixed (some at offset 0, some
not)

Member functions can be called directly or via the object
function table

The ‘this’ pointer can be in any register or stack

» Most likely C, with custom C++ features added



Conclusion

» Stuxnet was the first publicly known malware
designed to cause “real” real-world damage

» Duqgu shares many similarities but is used for
espionage

Both required resources at the level of a nation-state
Raises attribution issues

Created by the same organization

Level of sophistication is singular

» Attackers have not gone away
New Duqu binary compiledin Feb 2012
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More information

» Check out Symantec’s papers and blogs
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W32.Stuxnet Dossier

Version 1.4 (February 2011)

Nicolas Falliere, Liam O Murchu,
and Eric Chien

While the bulk of the analysis is complete, Stuxnet is an incredibly large

The t ument
shortly after release as new information is uncovered or may be publicy
disdosed. This paper is the work of numerous individuals on the Syman-
tec Security Response team over the last three months well beyond the
cited authars. Without their assistance, this paper would natbe possible.

Introduction

W32.Stuxnet has gained a lot of attention from researchers and me-
dia recently. There is good reason for this. Stuxnet is one of the
most complex threats we have analyzed. In this paper we take a de-
tailed look at Stuxnet and its various components and particularly
focus on the final goal of Stuxnet, which is to reprogram industrial
control systems. Stuxnet is a large, complex piece of makware with
many different components and functionalities. We have already
covered some of these components in our on the top-
ic. While some of the information from those blogs is included here,
this paper is a more comprehensive and in-depth look at the threat.

Stuxnet is a threat that was primarily written to target an industrial
control system or set of similar systems. Industrial control systems are
used in gas pipelines and power plants. Its final goal is to reprogram
industrial control systems (ICS) by modifying code on programmable
logic controllers (PLCs) to make them work in amanner the attacker in-
tended and to hide those changes from the operator of the equipment.
In order to achieve this goal the creators amassed a vast array of com-
ponents to increase their chances of success. This includes zero-day
exploits, a Windows rootkit, the first ever PLC rootkit, antivirus evasion
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W32.Duqu

The precursor to the next Stuxnet

Version 1.3 (November 1, 2011)

Executive summary

On October 14, 2011, we were alerted to a sample by the

(CrySyS) at Budapest Universi-
ty of Technology ana Economics. The threat appeared very similar to
the Stuxnet worm from June of 2010. CrySyS named the threat Duqu
[dyi-kyd] because it creates files with tne file name prefix “-DQ".
Tne research lab provided their detailed initial report to us, which
we have added as an appendix. The tnreat was recovered by Cry-
SyS from an organization based in Europe and has since been found
in numerous countries. We have confirmed is a tnreat
nearly identical to Stuxnet, but with a completely ditferent purpose.

Duqu is essentially the precursor to a future Stuxnet-like attack. The
threat was written by the same authors, or those that have access to
tne Stuxnet source code, and the recovered samples have been cre-
ated after the last-dgiscovered version of Stuxnet. Duqu’s purpose
to gather intelligence data and assets from entities such as indus-
trial infrastructure and system manufacturers, amongst others not in
the industrial sector, in order to more easily conduct a future attack
against another third party. The attackers are looking for information
such as design documents that could help them mount a future attack
on various industries, incluging industrial control system facilities.

gty
23 31 Alowed 03 include e
which youcanind 35 3n sppendis.

ontainanyc
primarily aremoteaccess Trojan (RAT). The threat does not self-replicate.


http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_stuxnet_dossier.pdf
http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/w32_duqu_the_precursor_to_the_next_stuxnet_research.pdf

Questions?

Thank youl!
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