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Tor is Efficient: ~65% utilization!
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Outline

➔ Problem and Motivation
➔ More Tor Details

● Circuits, Guards, Multiplexing
● “Static Throttling”

➔ Adaptive Throttling
➔ Performance Evaluation
➔ Anonymity Evaluation
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Attacking Anonymity:
Learning Throttle Rate

5 KiB/s





Conclusions

➔ Goal: throttle bandwidth parasites
● Throttling improves web client performance, anonymity
● Tor patches publicly available

➔ Open question:
● How to deal with 'cheaters'?
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