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The Internet of Things
permeates many spaces.

Smart Homes

Workplaces

Hospitals
Schools

- ...etc.
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How can we assess the security
of an IoT network?

Proposed: (R, E, I)
R := Risk, defined as: {Rcons Rintes Ravair?
E == Exploitability U

I := Impact
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The Attack Circuit
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Dynamic Activity Metrics using SIEM Logs

How does network behavior factor into the security state?

‘/” Large body of work in anomaly detection and scoring in network traffic patterns
G We studied network uptime, encryption scheme, and blacklisted IP events*

g Our metrics were gathered from packet-sniffing on Wireshark

* https://myip.ms/browse/blacklist

Attack Circuits for IoT Network Security 6 USENIX HotSec ‘19


https://myip.ms/browse/blacklist

Attack Circuits for IoT Network Sgfeff rity 7 USENIX HotSec ‘19



Construction and Evaluation

Total smart home devices
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Live smart home devices (Google Home,
Belkin WeMo, Roku, Amazon Echo, HP Printer)

Exploitability: Amazon Echo, Belkin WeMo

Attack circuit types
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Prototype Results
2 06
£ 02 /
o . : . . 0 —_—
u TeSted W|th f|Ve deV|CeS W|th aCt|V|ty met”CS 1CVE 1 device 2 devices 3 devices 4 devices 5 devices
e Network === Amazon Echo Belkin WeMo
Google Home === Roku Media Player s====HP Inkjet
= Initial results are a proof-of-concept for the
scoring methods | | Echo, 1 CVE | Echo, all CVEs | Echo, WeMo |
Egcho 0.0289 0.1182 0.3380
Ipeho 0.0140 0.0679 0.1776
Echo Reon s 0.0073 0.0341 0.0982
. - . : Echo Rinteq 0.0 0.0268 0.0910
= Data seems intuitive: compromised devices Echo Ry 00 0.0 0.0644
introduced -> higher exploitability score for other Bwenro N/A N/A 0.8490
) Iwento N/A N/A 0.4823
devices and network WeMo Fcons | NIA N/A 05744
WeMo Ryl N/A N/A 0.4605
ENetwork 0.0289 0.1182 0.9223
o . INetwork 0.0140 0.0679 0.6078
= Similar results for impact score Network ooy | 00073 n0%! oxe7
Network R Aa‘f 0.0 0.0 0.5098
TABLE T

DEVICE AND NETWORK SCORES FOR DIFFERENT NETWORK SETTINGS.
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Future Work

Testing of system at larger scale,
refinement of constants

Subgraphs for each device representing
the program dependence graph

Sequence models for NLP/NLU: I/O
edges
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Thank you!

joshp007@stanford.edu
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