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Motivation: A trillion devices from edge to cloud
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Vision: To enable an intelligent and secure world with a trillion connected devices
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Significant R&D investment to build industry-leading loT systems and cloud services
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What's different on the Edge? _n

Different attack vectors require a
more complete security model and Models

potentially different approaches to

securing multi-tenancy
Unreliable Scale

More constrained node GCEIGEEY  Connectivity Attestation
environments, limited virtualization “\Networking
for devices, with no ability to scale- Security rotocols
out to other nodes in cluster &Trust | o mputing
Different connectivity model, O™
. . . Resource Monitoring
potentially unreliable, constrained
metered bandwidth, and local-first Reactive Device

service model Security S Management _ @@\ TE 0 {e))

Physical sensors which must be

allocated, multiplexed, secured, and Resource
managed — something that just Management
doesn’t happen in a cloud data center
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Cloud Native for the Edge o

Base development environment Containerization Microservices

on existing cloud-native
methods, ecosystem, APls, and

tool chains. W) Unreliable  gcale
Updates Connectivity
Bring server-style modern . etworking
application management, Ss'ffl.::':ty | Edge rotocols
continuous integration and Rollbacks Computing A,
deployment to the edge.
PioY 5 Resource Monitoring ELEEE
Security Device
Py @ Extend tools & technology IS4 . Management _
> 2> where necessary to optimize for N Dslse:;'\',:y
loT and Edge and target wide- Lifecycle

scale versus cluster deployment. Management

4 ©Arm 2020 Arm Research — Software and Large Scale Systems q r m



5

Kubernetes — provisioning and orchestration
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Edge Networking

Embedded DNS
DNS Queries (127.0.0.1)
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Device Management

apiVersion: apps/vl
kind: DaemonSet
metadata:
name: pulseaudio
labels:
k8s-app: pulseaudio
spec:
selector:
matchLabels:
name: pulseaudio
template:
metadata:
labels:
name: pulseaudio
spec:
nodeSelector:
pulse: "enabled"
hostname: pulse
containers:
- name: pulseaudio
imaggaB

age: registry.gitlab.co
resources:
limits:
cpu: 35em
memory: 1@@Mi
smarter-devices/snd: 1
requests:
cpu: 256m
memory: 100Mi
smarter-devices/snd: 1
inationGracePeriodSegs
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arm-research/smarter/edge-workloads/pulseaudio:v1.0.0

: 15

: Kubelet
' smarter/videoO (1,0)
' smarterivideo1 (1,0)
' smarterivideo2 (1,1)

Smarter-device-manager

Mideo®, 1
/devivideo0 &—— X

Application Container /dev/video1 : Cn

smarter/videoO (1)

/devivideo0 /devivideo2 ¢———y )

Application Container
smarterivideo1 (1)

/devivideo1

Application Container

Arm Research — Software and Large Scale Systems q r m



8

SMARTER Stack
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MQTT

1 fluentd InfluxDB

Developer Interface w/ CI/CD

k3s server

DevOps Interface w/Monitoring

Device Manager

k3s edge
kubernetes

Pelion \ PARSEC

v
Grafana Dashboard
Pelion Lifecycle Management

Server
Self-Hosted or Cloud

http://gitlab.com/arm-research/smarter/example
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fluentd InfluxDB

Real-Time Data Broker

Developer Interface w/ CI/CD

Community “App Store” Ecosystem

Resource Broker
Goal Directed Hierarchical Orchestration
Continuous Learning Lifecycle Management

DevOps Interface w/Monitoring

Pelion Lifecycle Management

Server
Self-Hosted or Cloud
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For additional information....
http://arm-research.gitlab.io/smarter

= Example project contains cloud and client-side instructions to
deploy pedestrian/car detector and audio classifier

Blogs detailing specific components and
methodologies

CNCF webinar including SMARTER example

Array of Things and Waggle Platform
(inspiration for base architecture and applications)

Arm Project Cassini

Arm Pelion Edge

SMARTER is an open-source reference, please
comment, contribute, extend!

Contact: eric.vanhensbergen@arm.com
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http://arm-research.gitlab.io/smarter
https://community.arm.com/search%3Fq=SMARTER&group=1167
https://www.cncf.io/webinars/develop-your-cloud-native-use-cases-at-the-edge-with-k3s/
http://arrayofthings.github.io/
https://www.arm.com/-/media/global/solutions/artificial-intelligence/Project_Cassini.pdf%3Frevision=71838a07-2a18-437f-9ad0-bd7c4e4e31d0
https://www.arm.com/products/iot/pelion-iot-platform/device-management/edge
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The Arm trademarks featured in this presentation are registered
trademarks or trademarks of Arm Limited (or its subsidiaries) in

the US and/or elsewhere. All rights reserved. All other marks
featured may be trademarks of their respective owners.
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