Building identity for
an open perimeter

Tejas Dharamshi
Senior Security Software Engineer
@tejasdharamshi



06 January 2016

Netflix Is Now Available Around
the World

£ ¥ O %

World’s Leading Internet TV Service Now Live in More than
190 Countries

Las Vegas, January 6, 2016 -- Netflix launched its service globally, simultaneously
bringing its Internet TV network to more than 130 new countries around the world.
The company made the announcement -- and the service went live -- during a
keynote by Co-founder and Chief Executive Reed Hastings at CES 2016.
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Location Independent Security Approach

Beyond the Edge

BeyondCorp ,

Google Zero Trust
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\letflix Identity Platform
(aka Vieechium)




Federation

SSO

Standards (Openid Connect, OAuth 2.0,
SAML)

Layered Security

Signed and Verifiable Identity
Information

User Experience

Identity Provider

Delegate

Signed and Verifiable Identity
Information

Self-service
Pluggable
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Federation Hub (Layered Security)

Your Netflix Partner (Test)
verification code is: 531406

Insert your Security Key

Login Request
Protected by Duo Security

NETFLIX

Netflix, Inc
chu >Factor-Netf

PRODICLE

f\ 4 ’ Netflix Partner Login

PLEASE SIGN IN.

Emai ‘

\ [ ‘
-FUX EMPLOYEE LOGIN

Login

sign in with your personal email. This is not a prodicle.cy

NETFLIX
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Are all access patterns the same?
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Adaptive Authentication



Federation Hub (Layered Security)

n in with your G

Insert your Security Key

Your Netflix Partner (Test)
verification code is: 531406

Login Request
Protected by Duo Security

tdharams|

NETFLIX

Netflix, Inc

PRODICLE

\P\ 4 ’ Netflix Partner Login
Login i 4 [ ‘

Please sign in with your personal email. This is not a prodicle.c ) \ .
-m IX EMPLOYEE LOGIN
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Stethoscope

MacBook Pro 'Core i7' 3.1 15' Touch/Mid-2017
nfml-Y4H

This device is properly configured.

Netflix baseline policy

rescan view all devices




Authenticate

CHECKING DEVICE SECURITY

The OS X device you are using is
unidentified.

Run the Stethoscope app

Automasically launch next tim

The Stethoscope app is a way to check your
compuler's securily setlings when accessing

Netflix systems.

_earn more



O Stethoscope

MacBook Pro 'Core i7' 3.1 15' Touch/Mid-2017
nfml-Y4H

Authenticate

CHECKING DEVICE SECURITY

The security settings on this device should be improved.

Click the arrow next to each recommendation for ) )
The OS X device you are using does not

match our recommended security
settings.

instructions.

Netflix baseline policy Please folloew the directions to make your

gevice more secure.

® Your Firewall should be enabled

Check again

rescan view all devices




Stethoscope

MacBook Pro 'Corei7' 3.1 15' Touch/Mid-2017

Authenticate

CHECKING DEVICE SECURITY

This device is properly configured.

Netflix baseline policy

Device security check passed

Continue to application

Automalically launch next time

rescan view all devices
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Federation Hub (Layered Security)

(o)

Sign in with your Google Account

0 &

Insert your Security Key

Your Netflix Partner (Test)
verification code is: 531406

NETFLIX

Netflix, Inc

PRODICLE

NETFLIX
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4. Authenticated Session
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3. Authenticate User
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laetester-java (Client ID: iaetester-java) e - - - - o N T

Allowed Grant Types

Authorization Code (Recommended - Default option for ezconfig)
Intended for traditional web apps as well as native and mobile apps. This flow offers optimal security, as tokens are not revealed to the browser and the client app can also be authenticated.

Implicit

Intended for browser (JavaScript single-page-applications) based apps that don't have a backend. The ID token is received directly with the redirection response from Meechum. Client_secret is not required and thus refresh tokens

are not allowed with this flow.

Refresh Token
lhis grant type enables refresh tokens to be included with access tokens. Once the original access token expires, the corresponding refresh token can be sent to Meechum to obtain a fresh access token without requiring the

resource owner to re-authenticate.

Remote Access Token Validation

This grant type enables an application to remotely validate Meechum access tokens with the introspection endpoint.

Cance Back Save Changes













APACHE

SOFTWARE FOUNDATION
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mod_auth_openidc

mod_auth_openidc is an authentication/authorization module for the Apache 2.x HTTP server that functions as an OpenID
Connect Relying Party, authenticating users against an OpenID Connect Provider. It can also function as an OAuth 2.0
Resource Server, validating OAuth 2.0 bearer access tokens presented by OAuth 2.0 Clients.

Overview

This module enables an Apache 2.x web server to operate as an OpenlD Connect Relying Party (RP) to an OpenlID Connect
Provider (OP). It authenticates users against an OpenlID Connect Provider, receives user identity information from the OP in
a so called ID Token and passes on the identity information (a.k.a. claims) in the ID Token to applications hosted and
protected by the Apache web server.

It can also be configured as an OAuth 2.0 Resource Server (RS), consuming bearer access tokens and validating them
against an OAuth 2.0 Authorization Server, authorizing Clients based on the validation results.

The protected content and/or applications can be served by the Apache server itself or it can be served from elsewhere
when Apache is configured as a Reverse Proxy in front of the origin server(s).

By default the module sets the REMOTE_USER variable to the id_token [sub] claim, concatenated with the OP's Issuer
identifier ( [subl@[iss] ). Other id_token claims are passed in HTTP headers and/or environment variables together with
those (optionally) obtained from the Userinfo endpoint.

It allows for authorization rules (based on standard Apache Require primitives) that can be matched against the set of
claims provided in the id_token / userinfo claims.

mod_auth_openidc supports the following specifications:

 OpenlD Connect Core 1.0 (Basic, Implicit, Hybrid and Refresh flows)

 OpenlD Connect Discovery 1.0


https://github.com/zmartzone/mod_auth_openidc
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AWS News Blog

Simplify Login with Application Load Balancer Built-in

aws Services v  Resource Groups v ) EC2 ‘& VPC | Route 53 .l S3 [' Elastic Beanstalk +y: CloudFront *

Authentication B

by Randall Hunt | on 30 MAY 2018 | in Amazon Cognito, ElasticLoac ¢  Rules ) vy 1l ) aetester-albauth | HTTPS:443 v

N

Compliance | Permalink | #® Comments | # Share
Select the rule to edit. Each rule must include a forward action.

r-albauth | HTTPS:443 (1 ruies)

m“

last + Requests otherwise not routed 1. Authenticate Learn more (£

Today I'm excited to announce built-in authentication supj
authenticate users as they access applications, letting deve
authentication and offload the responsibility of authenticz

where you can try out the authentication functionality.

- [ ]
A I I Catl O n LO a d Identity-based security is a crucial component of modern ¢
applications into the cloud, developers are asked to write 1

oIDC

Issuer

https://meechum.netflix.com

want to use their on-premises identities with their cloud a

B a I a n Ce rs from social networks to allow their users to sign-in. ALB's |

social Identity Providers (IdP) like Google, Facebook, and A

Authorization endpoint

https://meechum.netflix.com/as/authorization.oauth2

Token endpoint

https://meechum.netflix.com/as/token.oauth2

with any OpenlID Connect protocol compliant IdP, providin
your applications. User info endpoint

https://meechum.netflix.com/idp/userinfo.openid

Client ID

Select the rule to edit. Each rule must include a forward action iaetester-alb

Client secret

HTTPS:443

» Advanced settings (ALB defaults unless specified)

» Extra request parameters (optional)

2. Forward to iaetester-albauth
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Access Control

Access Control, provides a mechanism to constrain "User" to "App" access.

You can constrain access to your app to specific domains. Further, you can constrain access to groups and users in the selected domains.

Please select the domains you want to constrain access to:

Netflix.com (employee's only)

NetflixContractors.com (contractors and vendors only)
NetflixCS.com (customer service only)

Sve.netflix.net (service accounts only)

Pandora Prod (Partner Directories)

N1
Groups

Ot

Users

Pandora Test ( Partner Directories)

Moon.film ( Prodicle production)

Identity and Access Engineering

lae@netflix.com

Antonia Ellis

antoniae@netflix.com
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Choose Attributes of interest

The following attributes will be returned to your application from the Userinfo endpoint.

You can also choose more user attributes as desired below.

googleGroups X  org.Hierarchy X  org.company X org.departmentX org.employeetype X org.givenname X  org.jobprofile X  partnerGroups X  preferred_username X

Filter the Google Groups

t is recommended that you specify which google groups your application is interested in. If no filters are

ified, default behaviour is to return all google groups.

You can specify the pattern of the desired google groups below. Once sp ed, google groups header returned from the Apache Module will only contain those groups if the user is part of those groups.

Contains En ‘ Add

Cance Save Changes
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Thank you.
Questions?

Tejas Dharamshi
Senior Security Software Engineer
@tejasdharamshi



