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If	I	were	a	criminal…	a	lazy	one	
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• I	would	like	to	earn	good	money		

• I	would	not	want	to	work	a	lot	

• I	would	hide	myself	as	much	as	I	could	



What	are	the	top	stories	recently	



Carna	project	
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2012,	420K	infected	devices	



ReinCarna	(a	ProsumWare)	
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# telnet 73.xxx.xxx.210 
Trying 73.xxx.xxx.210... 
 
REINCARNA / Linux.Wifatch 
 
Your device has been infected by REINCARNA / Linux.Wifatch. 
 
We have no intent of damaging your device or harm your privacy in any way. 
 
Telnet and other backdoors have been closed to avoid further infection of 
this device. Please disable telnet, change root/admin passwords, and/or 
update the firmware. 
 
This software can be removed by rebooting your device, but unless you take 
steps to secure it, it will be infected again by REINCARNA, or more harmful 
software. 
 
This remote disinfection bot is free software. The source code 
is currently available at https://gitlab.com/rav7teif/linux.wifatch 
 
Team White <rav7teif@ya.ru> 



KrebsOnSecurity	hit	with	record	DDoS	
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Dyn	was	aQacked	by	Mirai	botnet		
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•  TwiKer	
•  SoundCloud	
•  SpoNfy	



These	are	too	complex	for	most	of	the	criminals	...	
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• Carna,	Reincarna,	Mirai	...	these	are	complex	malware	
and	they	had	needed	knowledge	to	be	developed		

• we	need	less	complex	soluNon	because	we	are	lazy	



Working	a	couple	of	days	for		
half	a	million	of	dollar!?	
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Seagate	Central	
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Design flaw:

-  The default (anonymous) 

user cannot be deac=vated!

-  If the device is enabled for 

remote access, all the 
accounts will be available on 
the device, including the 
anonymous user. 


Seagate	Central	
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383 * 2 TB = 766 TB (free cloud) 

Seagate	Central	
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:~# ftp 90.xxx.xx.4 
Connected to 90.xxx.xxx.4. 
220 Welcome to Seagate Central Shared Storage FTP service. 
Name (90.xxx.xxx.4:root): anonymous 
 
ftp> dir 
 
drwxrwsrwx    5 65534    65534       65536 Mar 14 19:29 Public 
 
ftp> cd Public 
 
ftp> dir 
 
150 Here comes the directory listing. 
-rw-r--r--    1 0        65534          46 Mar 14 18:52 Seagate Centra[…].url 
drwxrwsrwx    3 65534    65534       65536 Feb 25 16:35 Music 
-rwxrwxrwx    1 65534    65534     1578496 Feb 25 16:35 Photo.scr 
drwxrwsrwx    2 65534    65534       65536 Feb 18 18:49 Photos 
drwxrwsrwx    2 65534    65534       65536 Mar 10 22:21 Videos 

Mal/Miner-C


Seagate	Central	



MAL/MINER-C	

CryptoCoin	miner	



Monero	
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•  Monero (XMR) is an open source 
cryptocurrency 


•  created in April 2014 

•  focuses on privacy, 

•  decentralisa=on and scalability. 


•  Unlike many cryptocurrencies that are 
deriva=ves of Bitcoin, Monero is based on the 
CryptoNote protocol and possesses significant 
algorithmic differences rela=ng to blockchain 
obfusca=on. (Wikipedia)




66b965d1ee4013c80f7e0e27725e43f3d316325a NsGpuCNMiner.exe  
fd358cfe41c7aa3aa9e4cf62f832d8ae6baa8107 NsCpuCNMiner32.exe  
ce1fbf382e89146ea5a22ae551b68198c45f40e4 NsCpuCNMiner64.exe 
(https://bitcointalk.org/index.php?topic=647251.0) 

Mal/Miner-C	
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Icon	of	the	malware	

Stock	component,	freely	available	

Components	of	the	malware	



Mal/Miner-C	(Ztp.exe)	
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1.  GeneraNng	random	IP	addresses		

2.  Open	FTP	connecNon	to	the	server	

3.  Copying	an	instance	of	Mal/Miner-C	to	all	of	the	folder	can	be	
access	



NAT	

Mapped		
drivers	

Open	/	writable	FTP	

Mal/Miner-C	(spreading	via	Ztp.exe)		
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TCP/21	



A[er deobfuscated by ROT47 with a custom character set: 


Mal/Miner-C	(moneropool)	
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hKp://staYest.ru/test.html	



Let's	speak	about	money	



stratum+tcp://mine.moneropool.com:3333 
stratum+tcp://xmr.hashinvest.net:1111 
stratum+tcp://monero.crypto-pool.fr:3333 
stratum+tcp://mine.cryptoescrow.eu:3333 

Mal/Miner-C	(moneropool.com)	
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Mal/Miner-C	(moneropool.com)	
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Mal/Miner-C	(profit	calcula^on)	
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Total	paid	by	MoneroPool	is:	
	

73.240	XMR	
=	

US$	1.2	M	



World	FTP	scan	

The	result	of	the	scan	



FTP	test	
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1.  Tries	to	login	with	Anonymous	user	on	TCP	port	21		

2.  Check,	do	we	have	write	access	on	the	devices	or	
not?	



FTP	scan	-	init	dataset	

•  From censys.io we got 12.350.314 IP addresses






•  And we have tested 3.426.381 IP addresses from this


12 million IP addresses


3,5 million IP addresses
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FTP	scan	result	(one	third	-	3,5M	devices)	

Restricted	
91%	

Anonymous	9%	 Write	access	0.4%	

Restricted	
Anonymous	
Write	access	
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FTP scan (one third)

10K	(10337)	FTP	server		

where	you	can	host	your	malware	



The	results	(extrapola^on	for	12M)	

~ 37K (37.050)


Using this ra=o for 12 million of IP addresses 
means that:
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FTP server can be used to host malware!




FTP	scan	(one	third	–	anonymous	with	rw	access)	
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68%	

9%	

23%	

Infected	Mal/Miner-C	
not	touched	by	hackers	
touched	by	hackers	



Final	thoughts	
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• Even	with	this	lazy	malware	criminals	could	earn	more	than	US$1	million		

• no	need	to	develop	a	good	malware	to	earn	good	money	

• vicNms	would	have	been	protected	following	basic	security	steps	

• using	FTP	service	with	right	se_ng	would	prevent	the	spreading	of	this	
malware	totally	
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