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● “It’s close, let’s recount.”
● e2e verifiable voting

can provide evidence.
● ignored for too long

in favor of paper alone.
● Paper + e2e audit trails → 

Evidence-based recounts!



https://www.flickr.com/photos/nationalmuseumofamericanhistory/8122834914
https://www.flickr.com/photos/cantoni/5139754451



https://www.flickr.com/photos/joeshlabotnik/1856970162
https://www.flickr.com/photos/michigancommunities/7164750360
https://www.flickr.com/photos/mzn37/291643230





https://en.wikipedia.org/wiki/Help_America_Vote_Act





It’s okay,
let’s have paper 
we can recount



How did the
paper recount go
in Michigan?



● Rumors of Russian interference (CIA)
● The margin was tight (0.25%)
● Candidate asked for recount (Stein)
● The money was there ($6MM)
● The deadline was met
● Experts available to help (Halderman)
● And yet….







Michigan Election Record

Tally
Hillary: 2,268,839
Donald: 2,279,543

Donald wins.

Carmen

I guess my 
vote’s in there 
somewhere.

It’s close! 0.25%. 
Let’s recount.

Classic election integrity checks
are very, very weak.





We can do better!
We can have evidence

baked into voting process.



Election Record

Alice – Hillary
Bob – Donald
Carmen – Donald
David – Hillary
Erica – Hillary
…..

Tally
Hillary: 2,268,839
Donald: 2,279,543

Carmen

There’s 
my vote!

All the votes 
add up to 
declared tally!



Insights
from Helios



https://heliosvoting.org

● Web-based, end-to-end verifiable

● 1M votes cast in 10y.

● IACR, ACM, Greenpeace, Universities,...

● USENIX Security 2008, 2009

● First of many similar systems
Wombat (Israel), Agora (Spain), Coasca (Australia), DEMOS (Greece), ...

https://heliosvoting.org
https://heliosvoting.org


Michigan Election Record

Alice – Hillary
Bob – Donald
Carmen – Donald
David – Hillary
Erica – Hillary
…..

Tally
Hillary: 2,268,839
Donald: 2,279,543

Carmen



Michigan Election Record

Alice – b459e2a096

Bob – 81a40a3873

Carmen – 37f772241c

David – 658158292d

Erica – de44130da1

…..

Tally
Hillary: 2,268,839
Donald: 2,279,543
Tally Proof: b861c156c95, 
c8faf2c7fe9, 4baac05668, 
e4212fdbd5, ...

There’s my 
tracking 
number!

The vote trackers 
match the 
declared tally!

Vote Tracker

37f772241c

Carmen



Two techniques for private vote tallying.

Homomorphic encryption:
Add votes under cover of 
encryption.

Mixnets:
Shuffle & reencrypt votes,
decrypt individual outputs.
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Act of voting creates an
audit trail that anyone can verify.
Evidence for a more thorough investigation.

Election Record

Alice – b459e2a096
Bob – 81a40a3873
Carmen – 37f772241c
David – 658158292d
Erica – de44130da1
…..

Tally
Hillary: 2,268,839
Donald: 2,279,543
Tally Proof: b861c156c95, 
c8faf2c7fe9, 4baac05668, 
e4212fdbd5, ...

Vote Tracker

37f772241c

Carmen



Princeton Student Elections





● “It’s close, let’s recount.”
● e2e verifiable voting

can provide evidence.
● ignored for too long

in favor of paper alone.
● Paper + e2e audit trails → 

Evidence-based recounts!



Evidence in
other parts of the 
voting process?



Voter registration lists 
are public information.





Let’s do some math
● 3M fraudulent / 130M cast → 2%
● Pick 1,000 voters. Check eligibility.
● 1 - (0.98 ^ 1000) → 1 - 5x10-8

chance of detecting that kind fraud
● Don’t think it’s evenly distributed?
● Pick your favorite evil state, say California.
● 1M fraudulent / 18M cast → 5%
● 1 - (0.95 ^ 1000) → 1 - 10-22

● Anyone can check. The DOJ. The Press. A high-schooler.
● 4 fraudulent votes in 2016.





Democracy works only if 
we agree to play
by some basic rules.

One of those rules is
everyone gets a vote.



Q&A
@benadida @heliosvoting

https://heliosvoting.org

#Resist

https://heliosvoting.org
https://heliosvoting.org

