The UK is trying
to colonize the internet

AND OTHER SCARY CRYPTO TALES TO TELL IN THE DARK
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THIS SECURITY STUFF...IT°’S HARD!



UNDERMINING ENCRYPTION HARMS
HUMAN RIGHTS




BACK DOORS, AND KEY
ESCROW, AND BANS (OH MY)



BAN ENCRYPTION

BACKDOORS AND VULNERABILITIES
KEY ESCROW

UNDERMINING STANDARDS
MANDATING STANDARDS

OR ALGORITHMS

PRESSURING COMPANIES



THE UK WANTS TO PWN THE INTERNET

Regulations under this section may impose an obligation on any relevant
operators only if the Secretary of State considers it is reasonable to do so for the
purpose of securing —

(a)

that it is (and remains) practicable to impose requirements on those
relevant operators to provide assistance in relation to relevant
authorisations (see subsection (9)), and

that it is (and remains) practicable for those relevant operators to
comply with those requirements.

An obligation specified in regulations under this section may be imposed on,
and a technical capability notice given to, persons outside the United Kingdom
(and may require things to be done, or not to be done, outside the United
Kingdom).




THIS TAKES US DOWN A “DARK” PATH



HYBRID UK
SERVICE?



NoOo UK SERVICE?




WEAK SERVICE FOR
THE WORLD?




A DIFFICULT CHOICE

LARGE COMPANIES MAY
BE ABLE TO COVER
THESE COSTS, BUT
SMALL COMPANIES
WILL SUFFER







DEJA ENTENDU







CAN WE SAVE CRYPTO?
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Furthermore, governments, companies and citizens benefit from maximum security of digital

systems. The government endorses the importance of strong encryption for internet security, for

supporting the protection of citizens’ privacy, for confidential communication by the government

and companies, and for the Dutch economy.
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