Can We Talk About Security
in the Real World?

DANA DEBEAUVOIR, TRAVIS COUNTY CLERK




The Early Years




Not So Eager Poll Worker
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1991 Brings Optical S

High-tech counter
arrives for election

Scanner reads hand-marked ballots
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Late

By Michelle T. Johnson
American-Statesman Statf

Every election has what officials
call a “lost judge” — an election of-
ficial who seems to vanish in
night while the clock ticks and

ARS RN/
tally in Saturday’s election wins county dubious honor

votes more than six hours after the
polls closed.

Harriman, from the West Lake
Hills area, had the dubious honor
of being the last election judge in
the state of Texas to turn in votes,

“1 think it's kind of funny.
Somebody’s got to be last,” said

Travis County Clerk Dana De-
Beauvoir sent a one-person search
party out to Valley View Elemen-
tary School to make sure Harri-
man hadn't fallen ill or gotten
mugged.

Harriman said her diligence de-

“This is the first time I had been
&n election judge and I wanted to
make sure that I carried out my
duties conscientiously,” Harriman
said. She said they stopped period-
ically and checked tallies so they
wouldn't have to be redone,

Harriman said she wanted to be

Oftentimes judges hold things
up by going out to dinner or to a
bar for drinks before turning in
their votes. DeBeauvoir said that
once a judge attended a prom be-
fore heading to the ty court-

also.
County voters around the state
voted on two proposed amend-
ments to the Texas Constitution.

One of the constitutional
amendments was whether to issue

house with the votes.

bonds for student loans. The

everyone waits for the votes to layed her counting. She attributes A on with _a b
come in. Harriman. “I don’t think thatit'sa the length of time it took her and an election judge again but under thel’ 4 i o
In last Saturday’s special state-  distinction that anyone strives two workers to tally the votes toa  less stressful circumstances. mog I |
wide election, the missing judge for.” complicated ballot and a methodi-  “I'll stick to one precinct an elec-  theil
was Travis County’s own é&r&h The hour got to be so late with-  cal system of tabulating the results tion,” she said. “It's a pretty big houﬂ_ raVIS
Harriman, who turned in her 475 out a word from Harriman that from four precincts. responsibility.” that| .
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tion with the school d o | la
to save money some O rep Cmg
precincts were consoli
Another election ! : ;
was the juxtaposition S
in the Lago Vista N ew 'V pml(:ll car
School District race. O e c °
cial results had Llo unt e ®
beating Jack Berry
Quipment | balloting
Instead, the offici S b
Berry with 320 vote n ® :
267 votes. eau . By Tim Lott
DeBeauvoir said ‘/ Olr bt American-Statesman Staff
the absentee locati COmpHm t
fvlcf:el; ?gﬁ'f:f;uﬂg co“ﬂting i e hOun' Travis County commissioners,
There were pr }'EBPOIZldmg to concerns about the i
liamson County a integrity of elections, on Tuesday .
appro_ved the search for a vote- p
b b ok counting system that could cost
more than $800,000. C.
The commissioners voted 5-0 to 7
accept bids on replacing the cur- 'ML
‘r‘ent_punch card system with an fc»
optical scan voting system.” The %‘;‘;'
r What's been d; scanmmng system uses a fill-in-the- 2
ing the it 1 discuggeq bef, oval ballot similar to standardized d“-"".
share the Jéoazgd school digt. rict college tests. (- .. . riickih | ROk
8 i . ‘--“;:‘-—‘ b Ly LX e lg .
{3, & B eduinm. . The countrs. | that's sl . 2068 Nothing iz = C 2 The cost of the new svstem.
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Optical voting machines make debut today

By Michelle T. Johnson
American-Statesman Staff

The debut of Travis County’s
optical scan voting machine takes
place tonight.

And for registered voters, the
cost of admission only involves
showing up at your polling place
with your name and address.

“People don't have to have their
voter registration card in order to
vote,” said County Clerk Dana De-
Beauvoir. “It's a little known fact
that most people don't know.
Technically, we don't have to ask
for a driver’s license.”

But before voters go rushing off
to vote for their friends and neigh-
bors, DeBeauvoir said another lit-
tle known fact is that during
Election Day, election judges have
the same power of district judges.

have the

Travis County’s new ballot

Voters in Travis
County will use a new
type of ballot to vote
today. The county
acquired a new vote
tabulation machine that
uses optical sensors to
read marks made with a
pencil on a paper ballot.

Previously, voters used a ||

metal stylus to punch
holes in a card to record
votes. To vote, use the
pencil provided at the
polling place to darken
the oval to the left of the
statement indicating the

way you desire to vote.
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Travis County electronic voting and counting

Casting the vote

Trawis County & using electronic bafloting during voting
for Saturday's electicns. The syst I

was developed by Hart IinterC

Highlighted lines show in blue.
: Internal battery provides backup
in case of powsr outage
Red boxes indicate selections. g

“Cast ballot” button
After you've finishad voting, press
hesa to officlally cast votes.

‘Previous,next’ button

Moeas O prgvious or next scren
Help® button TERCT W
Press once for on-screen help or twice !
for asslstance from eection worker, “Select” wheel

“Enler” bulton By tuming, you can highlight your cholce of

Pragsto selact candidata.
your chidoe.

Electromic voting process 1. vioter navigates the ballot with the *Salect” whea|

1. aoter shows registration cand or identification,  on the maching and enters choices by prassing the

signs in and isgiven a random four-digit accass ‘Emtar' buttom,

cooi,

2 Vater goas to booth equippad with aSlate vating

maching and antars the access coda,




Start with Physical Security







Primary Election L&A Worksheet

Ballot Position

Part Section of Ballot Style
Pos 1 HIC Operator PeaSINGIUCRE e
Pub]_ic Count Tesm# ___ Auditor Proctor
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Hash Code Procedures

* Vendors submit hash
codes to NIST for _
each major part of o
system ol

* Vendor provides hash | *"'j o
code tool that SRR T
provides the hash




128 BIT MD5 HASH

.'?1 Select one or mow

Look in: | Shared

= Mame

oo Hoa 7
Recent Places Al

| backup.syb

r‘a_ /7| borlndmm.dll
Desktop 7 BossUtil.dll

= 7 cc3260mt.dll
Client{Control.ocx

Libraries A emdproc.dll
5 L ) craxdrt.dll
. 7| Crbasl4.dll
Conpries |7 cRBASISDLL
E,l: | CRBASISR.DLL
Network 7 Crpaig80.dil
7 erped2.dil
17| Crsybl4.dll
1| ertshv.dil
2| erviewer.dll
| crxf_pdf.dil
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« [ of B
Date modified
10/20/2005 9:39 AM
11/10/201511:45 ...
2/1/2002 7:00 AM
6/6/2006 2:19 PM
7/11/2002 6:02 AM
6/6/2006 11:02 AM
10/20/2005 9:39 AM
6/2/2006 7:12 AM
/22006 7:12 AM
6/2/2006 7:12 AM
6/2/2006 7:12 AM
6/2/2006 7:12 AM
6/2/2006 7:12 AM
6/2/2006 7:12 AM
2/3/2001 12:59 AM
6/2/2006 7:12 AM
2/3/2001 2:22 AM
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Type
DLL File
SYB File
DLL File
DLL File
DLL File
ActiveX control
DLL File
DLL File
DLL File
DLL File
DLL File
DLL File
DLL File
DLL File
DLL File
DLL File
DLL File

nil Eila

Size

File name: |

il

Files of type: |

Led |

128 KB
14 KB
22 KB

1,681 KB
1,465 KB
GBS KB
144 KB
5033 KB

296 KB

300 KB
32 KB

604 KB

4481 KB

160 KB
43 KB

G649 KB

264 KB

107 KR

Open
Cancel I



Parallel Monitoring







Brave New World
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Vote Centers




STAR Vote Work Group
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BY JULIE REHMEYER, DESIGH 5Y ALISON MACKEY

Three years ago, Dana DeBeauvoir,
a county clerk in Austin, Texas, had a
problem. Soon she’d have to replace the
aging voting machines her county had
bought eight years earlier. Congress had
ponied up the money for those machines,
driven by the hanging chad debacle in
Florida's 2000 election. But this time,
the feds weren't coughing up any cash.

Even if she had the money, though,
she didn't like her choices. Computer
scientists had been sounding alarms
about the rampant security flaws in
voting machines for years, and the
manufacturers hadn't responded. So
DeBeauvoir took a very unusual step:
She gave the keynote speech at a

P voting security

She outlined four requirements.

First, the system had to use inexpensive,
off-the-shelf hardware. Second, voters
had to know that their votes were
counted accurately and that the election
outcome was correct. Third, voter
privacy had to be protected — in
particular, vote-selling had to be
impossible, allowing no way for a voter
to show anyone else their vote. And
finally, it had to be convenient and
practical, requiring few extra steps

for voters or election officials.

Dan Wallach, a computer scientist
from Rice University who was in the
audience, was electrified. He and a few
hand-picked colleagues flew to Austin
and got to work. Their central tool was

scientists to build her the voting system
of her dreams.

The STAR-Vote
system works

like this: -
1. Check in [Pr
to receive
a token.

y, the same idea that allows
you to safely send your credit card
number over the Internet via

t LOLA

[

Dana DeBeauvoir challenged a group
of academics to design a better vating
system for her county.

encrypted numbers. They named the
system STAR-Vote: Secure, Transparent,
Auditable and Reliable Voting System.
It essentially creates an automatic
recount every election, without the
expense of lawyers and the immense
effort involved in traditional methods.
“The auditing process happens largely
electronically, so it's cheap,” Wallach
says. Nat, he adds, that money should
necessarily be the top concern when
democracy is at stake.

5. Finally, anyone
can download all the
encrypted votes from
the website to verify
the votes and check
that the totals add up
carrectly. Election o
ficials can the
the vote totals they have
d reflect all the

without revealing

annourn

3. Voter selects
candidates on a
computer, which
prints out a
paper ballot
showing whom

2. Controller they voted for.

scans token

and exchanges
it for a unique
authentication

" 4. To finish voting, the voter
confirms the choices then
takes it to a ballot box, which
scans and records the vote.

paper trail that allows

Vote verification,

in two ways:

VERIFY VOTE. voters VERIFY MACHINE. voters can also check that the
keep a take-home receipt with machines are correctly encrypting their vote: Before they
their authentication number put their ballot in the scanner, voters can decide instead
and a website that contains o spoil their ballot and ask the machine to hand over the
an encrypted version of each keys to decode the encrypted receipt. If the unencrypted
ballot. Voters can then confirm version doesn’t match the printed ballot, they've caught
that each of their votes was the machine cheating. Either way, the voter would then
indeed counted by decoding it have to return to the computer to vote again, because their

ag
with the authentication number. wvote doesn’t count until the ballot makes it to the ballot box.
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Calling for a Culture of Security

in Elections
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