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Quick @ OpenFlow 10!

Control OS

Forwarding Table (TCAM)
HEEEEEEEEEEEEER

classical switch



Quick @ OpenFlow 10!

OpenFlow
Protocol

FLOW_MOD

Controller

Sparding Table (TCAM)
HEEEEEEEEEEEEEE

OpenFlow switch



OpenFlow entry

 Packet + byte counters

1. Forward packet to port(s)

2. Encapsulate and forward to controller
3. Drop packet

4. Send to normal processing pipeline

[Switch MAC | Eth |VLAN]| IP P P | TCP
Port type ID Src Dst | Prot | sport

+ mask
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Back to the topic of my talk:
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Motivating use case
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CPU Utilization of an OpenFlow switch
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No correlation!

FLOW MOD

21:00 22:00 23:00
Nov-06-2009 to Nov-07-2009

Arrivals of FLOW_MOD msgs
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Clueless...

® Switch is a black box component
® Can't inspect internal state, source code

® No analytical explanation for the behavior
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Troubleshooting
networks is hard




A solution?




Existing approaches

Endhost Replay TCPDump / TCPReplay
Debugging et. al.
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Existing approaches

Endhost Repla TCPDump / TCPReplay




However...

® Not all traffic is equal
(ctrl plane: 1% traffic, 95-99% bugs!)*

® Behavior of ma

ny network devices:
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Record Replay )

events + traffic reinject events + traffic

, , "best effort replay”
selective: record important

traffic (control) replay partial recordings
skip/aggregate less reproduce problem at a
important traffic (data plane) chosen time / location

Go Network™*Wide / Always On!

* controller domain



Replay Iweaking

Localize problems through:

Device mapping Time dilation Trace bisection
different devices / versions Scale time iteratively replay subselected traffic
investigate regressions / investigate timing Issues localize events that trigger failure

vendor implementation issues



Goals

\/Recor’d a controller domain

‘/ Scalable, selective, consistent

-/ Even with black boxes
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Non-Goals

/. Root cause analysis
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System design

2 components of 2 modules each:

OFRewind

sjET
AL

DataStore
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OFRecord

OpenFlow controller
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OFRecord DataStore




OFReplay P




OFReplay P

OpenFlow controller
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Typical Usage

® Deploy Ofrecord in production
environment -> proxy to 'regular’ controller

e Always-on OF messages, control plane,
data plane summaries
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Case studies

|. Debugging Black box components

~ ® CPU inflation in an OpenFlow switch




Back to CPU inflation

SET CONFIG
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Nov-06-2009 to Nov-07-2009

® Replay and bisect the trace by message type



Back to CPU inflation

® Replay and bisect the trace by message type
® When replaying STATS REQ msgs...

Replay »>

CPU usage (%)

08:36 09:06 09:36 10:06
Time

STATS REQ msgs reproduce the problem
even though there is no correlation in arrival times



Debugging controllers:
NOX problem

® Problem record: Messages initiated by one
specific device don't reach NOX




Debugging controllers:
NOX problem

® Record at end user site
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Debugging controllers:
NOX problem

® Trigger: specific source MAC address

o NOX has an mtelllgent MAC address
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Performance Evaluation

® Record: production environment

® OFRecord controller performance
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OFRecord controller
performance

flowvisor
nox—pyswitch
nox—switch
ofrecord
ofrecord—data
of-simple

SimpleController

NOX, Flowvisor,
OFRecord
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# Switches

Median # Flows handled by different controllers (measured with cbench)



Impact on switch
performance

Single UDP packet
flows created using

hping

sent to switches of
two different
vendors

measure # flows
successfully
forwarded

compare OFRecord
vs. SimpleCtrl
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of-record (Vendor A)
of-record—-data (Vendor A)
of-simple (Vendor A)
of-record (Vendor B) +
of-record—-data (Vendor B)
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Vendor A saturates
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End-to-end
performance




Summary

New Primitives:



http://www.openflow.org/wk/index.php/OFRewind
http://www.openflow.org/wk/index.php/OFRewind

Future work

® Scale to larger topology sizes, more complex
networks




Thank you.
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