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Abstract fail to ensure the durability of their data [14, 17]. Thus,

People use an increasing number of personal elecdsers face the risk of data loss, just as they are becoming
tronic devices like notebook computers, MP3 players andncreasingly dependent on digital information.
smart phones in their daily lives. Making sure that data Making sure that a given data object is available on all
on these devices is available where needed and backed tipe devices that need it is equally burdensome. A user
regularly is a time-consuming and error-prone burden ormust regularly connect and synchronize devices to en-
users. In this paper, we describe and evaluate PodBasesare, for instance, that changes to her address book are
system that automates storage management on persomabpagated to all communication devices, and that addi-
devices. The system takes advantage of unused storagens to her music library are present on all devices capa-
and incidental connectivity to propagate the system statéle of playing music.
and replicate files. PodBase ensures the durability of data In this paper we presefodBasea system that man-
despite device loss or failure; at the same time, it aims tages data on personal devices in an autonomous, decen-
make data available on devices where it is useful. tralized, device- and operating system-independent man-

PodBase seeks to exploit available storage and paimer. The system is transparent to the user, takes advan-
wise device connections with little or no user attention.tage of unused storage space and exploits incidental pair-
Towards this goal, it relies on a declarative specificationwise connectivity that naturally occurs among the de-
of its replication goals and uses linear optimization tovices, (e.g., via Wi-fi, Bluetooth or USB).
compute a replication plan that considers the current dis- Wwith PodBase, each device stores metadata that de-
tribution of files, availability of storage, and history of scribes a household’s devices and data. During pair-
device connections. Results from a user study in ten realise connections, devices reconcile their metadata and
households show that, under a wide range of conditionsexchange data. Over time, metadata and data propagate
PodBase transparently manages the durability and avaikmong a household’s devices. PodBase progresses to-

ability of data on personal devices. ward a state where, subject to available storage and in
order of decreasing priority, (i) the contents of any failed
1 Introduction device are restored to a replacement device, (ii) each ob-

ject has a certain minimal number of replicas, and (iii)

Modern households have multiple personal electronicach object is available on devices that can potentially
devices, such as digital cameras, MP3 players, gamingse it.
devices and smart phones, in addition to desktop and Results from our user study show that many house-
notebook computers. As users increasingly depend oholds have sufficient storage and connectivity to permit
such devices, it is important to ensure therability of  full replication. However, there is typically not one hub
data in the event of loss or failure of a device, and thedevice with plenty of storage to which all other devices
availability of the latest data on all appropriate devices. are regularly connected with sufficient bandwidth. To en-

Ensuring that data is durable is an onerous task eveaure full and timely replication, PodBase must therefore
for a single home computer, and the situation is gettingoe able to use free space on all devices, replicate data be-
worse as the number and diversity of devices increaséween any pair of devices, and possibly even move data
Users must keep track of all devices that need to bevia sequential pairwise connections.
backed up and perform the appropriate actions on a reg- Given the vast space of possible configurations, de-
ular basis. Anecdotal evidence suggests that many usewéce connection sequences and replication plans, design-



ing an appropriate replication algorithm for PodBase is PodBase aims to relieve users from having to worry
not straightforward. Simple, greedy algorithms are stableabout thedurability andavailability of their data. Dura-
and robust but tend to get stuck in local minima. PodBas#ility requires that the failure or loss of a device not résul
instead uses linear optimization to compute an adaptivén the loss of user data. Availability requires that each
replication plan from a declarative specification of thedevice store the latest collection of dagdevantto that
goal state, and a local view of the current replication,device. For example, each communication device should
available storage and history of device connections. Astore the latest version of the address book and, subject to
a result, PodBase is highly adaptive and provably stableavailable storage space, a shared music collection should
Moreover, it finds sophisticated solutions in unexpectede available on all devices capable of playing music.
scenarios. For instance, without being programmed for As an example, Alice and Bob share a household. Al-
this case, the system takes advantage of “sneakernetste has a notebook, an MP3 player and an external USB
i.e. mobile devices, to transport data between home anHard drive. Bob has a notebook and a desktop computer
office, thus avoiding slow broadband connections. at his office. Their home has a wireless network con-
The rest of this paper is structured as follows. Secnected to the Internet via a broadband connection. On
tion 2 states the requirements. We discuss related worlworkdays Alice and Bob bring their notebooks to their
in Section 3. Section 4 presents the design of PodBaseffices and perform their daily work, such as writing doc-
and Section 5 describes its replication algorithm. Secuments and using email.
tion 6 presents our evaluation and Section 7 concludes. At night both return home with their notebooks and
use them to surf the web, play games, or listen to mu-
sic. Although they have important data stored on their
notebooks, they rarely back up their data.

PodBase is intended for a household with one or more PodBase should automatically perform the following
users and a set of shared personal devices. Based on tfsks without any explicit action by Alice or Bob:
results of a feasibility study [20], we can characterizs thi
environment as follows: e Every night, new or modified files are replicated, in
cryptographically sealed form, between Alice and
e Devices are periodically connected, such that any Bob’s notebooks via the wireless network. (This
pair of devices can eventually communicate via a works even when they are on vacation, e.g., when
series of sequential pairwise connections. the pictures Alice uploads from her camera are
replicated on Bob’s notebook.)

2 Requirements

e A device may fail or be lost at any time. However,

the failure or loss of many devices during a short When Bob purchases a new CD and rips it to his
period of time is unlikely. hard drive, a replica of the mp3 file is later moved
to Alice’s notebook. When Alice connects her MP3

e Devices may be turned off when notin use; it cannot : ) .
player to charge, it also receives the new music.

be assumed that any one device is always online.

e The system must be able to handle a wide range e Whenever Alice or Bob edit their personal address
of usage patterns and device configurations, with-  books, the changes are automatically propagated to
out attention from an expert system administrator. their other communication devices.

An important aspect of the target environment is that e Whenever Alice’s USB hard drive is connected to
most users don't have the expertise, interest or time to  her laptop, additional replicas of the files and repli-
manage data and storage on their devices. They expect cas on her laptop are made.
the system to do something reasonable automatically.

Unlike a system designed for expert users (like the au- e Bob’s office desktop is connected to his home via
thors and readers of this paper), PodBase must be ableto a broadband connection. Rather than transfer data
achieve its goals with little user expertise and attention. using the slow connection, the system uses Bob’s
notebook disk to rapidly replicate data between
2.1 Desired system behavior home and work.
In this section, we describe the desired system behavior e When Bob’s notebook is running low on disk space
intuitively and by example. A more detailed description (after removing any replicas), the system asks Bob
of PodBase’s properties, design and implementation fol-  if it should move not recently accessed movie files
lows in subsequent sections. to Alice’s USB drive, which has plenty of space.



PodBase can recover from otherwise costly incidentsmeet the needs of mobile devices, e.g. PRACTI [1],
For example, imagine Alice’s laptop is stolen. With Pod- WinFS [42], Roam [24], Ensemblue [18], the Few File
Base, she is able to restore the data on the lost device®/stem [22] and Segank [29]. Oasis [25] is an SQL-
hard drive to her replacement notebook. When she conbased data management system for pervasive computing
nects over the wireless network to Bob’s notebook, somepplications. PodBase differs from these systems in that
files from her stolen notebook are restored on the nevit replicates data for availabilitand durability, is fully
device. When she later connects her new notebook tautomatic, takes advantage of pairwise connections and
the USB drive, the remaining files are restored. Thanksinused storage efficiently, requires no centralized server
to the replication between home and Bob’s office, theyand is device, vendor and OS-independent.
could recover all data even after a total loss of the home Cimbiosys [23] is a platform for content-based par-
or office devices. tial replication. Like PodBase, Cimbiosys carefully man-

An important goal we set ourselves for PodBase isages the amount of information that has to be exchanged
transparency: the system’s background activity shouldiuring pair-wise connections. The goal of Cimbiosys is
not affect users’ experience during normal operation. Byto facilitate replication by propagating updates between
default, the system does not remove user files, automatpeer devices. Applications or users are expected to spec-
cally propagate changes to user files or attempt to recorify filters for what each device should store. Unlike Pod-
cile conflicting versions of concurrently modified files. Base, Cimbiosys does not specify a replication policy for
Instead, PodBase maintains all versions of a file alongither availability or durability, and instead provides a
with their modification history. Optional plug-ins can replication platform for higher level applications. For
define file type-, device-, or application-specific consis-replication to eventually reach the desired state, Cim-
tency semantics. biosys assumes that all devices that replicate a given col-

PodBase’s transparency is consistent with the princidection of objects form a tree, such that a parent stores
ple of least surprise: by default, the installation of thea superset of the objects stored by its children and chil-
system should not change a device’s user-visible behawren regularly connect to their ancestors. PodBase, on
ior during normal operation. Advanced behavior (e.g.,the other hand, achieves eventual consistency as long as
automatic propagation of changes to the address boolgny two devices are repeatedly connected via a sequence
can be enabled explicitly by enabling appropriate plug-of pairwise connections.

Ins. Like PodBase, Perspective [27] supports automatic
partial replication among mobile devices, without rely-
3 Related work ing on a centralized server. However, Perspective as-

sumes that a view is defined for each device, which spec-

PodBase is in the spirit of Weiser’s Ubiquitous Comput-ifies the set of files that should be present on the device.
ing vision [39], as it transparently manages storage orfiles are then replicated along sequences of pairwise
personal devices. To the best of our knowledge, no priofonnections, where a file must be contained in the view
system provides automatic durability and availability of Of each device that appears on the path. PodBase, on
data on personal devices, without relying on central storthe other hand, uses multi-step replication plans, where
age, a fast Internet connection or explicit user attention.files can be placed on intermediate devices solely for the
With Personal Server [37], users carry a personal storPurpose of transporting them to another device. Pod-
age device and use input/output devices found in the enBase computes a replication plan automatically and dy-
vironment. In Omnistore [10], data is maintained on anhamically to maximize durability and availability given
central store, while other devices interact to cache data dhe available free space on devices, without requiring the
relay data to the store. The Roma system [32] provide§Pecification of per-device views.
a shared, centralized metadata service that can be usedOne could try to simulate the effect of PodBase’s repli-
to build higher-level services for synchronization, con-cation policy in Perspective by specifying that each de-
sistency and availability. Apple TimeMachine [34] and vice’s view include all files. Perspective would then
Windows Home Server [40] provide automatic backupreplicate all files greedily as device connections occur,
to a dedicated storage node. Unlike PodBase, the abowntil each device either replicates all files or its space
systems rely on a dedicated storage device, are vulnerés exhausted. Unless most devices have enough space
ble to the failure or loss of that device, and cannot exploitto store most files, however, this would likely lead to
unused storage on other devices. uneven replication levels and poor availability. Finally,
Availability of data on a set of devices can be providedPodBase was evaluated using an actual user deployment.
by a distributed file system that supports disconnected Device Transparency [30] is a storage model for mo-
operation, like Bayou [33], Ficus [19], and Coda [12]. bile devices, where each device maintains global meta-
Some systems additionally support partial replication todata. PodBase uses a similar capability as a building



block to support transparent data replication for avail-4 PodBase design
ability and durability. Moreover, PodBase can also sup-
port devices too small to store metadata for all objects irWe start with an overview of PodBase, its user interface,
the system. operation, plug-in architecture and security aspects.
Synchronization tools like Unison [36] synchronize
data among devices, and attempt to recpncne repllcagf'l Overview
that have diverged due to concurrent edits. Windows
Live Sync [41] and Live Mesh [13] allow users to sync PodBase is implemented as a user level program. It keeps
folders on their machines. File synchronization tools liketrack of user data at the granularity of files. PodBase is
these can be used as a plug-in for PodBase. Groove [blivious to file and device types. However, PodBase
provides a collaborative workspace that propagates filgupports a plug-in architecture, by which file type and
edits automatically among a group of users. PodBase igevice specific data management policies can be added.
also concerned with durability and focuses on intermit- PodBase distinguishes betweestive devicesand
tently connected devices in the home. storage devicesStorage devices include hard drives, me-
Pastiche [4] and FriendStore [35] implement cooper-dia players and simple mobile phones. Active devices
ative backup on users’ machines in a peer-to-peer netun the PodBase software and provide a user interface.
work. PodBase replicates data for availability and dura-An active device contains at least one storage device; ad-
bility, within a household, on intermittently connected ditional storage devices can be connected internally or
devices, and without relying on third-party storage. via Bluetooth or USB. The set of devices in a household
Cloud storage services (e.g. [5,15,28,31]) provide auform a PodBasgool. In each pool, there must be at least
tomatic backup or synchronization for mobile devices atone active device, which runs the PodBase software.
a charge. PodBase is free, can replicate much faster be- Active devices communicate via the network and han-
cause it is not limited by the upstream bandwidth of adle the exchange of data. Whenever two active devices
broadband connection, exploits unused storage on existommunicate, a storage device is attached to an active
ing devices, replicates among devices that are away frordevice, or two storage devices are attached to the same
home (e.g. on vacation), and avoids the dependence agictive device, we say that these devices are connected.
a single provider for data protection. Nevertheless, PodData propagates during these pair-wise connections.
Base can take advantage of a Cloud storage service to There are three different types of data on each storage
maintain additional off-site replicas for added safelty. device: (1) regulauser data (2) PodBasdile replicas
Keeton et al. [11] advocate the use of operations reand (3) PodBasmetadata Although logically separate,
search techniques in the design and implementation ol of these data are stored in the device’s existing file
systems. PodBase is an example of a system that usegstem. The PodBase replicas and metadata are crypto-
linear optimization to adapt to its environment. Other graphically sealed and stored under a single directory.
examples include Rhizoma [43] and Sophia [38], which Metadata describes a device’s most recent view of the
use logic programming to optimize cloud computing andpool’s state. Included in the metadata is the set of known
network testbed environments, respectively. Pandora [24levices and their capacities, a logical clock for each stor-
uses linear optimization to optimize bulk data transfersage device and a list of all user files that PodBase man-
for cost and timeliness, using a combination of Internetages, along with their replication state. Capacity con-
data transfers and the shipping of storage devices. strained devices may store only a subset of the system’s
Since PodBase shares data among a set of intermithetadata, as described in Section 4.3.2.
tently connected devices, it implements a form of delay Some of the space on a device not occupied by user
tolerant network (DTN) [6]. PodBase can be viewed asdata or metadata is used to replicate files for durabil-
a data management application on top of a specializeity and availability. User data has priority over replicas.
DTN. The Unmanaged Internet Architecture [8] (UIA) PodBase continuously monitors its storage use and seeks
provides zero-configuration naming and routing for per-to keep a proportiorimin of the device’s capacity free at
sonal devices. PodBase addresses the complementaai} times.
problem of data management for personal devices. When a file is modified by an application or the user,
A prior workshop paper [20] sketches a preliminary PodBase creates a new version of the file and replicates
design of PodBase and presents results from a tracdsoth the old and new version independently. Plug-ins
based feasibility study. This paper contributes a revisedsee Section 4.4) can be used to automatically apply
design, a full implementation, a new replication algo- consistent file updates, reconcile conflicting versions or
rithm, support for space-constrained devices, a plug-irpurge obsolete versions in a file type-specific manner.
architecture to add file type and device specific behaviorlJsers can manually retrieve copies of old versions or
an extensive evaluation and a user study. even deleted files.



4.2 User interaction 2. Connection History: A list of the past 100 connec-
) ) ) ) tions that have been observed between each pair of de-
Next, we describe how users typically interact with POd'vices, their time, duration, their average and maximum

Base. Though PodBase is designed to minimize User ing, - ghput, as well as the network addresses used by the
volvement, some interaction is required. Moreover, in-qayices.

terested, tech-savvy users have the option to change its - . . o
policies. 3. Policies: The current policy settings. Policies can be

] ) ] o modified by sophisticated users. Installed plug-ins (Sec-
Device Registration. When a new device is connected o 4.4) can also modify the policies.

for the first time, PodBase asks the user if the devic:%tems 1-3 are included in the metadata of all devices

should be added to the storage pool.
4. Set of user filesKeeps track of the user files stored on

Device Dereglstrat|0n. A storage device may PETMa- o2 ch device in the pool. The content hash value, size and
nently disappear due to loss, permanent failure or res

) last modification time are recorded for each unique file.
placement. If a device has not been connected for all " ddition. the content hashes of the Iy = 10 by

extended period (e.g., a month), PodBase prompts thgefault) versions of each file are included (modification
user to connect the device or else deregister it. history)

5. Set of replicas:Keeps track of the replicas stored on
ach device in the pool. For each replica, its size, content
ash value, and replica id are recorded.

Data Recovery. When a storage device fails, PodBase
can recover the files it stored. The user informs PodBas
that she wishes to recover the data from a particular lo
device onto a replacement device or onto an existing de- ) -
vice. The PodBase software on the recovery device theR- Reverse map of unique files in the poolMaps a con-

obtains copies of the appropriate files during each cont€nt hash value to the set of files whose content matches
nection. the value. This mapping is used to determine the current

replication level for each unique data file, considering

Externalization. By default, users and applications can- .+ giferent files may have identical content. (PodBase
not directly access replicas stored on a device. HOW'de-dupIicates files prior to replication.)

ever, users with the appropriate credentials@aernal-

ize replicas, that is decrypt and move the cleartext of
replica into the user file portion of the device. Alterna-
tively, externalization can be automated using a plug-in.

aEach record in items 4—6 contains a version number,
which corresponds to the device’s logical clock at the
time when the record was last modified. A small device

i o may include only a subset of the records in items 4—6.
Warnings. PodBase warns the user when it is unable to

replicate files because there is insufficient storage space o
or connectivity, with specific instructions to buy an addi- 4-3-2 Metadata reconciliation

tional disk or connect certain devices. Metadata reconciliation is straightforward in the com-
mon case when two devices that carry the full metadata
are connected. They compare their vector clocks to de-
termine which has the more recent metadata for each de-
When two devices are connected, they reconcile theivice in the pool. For each such device, the more recent
view of the system and exchange data. First, the devicegetadata is then merged into the reconciled metadata.
reconcile their metadata. Then, PodBase determines if PodBase also supports devices too small to hold the
any of the replicas on either device should be movedfull metadata. (In practice, devices smaller than about
copied or deleted. Next, we detail these steps. 100 MB are excluded. This is a mild limitation, since
smaller storage devices are already rare at the time of
this writing.) Such devices hold the full metadata for the
files and replicas they store, plus some amount of partial

The metadata consists of the following items (their pur-metadata about other devices. _

pose will become clear in the subsequent discussion): ~ PodBase ensures progress and eventual consistency of
i - metadata, even if some devices are only ever sequentially

1. Vector Clock: A vector clock, consisting of the ”?OSt connected via small devices. To this end, PodBase seeks

recent "”OV.V” Iog|cgl clock va!ugs for each device in theto place on small devices metadata that are needed to up-

pool. A device’s logical clock is incremented upon each

tadata ch Wh device | qf thdate other devices. For this purpose, it checks the last
metadata change. €n a device 1S removed rom g, o vector clocks of all devices. PodBase selects par-
system, its logical clock is set to a special tombston

) Sial metadata subject to the available space on the small
value. Also, the metadata includes the most recently ob-

served vector clock of each device in the storage pool. A second preimage resistant hash function is used

4.3 Device interaction

4.3.1 Metadata contents




device, while ensuring that (i) metadata needed by mord.3.5 Replica deletion

devices are more likely to be chosen, and (ii) a roughly ,

equal number of metadata items are included for eacﬁ)_OdBase removes rephcas_vyhen the freg space on a de-
device that the small device may encounter. This policyv!ce, falls below fmin, the minimal propo_rtlon of a dg-
seeks to maximize the spread of useful information ang//ce’s storage that PodBase keeps available at all times

ensure convergence of device metadata even in extrentdy default, fmin = .15). When PodBase frees space, it
situations where different sets of devices are connecte onsiders the most replicated files first. Among files with
only via a small device the same replication level, PodBase first deletes repli-

- . _ . cas that have the lowest (randomly assigned) replica id
When reconciling any devick with a small device

) among the replicas of a file, then the second lowest id,
S, PodBase checks if the metadata®oan be used to and so on. This policy ensures that different devices

updateL. For a given devicel whose partial metadata ojete replicas of the same file only when a shortage

appears in a small device, all metadata are included thaj 2 ce dictates it, but never as a result of inconsistent

have(;:hang_lt_ag_ within Zome ran%e of vzrsmﬁa g{iis metadata in partioned sets of devices. (PodBase never
metadata. This meta_ata can be use to upid S deletes the original or any externalized replica.)
current metadata version fdiis at least and less thai.

If so, PodBase merges the metadata alddinbm Sinto )
L's metadata. 4.4 Plug-ins

Plug-ins can be used to implement policies and mecha-
nisms that are specific to particular file types, collections

4.3.3 Replication of files, device types or specific devices. Following are
some example plug-ins.

Once the metadata is reconciled, PodBase determines th&,nsistency: PodBase replicates each version of a file
actions, if any, that should be performed on the datajygjependently. A plug-in can be used to automatically
PodBase mayopya replica of a file, in which case the r5nagate changes or reconcile concurrent modifications
file is stored on the target device with a new randomynqer 5 given consistency policy. There is a large body
replica id (used to distinguish between replicas), whileyt york on consistency, and powerful tools exist for rec-

the original replica remains on the source device. A degiling specific file types, e.g. [7,16,26]. Such tools can
vice may alsanovea replica, in which case the replicais pg integrated as plug-ins in PodBase.

stored on the target device with the same replicaid and _
then deleted from the source device. Finally, a deviceun'f'ed NamespaceBy default, PodBase does not au-

may deletea replica, to make room for another replica ]'E_(?matlcally extfernalllzs rlepll_c;as. A plug-in could exlgl)%rt
that it believes is more important. During replication, lles as part of a global uniform namespace on all de-

data is transmitted in a cryptographically sealed form vices. ThIS would allow users to _browse the Conte_nts of
and a hash of each replica’s content is attached to ensufd! devices, and access files available locally (subject to
data integrity. How PodBase determines the actions thayser access control restrictions). In combination with a

should be performed is described in Section 5. plug-in that provides consistency, this would provide a
simple distributed file system.

Digital Rights Management (DRM): Media files stored
on a user's devices may be protected by copyright.
Usually, copyright regulations allows users to maintain

copies on several of their personal devices. However,

After a device Ioss_orfallure, d,ata can be re(_:overed ont(?f restrictions apply, then the policies appropriate for a
a replacement device at users’ request. During each Corb'lven media type can be implemented as a plug-in.
nection to another device, the replacement device re-

stores as many files as possible, guided by the recorfrchiving: A plug-in can automatically watch for large,
ciled metadata. The most recent available version of eacf"ely accessed user files (e.g. movies). If such files oc-
file is restored. Users can speed up the recovery pro=UPY Space on a device that is nearing capacity, the plug-
cess by connecting appropriate devices under the guid? Suggests moving the collection to a different device
ance of PodBase. The restoration is complete when th%ith sufficient space. If the user approves, PodBase au-
replacement device has received, directly or indirectlyomatically moves the files.

from each device in the pool a metadata update no olde€ontent-specific policy: A content-specific plug-in can,
than the time at which the lost device went out of service for example, replicate and automatically externalize mp3
and the reconciled metadata indicates that all files werdles on devices capable of playing music. Moreover, the
restored. plug-in can select a subset of the music collection for

4.3.4 Datarecovery



placement on small devices. For instance, when replicatunexpected cases seemed daunting. Instead, we decided
ing music on a device with limited space, a plug-in mayto pose optimal replication declaratively as a linear opti-
select the most recently added music, the most frequentlgnization problem. This approach minimizes design time
played music, and a random sample of other music.  assumptions about system configurations and usage pat-

As a proof of concept, we developed a plug-in that au-terns, computes optimal solutions to unexpected cases at
tomatically externalizes replicas of mp3 files and importsfuntime, and has provable stability properties.
them into iTunes. The plugin required around 100 lines Whenever two devices connect, PodBase uses an LP
of Java code, and two simple OS specific AppleScriptsolver to compute a multi-step replication plan that
scripts to interact with iTunes. moves the system toward the goal state. The plan consid-
ers the current system state and likely future device con-
nections, and specifies which replicas should be deleted,
copied or moved during each connection accordingly.
PodBase uses authenticated and secure channels for allin general, only the first step of the replication plan is
communication among devices within a pool. When arelevant, as it concerns the currently connected devices.
device is introduced to a PodBase pool, it receives apThe subsequent steps are speculative, since they depend
propriate key material to enable it to participate. Userson which future device connections actually occur. If
have to present a password when they wish to interache actual device connected next differs from the current
with PodBase. Metadata and replicas are stored in crypplan, a new plan is computed. The following subsec-
tographically sealed form when stored on devices, in ortions describe the approach in more detail. Additional
der to minimize the risk of exposing confidential data detail about the LP problem formulation can be found in
when a device is stolen. PodBase respects the file a@ technical report [21].
cess permissions of user files — encrypted replicas can be
externalized only by a user with the appropriate permis- L L
sions on the file. By default, PodBase manages all of -1 Replication objective

device’s contents; it can be configured to manage OnI3f:irst, we wish to guarantee that files are evenly repli-

specific subtrees in the namespace of a device. . .
: ... _cated on as many devices as the available space allows.
The strength of PodBase's access control within 8As a secondary goal, we want to maximize availability
household is designed to be at least as strong as the y goa,

cess control between different users on the same co agy placing copies of each file on devices where itis po-

o o . rT?entially useful. In the rest of this section we define these
puter. If stronger security isolation is required between :
}wo properties more formally.

devi , then they should not join th . .
EVICES OT USETS, ten Tey Should notJoin the same poo Let D be the set of participating devices and ket

For instance, if a user’s office computer contains confi-b th t of files that d by th ¢ =
dential material that must not leave company premises € the set ot Ties that are managed by the System. For

then it must not join the user's home PodBase pool. each devicel € D, Ietspacg denote its capacity, i.e., the
amount of space available dtfor storage of both user

o and replica files. For a set of fil&C F, sizdS) denotes
5 Replication the amount of storage required to keep a cop.ofor

) o ) each devicel, the set oluser filesstored in that device is
We considered a number of replication algorithms.genoted byuser-files(d). In particular, for each devia
Greedy algorithms place under-replicated files on thesjzgyser-files(d)) < spacag.
first connected device that has space. These algorithms 1,4 goal of a storage management system is to deter-
are simple, stable, and replicate files at the first opportuz,ine and maintain, for each devidea suitable selection
nity, which is good. Unfortunately, the initial placement  fjjes store-files(d) C F, to be stored on it. Files are
of afile is often sub-optimal and cannot be changed. (Bygpjicated when they are selected for storage at several

definition, greedy algorithms never reconsider an earlieyiferent devices. Moreover. at any time, such a selec-
choice and cannot move replicas if a better placement, st satisfy

turns out to be possible in the future.) A more sophis-
ticated class of algorithm seeks to equalize the storage o yser-files(d) C store-files(d), user files are never
utilization of connected devices, thereby moving repli- moved or deleted from devices:
cas toward devices that have space. Unfortunately, these
algorithms cannot take advantage of a “shuttle device” o sizg(store-files(d)) < spacg, the files stored on a
to transport data between clusters of devices, e.g., home  device may not exceed its capacity.
and office.

Extending the algorithms to cover these and other im- Given a particulastore-files selection, we say that its
portant cases while avoiding degenerate performance ireplication factoris the number of copiek of the least

4.5 Security



replicated file in the system. More formally, state. In general, a sequence of connections may be re-
quired in order to affect a certain state change (e.g., copy

k= ffneipl{d €D f e store-files(d)}| . some files from A to B, and then from B to C). The for-
mulation then encodes how the possible sequences of ac-

Moreover, we say that the replication factoojstimalif ~ tions modify the number of bytes in each category.
there is no other file selectiasore-files' with a higher Encoding the problem this way enables us to symbol-
replication factor. ically describe all the possible plans that PodBase could

In order to model availability, plug-ins have the op- €xecute in order to manipulate the distribution of files.
tion to provide anavailability selectionthat assigns to ~ Given this formalization, the goal is to find a plan that
each device € D a set of filedike-files(d) that it should ~ optimizes the desired goals.
preferablystore. Theavailability score or av-score of The optimization involves multiple stages, narrowing
a file selectionstore-files is then defined as the num- the set of candidate replication plans in each. First,
ber of file copies that match the preference expressed bipe maximal replication factok is computed based on

like-files, i.e., the available space in the system. Then, we optimize
for durability by computing replication plans that can
av-score= dz |like-files(d) Nstore-files(d)| . achieve &-replication for all files. Next, we optimize for
D

cost by narrowing the set of plans to those that minimize
the sum of the link weights. In the next stage, we select
among the remaining plans those that maximize avail-
ability. In the final stage, we select a plan that minimizes
the number of necessary replication steps. PodBase then
Durability. The replication factor is optimal, i.e., files executes the first step of the resulting replication plan,

In a desiredyoal state PodBase places at each device
d € D, a setstore-files(d) of replicas such that the fol-
lowing properties are satisfied:

are maximally replicated on the existing devices. by copying, moving or deleting replicas on the currently

Availability. Among the file selections with optimal connected devices. For efficiency, we do not consider
replication factorstore-files has a maximadv-scorei.e.,  plans with more than three replication steps. (Few inter-
files are replicated in devices where they are useful.  esting plans with more steps occur in practice.)

The optimization favors cost over availability, because
high cost plans are highly undesirable: they may rely on
links with low bandwidth or rare connectivity. Notably,
The system state, the effects of the actions, as well athis choice still permits good availability, because the
the objectives are modeled as a set of linear arithmeti€0st optimization generally leaves many candidate plans
constraints. Care must be taken to ensure the probleiom which the availability optimization can select. The
formulation scales. To make the optimization problemreason is that all plans involving the same set of connec-
tractable, we group files into equivalence classes calletions have the same cost, and there is a combinatorially
categories. All files that are stored on the same set ofarge number of such plans, corresponding to the differ-
devices are in the same category. The system state BNt placements of replicas that can occur as a result of
then encoded by specifying, for each category, the totalhese connections.
amount of space occupied by all files in that category. The cost optimization does, however, eliminate plans
This significantly reduces the number of variables in thethat create more thaareplicas, even if availability calls
problem formulation, which no longer depends on thefor more. To enable additional replication for availabil-
number of files but on the number of devices in a pool,ity, PodBase changes the order of optimizations once the
without any loss of accuracy. durability goal has been achieved. In this case, availabil-

To model the connectivity among devices, a graph igty is optimized before cost.
constructed with a link between each pair of devices that In afinal step, the categories are mapped back onto in-
can potentially be connected. The link weight specifiesdividual files. In cases where the solution would require
the estimatedtost of data transfer among the devices. a file to be split by an action, file integrity can be fed back
This cost is calculated based on the maximum connecnto the optimizer as an additional constraint. The repli-
tion speed and the probability that the devices will becation process is guaranteed to converge in a bounded
connected on a given day, based on the history of pastumber of steps after the set of primary data files stabi-
connections. In this calculation, more recent connectiongizes.
are weighted more heavily; individual measurements are Additional parameters could be added to the optimiza-
filtered appropriately to reduce noise [21]. tion by the system designer. For example, if device reli-

Finally, we model the actions (copy, move, delete)ability data is available, this information can be consid-
PodBase can perform, and their effects on the systerared by modeling a replica stored on a less reliable device

5.2 Problem formulation



as contributing less to the durability of the associated filethe first crawl took when a new drive was added to the
than a replica stored on a more reliable device. In gensystem. The measurements were taken on a 2.4 GHz
eral, such extensions are straightforward to implementApple MacBook Pro, running OS X, one author’s pri-
However, they do require some expertise with linear opti-mary computing device. The internal notebook disk con-
mization to make sure the additional inputs or constraintgained 165,105 files with a total size of 87.4GB. The ini-
do not cause an blow-up in the complexity and runtimetial crawl took approximately 5 hours to complete. Sub-
of the optimization. sequent crawls, which only re-compute hashes for new
or modified files, took on the order of 10 minutes. (Both
OS X and Windows support APIs that notify applications
of any folder or file modifications. Using these APIs can
afiramatically reduce the need for crawling, but our imple-

6 Experimental evaluation

Next, we present experimental results obtained with ion did h
prototype implementation of PodBase. We sketch thdn€ntation did not use t er,n.) ,
implementation, report on its overheads and verify that 1he Size of the system’s metadata grows proportion-

the system behaves as expected. Then we present medly With the number of files and replicas managed by a
sured results from a user study. Additional results, in-F>0dBase pool. In our user study, the uncompressed meta-
cluding a comparison with a simple greedy repIicationdata size ranged from 270MB to 2.5GB. This amounts to

algorithm, are presented in the technical report [21]. onlya small fraction of thg capacity of most modern. stor-
age devices. For the devices in our user study, storing the
. full metadata was possible in all cases. However, smaller
6.1 Implementation storage devices (e.g. older USB sticks or cameras) are

PodBase is implemented as a user-level program writSUPPOrted via the partial metadata mechanism.

ten in Java. Most of the code (48,512 lines) is platform- USing the LP solver to compute a replication plan
independent, with the exception of a small amount (abouf2kes between one and thirty seconds for most house-
1000 lines) of custom code for each supported platfornf0lds, and 180 seconds for the largest household in the
(Windows 2000 and higher, Mac OS X). The platform- USer study. When two devices connect, replication starts

specific code deals with mounting disks and naming filesimmediately on a speculative basis, while the optimiza-
The implementation currently requires that storage gelion runsin the background. For instance, PodBase starts

vices export a file system interface, and that active del0 replicate greedily those files that appear the most un-
vices are able to run Java 1.5 bytecode. derreplicated or that should reside on one of the devices

Running PodBase on platforms like cell phones orfor availability, according to the reconciled metadata.

game consoles is feasible, but requires additional enl NiS replication can later be (partly) undone, in the case

gineering effort. We feel that our prototype strikes g that some of itis inconsistent with the computed plan.
reasonable trade-off between engineering effort and re-

search goals, because it can use the majority of device§. 3 Data restoration

in our study.

In our dep|oyment’ active devices contact a Ser\/e[NeXt, we test PodBase’s abl'lty to SUCCESSfU"y restore
(2.6Ghz AMD Opteron) running CPLEX 11.2.1 (a com- the contents of a lost device. We simulated the loss of
mercial LP solver) to compute replication plans. Using@ notebook after the replication phase was completed.
the server simplifies the installation of PodBase and if?0dBase successfully restored to a USB hard drive all
not fundamental to the system. With an additional in-211206 files (75GB) that were present at the time of the
stallation Step, PodBase can bhe configured with a |ocda8t crawl of the “lost” notebook. The restoration took 5
solver, like the free LP solver package clp [3]. hours 27 minutes to complete, which includes decrypting

PodBase rate-limits network and disk 1/0, marks 1/0 the replicas.
as non-cacheable and runs single-threaded to avoid com-
peting wit_h other applications for resources. To the eX6.4 Partial metadata reconciliation
tent possible, we tried to ensure that users did not notice
that PodBase was running in the background. Next, we experiment with small devices that carry partial
metadata. In our example, there are three devices: two
full metadata devices, which never directly connect to
each other; and a small device, which is connected to
PodBase periodically crawls file systems to monitor theeach of the other devices once per day. The small device
state of files. Each time a new file is discovered or anis able to carry 100MB of metadata about other devices,
existing file is modified, the file is hashed and added toand unable to carry actual data. The total metadata size
the pool's metadata. We measured the amount of timés 2GB.

6.2 Computation and storage overhead



Initially, the large devices were completely unaware 10 —
of each other. No new data was added after the experi-
ment began. It took ten days or 21 connections for the
metadata on the two large devices to converge, which is «=
expected based on the relative size of the metadata andg
the small device. This example shows that metadata con- £
verges even in extremely constrained cases. In our expe-= ‘
rience, most devices are larger and connectivity tends to 12 3 4 5 6 7 8 9 10
be much richer in practice, leading to much faster con- Household Number
vergence.

T T T T T
Storage Devices

- Active Devices ]

Devices

[0]

o N b O ©

Figure 1: Number and type of devices, by household.

6.5 User study 25— ——
Additional Space m—m

2 Free Space mmmmm
Used Space mmmm

period of approximately one month. We asked the users §
to, as much as possible, ignore the presence of PodBase?
and use their devices the way they would normally use 1 2 3 4 5 6 7 8 9 10
them. Three users were given an external one terabyte Household Number

USB disk, because they had insufficient free space to al- ) )
low their files to be replicated. Figure 2: Storage capacity and free space on devices be-

For practical reasons, the number of households anfPre PodBase begins replication. Additional space corre-
users in our study is limited and covers a relatively shorSPONds to the USB disks given to households 1, 4, S.

period of time. Moreover, at least one member of each
household was a computer science researcher. Thereforée

there is a likelv bias t d ho h int tonsidering its capacity and connection bandwidth.
there IS a Tikely Dias towards Users wno have an interes Figure 2 depicts, for each household, the total size of
in technology. As a result, our results may not be repre

sentative of a larger and more diverse user communit othe household's storage pool, divided into used storage
g Y %% nd available storage at the beginning of the deployment
a long-term deployment. Nevertheless, we feel that th

study was tremendously valuable in identifying the diffi_eomd before PodBase was activated. The additional stor-

; ) - : . age given to households 1, 4 and 5 is shown as “addi-
cult issues, in building our confidence that the system Sional space”. After this addition, seven of the house-

Iﬁas'bli an’d addfresses a r_eal ne(te_d, and in understandlﬂglds had at least half of their total storage capacity avail
E_'\I_Eys ems per orrgan::e |ndpra<(:j Ice. | d habIe. This does not imply that the remaining three house-
e system was deployed and actively used over the s cannot replicate their data; whether they can de-

course of two years. The data collected for the re- ends on how much duplication there is among their ex-
sults presented in this paper were collected betwee ting user files

July and September 2009. During this period, we col-
lected anonymized data about file creation, modification
and deletion on each device, when and where replica8-5-1 Replication results
were created, and which devices were connected at wh
times. We use these logs to generate the graphs used
the rest of this section.

First, we provide a brief overview of the households
used in our deployment and the characteristics of the deth

vices used in each. bars), many households had files that existed on only one

. F'gwe 1 shows the number of storage and_ aCt'Ve_dedevice, leaving these files vulnerable to data loss if the
vices in each household. The number of active dewceg:

% this section, we evaluate the performance of PodBase
fﬂ/ looking at the replication state at the beginning and

the end of the (one month long) trace collection.

Let us look at the replication state of the system before
e households ran PodBase. As shown in Figure 3 (left

evice were to fail. Also, many households had a signif-

ranged from one to seven. Some households had no a “ant number of files already replicated, either as copies

Siitionalh sltccj)rafe4devi((j:e55, Whi_le gthers :;d up Ito threeof the same file or different files with identical content.
at?;ZeUng dis:k vsr?ich isr(argzglste;?n?helgc;rt]: i'r;iézr' The right bar in Figure 3 shows the replication state
hold 4 has a virtual device that is backed by 10GB .Macat the end of the trace collection. Five households (1—

cloud storage. PodBase uses this device like any other, The result for household 7 was obtained by re-playing theetra

10
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Figure 3: The initial (left bar) and final (right bar) replt@an status of each household.

3, 8-9) had most (more than 97%) of their files repli- all of their music files on the relevant devices. Thus, Pod-
cated. With the exception of household 9, which had noBase did not have an opportunity to improve availability.
quite finished replicating its original files, the remaining However, it did provide a significant gain in availabil-
households’ unreplicated files were recently created oity for several other households. Household 3 had its
modified and had not yet been replicated at the end of thentire music library of 415 music files made available
trace. Households 4, 5, and 7 were not able to replicate asn all three of its devices. Households 7 and 8 had 851
much, as these households had only intermittent conne@nd 1318 music files made available by PodBase, respec-
tivity between a pair of their devices. These householdsively. Household 9 had 1500 music files from a music
each had two well-connected devices and one device thdibrary, which was otherwise loosely synchronized be-
was either mostly offline or connected via a slow DSL tween its devices, made available on two additional de-
connection. In these cases, all of the data was replicatedices. An additional two households originally had a sig-
between the well connected devices, but the data on theificant number of mp3 files on their laptops but not on
poorly connected device was not replicated fully. their desktops. PodBase replicated these files onto the

Households 6 and 10 did not have enough space tdesktops, and the mp3 plug-in described in section 4.4
replicate the remaining 19% and 10% of their files, re-had externalized the music files. This happened during
spectively. In order to improve upon these results, thean earlier run of PodBase, therefore it did not show up in
users would have had to purchase inexpensive additionalur trace. The users gained access to 426 songs and 2611
storage. As a sanity check we had users from household®ngs, respectively, on their desktop computers. (The
4 and 10 bring in their notebooks in order to confirm thesongs were previously stored only on their notebooks.)

diagnosis described above. Simply having household 4 As described in Section 5.2, the replication first op-
bring its notebook into the office, where there was goodimizes for durability, then cost (time to complete), and
connectivity between devices, allowed its data to be fullyfinally availability. A concern might be that this choice
replicated. For household 10, we attached a one terabyligits the availability the system can provide. We looked
external drive to an active device that had data to be replizt the impact of this optimization process on household
cated. After doing this, less than 0.5% percent of filesg, for which the final replication plan had not achieved
remained to be replicated. full replication for availability. In this household the fi-
Several households (1-5, 7 and 9) were able to achievgg| replication plan yields 95% of the optimal availabil-
a replication factor greater than two for some of theirjty. The remaining 5% were not achieved because the

ﬁles, enabling these files to survive multlple device fail- rep”cation had not yet finished at the end of the trace,
ures. In Household 2, 80% of the user files were repli'and not because of a limitation in the a|gorithm_
cated 4 times or more.

6.5.2 Availability results el L S e L
2@ 100 g
A secondary goal of PodBase is to place replicas on de- 3; 80 - .
vices where they are likely to be useful. Specifically, our 552 60 - .
mp3 plug-in causes music files to be preferentially placed % 3 40 s
on devices that are capable of playing music. = 20 .

In analyzing the trace, we found that one household
had no mp3s and three households had already replicated

1 2 3 4 5 6 7 8 9 10
Household Number

because a bug was discovered during the user study thatfhazhired . .
the final state of this household Figure 4: Peak daily throughput for each household
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6.5.3 Replication latency and throughput Our normal households generate new or modified data

W t look at th imal lication th hout i at a minimal/average/maximal rate of 4.5/36.1/316 Kb/s,
€ next Jook at the maximal reptication throughput In ;6 the “heavy” household generates 2.3 Mb/s. Let

]?Iachtof th(la_ hciusethtﬁldi. S_mc_e all Pt%us;aholds hlfld tr_narys consider how well a backup system based on cloud
ries to repiicate at the beginning of the frace colec Ion’storage alone would perform in our households. At an

_the rate at which data was replicz_;\ted_ early in the trac%\ssumed broadband upload bandwidth of 1 Mb/s, trans-
is a lower bound for the total replication throughput of ferring the initial data to the cloud while keeping up with

z}pooi. Tfh's value |ndt.l:-rnd%r0€/|dtﬁsta I(r)lwer bhOL;Sd fo: pdates would require between 3.7 and 121.6 (median
€ rate ot new or modiiied data that a housenoid cou 1.82) days for the normal households. For the heavy

generate, such that PodBase would still be able to keeRousehold, cloud storage would be infeasible, because

upleth refllchatlng.th tth K th hout ¢ the rate of new data exceeds the network bandwidth.
'gure < shows that the peax throughput ranges rom o gq regyits show that for timely replication of data,

1.4 10 110 GB per day. This result shows that POOIBas‘f:’odBase’s use of peer connections and local storage de-

can keep up with a h.'gh to very high rate qf _data 9eNerayices is important. For the normal households, a broad-
tion, using only existing pair-wise connectivity.

Wi ine th lication lat . th band connection would suffice to replicate new data, but
€ now examine he replication ‘atency, 1.e., ey, heavy household would require a faster Internet con-
elapsed time until a new or modified file becomes repli-

ted. If afile tvet replicated at th dofthe t nection. Even for the normal households, relying solely
cated. lTatie s notyet replicated atthe end oTthe racey, , o 1 oadband connection to the cloud would require
we include it in the CDF as having an infinite latency.

! . . . a long period of full network utilization to replicate the
we f|r§t examine those households with reIatlver Shoninitial data, and increase the replication latency in sgead
Iatenmgs. F|gu_re 5(a) shows a CDF of how long it too(l)(state (and therefore the window of vulnerability for new
o r_epllcate a f|Ie: For ho_us_eholds 2 _and 4, over 50 /Oand modified files that have not yet been replicated).
of files were replicated within approximately one day.

Households 1 and 7 took longer because there were ex- ) ]
tended periods with no connectivity. Household 9 repli-6.6  Discussion

cated gradually over the course of the trace, as ConneCti\ff’odBase has been developed by the first author over a
ity allowed. Second, we show the latency of the house-

holds that took sianificantly | ¢ Lcate their fi period of two years, with three user deployments at dif-
: OF.S a50b0 ISIgt?\I |canh y onrg];el:j 0 ;ep]ca e their :_e_"i ferent stages. Significant engineering effort was required
in Figure 5(b). In these households, device conneciivi Yo make sure our users (most of whom where not affili-

is the dominant factor in the replication latency. Whenated with the project) and their families felt comfortable

therg Is connectivity, there.are sharps jumps.as files gerbnning it on their personal devices. Users demanded
replicated, followed by periods of disconnection, Wherenot to have to notice the presence of the system in their

noV:/epllc?UotE htappens. d lication latenci daily activity or be surprised by it actions, yet expected
¢ hote that our measured replication fatencles arg, o system to do “the right thing” without requiring their

oo : i fitention. Moreover, different households used their de-

busy replicating the user files found initially on the de- vices in very different ways, some of which we could not

VLC(;"S dg”;g alarge pl)gr:]of thte trac? cotIIectlcl)n. In Sltead%ave imagined (see the discussion of results for different
state, Fodbase would have to replicate only Newly Crey,, ,qaho(ds in Section 6.5). This forced us to emphasize

ated or modified files, reducing the latencies Cons'derhon-intrusiveness (not interfering with user’s acti)ie

ab!y. Nevertheless, RodBase was able 1o replicate dat_a IQutonomy (making reasonable choices without user’s in-
a timely fashion, subject to available storage and devic

o ?)ut) and adaptivity to unexpected scenarios far more than
connectivity. efficiency. Apart from the quantitative results reported in
this section, the most important indicator of the project’s
6.5.4 Rate of new or modified data success may be the fact that ten households (which in-

Next. we look at the rate of new or modified data that iscluded members who had little interest and patience for

being generated. Each of the households in the userstud'gJr project) agreed to use the system for the duration of
had on average 528,187 files taking up 332GB. After thd € Study and beyond.

initial crawl, an average of 21GB per day was generated

by the addition of new and modifications of existing files. 7 Conclusion

These numbers are skewed by a household that stored the

disk image of an active virtual machine in the file system;PodBase transparently manages the data stored on per-
without this household, the value was 381MB per day.sonal devices for durability and availability. The system
(Of course, PodBase could be optimized to handle thisakes advantage of existing free storage space and inci-
case more efficiently.) dental connectivity among devices. Thus, it reduces the
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Figure 5: Replication latency for all households

need for dedicated backup storage or an external storagg7]
provider and avoids the bottleneck of a home broadband
uplink. PodBase relies on optimization techniques to
achieve highly adaptive replication. The system is fully
decentralized and does not depend on the health of any
one device. Experimental results from a user deployment
in ten real households indicate that the system is effec-
tive in replicating data without any user attention, and in
many cases without requiring additional storage.
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